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1
Decision/action requested

This pCR proposes WT2 specific Usecase for the TR 33.794.
2
References

[1]
3GPP SP-231784, 'New Study on enablers for Zero Trust Security'.
[2]
3GPP TR 33.794, 'New Study on enablers for Zero Trust Security', Release 19.
3
Rationale

One of the objectives in SP-231784 is the following. Where the TR 33.794 
#WT2 - Security mechanism for dynamic policy enforcement

· Study whether potential threats on the 5G SBA layer can be addressed by dynamic policy enforcement on the 5G SBA layer. 

To perform the WT2 study and to identify the potential key issues, as a first step this pCR describes the usecase(s)/scenarios where dynamic policy enforcement can help to address the 6G SBA layer threats.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change*****
5.2.X
Security policy enforcement Use Case #1: Access control decision enhancement
5.2.X.1
Description


The current study as part of Clause 5.1 identifies the potential data to be exposed to the Operator’s security function to enable the security evaluation and monitoring process. If the security evaluation and monitoring results (of the exposed data) provided by the Operator’s security function conveys that there is an attack identified (e.g., intentional flooding, DoS, NF crash, NF hijack attempts being deliberately performed by a malicious NF), then allowing the malicious NF to further consume or provide services over the SBA layer to the rest of the NFs can increase the threat/attack surface (e.g., it can impact other healthy NFs) and impacts the overall service availability. In such a case, the existing SBA access control security mechanism (as described in clause 5.2.X.2) can consider the results (if available) to improve access control decisions. However, handling the malicious NF itself (e.g., fixing security patches, and so on to make it a healthy NF or to terminate it) is upto the operator implementation and outside the scope of 3GPP.
5.2.X.2
Scope of dynamic security policy enforcement 


Some of the scenarios which can make use of the available results to enforce dynamic security policy enforcement are listed below:

· Service Request Process:

The complete service request is a two-step process including requesting an access token by NF Service Consumer and and then verification of the access token by NF Service Producer as described in TS 33.501 Clause 13.4.1.1.2. While the NF service consumer sends an access token request, if available the NRF (who has the information on security evaluation and monitoring results associated to a NF service consumer), can check the security evaluation and monitoring results and if the results indicate that the NF service consumer has attempted attacks, then there can be security policy that helps the NRF determine whether to issue the access token or not. In case, the NF service consumer is identified to have launched an attack over other NFs, denying the issue of an access token can prevent the NF service consumer from attacking the rest of the NFs in SBA. 

Additionally, the NRF can also revisit other access token decisions previously made relative to the identified malicious NF and the NRF can act accordingly to prevent the malicious NF from further imapcting the other NFs and services.

· NF service registration update:

When the service producer (i.e., an NF instance) sends a NF registration update request message to the NRF, if the security evaluation and monitoring result related to the requesting NF service producer is available, it can be considered by the NRF to accept with success or deny with failure. For example, if the NF service producer is identified to have launched an attack with malicious intentions, then further denial of NF service registration update by the NRF can prevent the malicious NF from expanding the threat surface.

· NF service discovery:

When the NF service consumer sends a NF discovery request, if a security evaluation and monitoring result related to the requesting NF service consumer is available, then it can be considered by the NRF to determine and provide or deny the issual of discovered NF instances information accordingly. For example, if the NF service consumer is identified to have launched attacks, then further denial of NF discovery service information by the NRF can prevent the malicious NF from leveraging that information to increase the threat surface.

NOTE: The information on ‘which NF consumes the security evaluation and monitoring results to let the NRF take the appropriate decisions in access control’ and ‘the security policy definitions’ are outside the scope of this section and can be part of KI and solution discussion clause(s).
*****End of Change*****
