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1
Decision/action requested

This pCR proposes scope of the TR 33.794.
2
References

[1]
3GPP SP-231784, 'New Study on enablers for Zero Trust Security'.
[2]
3GPP TR 33.794, 'New Study on enablers for Zero Trust Security', Release 19.
[3]
3GPP TR 33.894, 'Study on applicability of the zero trust security principles in mobile networks', (Release 18).
3
Rationale

One of the objectives in SP-231784 is the following WT1, which aims to identify the potential data to be exposed to enable security evaluation and monitoring. To discuss the solution aspects for WT1 in the subsequent meetings, the related key issue is essential. Further to avoid redoing of study (e.g., for KI), the NOTE 2 (copied below) in WT1 sugessts to consider the study covered in TR 33.894. 
# WT1 – Data exposure for security evaluation and monitoring

· Identify potential threats and attacks on the 5G SBA layer intended to identify which data may be relevant to be exposed, and whether additional data exposure is necessary to detect the threats and attacks.
# NOTE 2: The related SA3 study in Rel-18 captured in TR 33.894 needs to be taken into account.
‘Key Issue #1: Need for continuous security monitoring’ in TR 33.894 has been vastly discussed and agreed in Rel-18 (i.e., It took 6 SA3 meetings (SA3#107e-adhoc, SA3#108, SA3#108e-Adhoc, SA3#109, SA3#110, SA3#110Adhoc-e) to agree on the complete KI#1). Also in Rel.19, the TU budget very limited. Simply citing that KI#1 from Rel.18 TR 33.894 in Rel.19 TR 33.794 may let the readers to switch around two docs. To provide an overall better reading and understanding of Rel.19 WT1 aspects, this pCR reuses the exact content of KI#1 from ‘Rel.18 TR 33.894’ to ‘Rel.19 TR 33.794’. In addition, added one NOTE in the high-level clause of KI.
NOTE:
Considered KI#1 from TR 33.894.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TR 33.894, 2023 September, V18.0.0: "Study on applicability of the zero trust security principles in mobile networks", Release 18.
[y]
NIST Special Publication 800-207: "Zero Trust Architecture".
[z]
3GPP TR 33.738: "Study on security aspects of enablers for network automation for the 5G system phase 3".


*****Start of Change 1*****
*****Start of Change 2*****
6.X
Key Issue #1: Data exposure for security evaluation and monitoring
NOTE:
For WT1 considered and re-used same KI#1: ‘Need for continuous security monitoring’ details, threats, and security requirements from TR 33.894 [x].
6.X.1
Key issue details
The 5G system includes heterogeneous and varied Network Functions (NF) deployments, where the current security mechanisms determine service access among NFs by authentication (i.e. identifier and credentials based) and authorization. If any NF runs into errors (e.g. due to configuration issues) or behaves maliciously (e.g. due to insider threats/privilege misuse or cyber-attacks), then such NF behaviour information or related threat assessments will not be considered in the current security mechanisms (e.g. for any service access). Some of the zero trust tenets [y] (i.e. tenets 5,7) provides motivation that resource access (i.e. access control to network services) can be evaluated while also taking into account the dynamic policy(ies) that are defined and enforced related to security monitoring (i.e. threat assessments) and continuous trust evaluation, for example., according to NIST SP 800-207 [y] evaluation factor(s) may include observable state of the requestor, characteristics, behavioural attributes (e.g. subject analytics, measured deviations from the observed usage patterns), environmental attributes (location, time, reported attacks), security posture, etc.

The solutions addressing this key issue can aim to identify relevant factors for data collection that could potentially enhance security monitoring and mitigate against insider attacks. The solution(s), where relevant, can consider the work being carried out in 3GPP TR 33.738 [z] (e.g. anomalous NF behaviour detection, cyber-attack detection, etc.).

NOTE:
Considering NIST SP 800-207 [y], Zero trust security models assume that an attacker may be present in the environment.
6.X.2
Security threats
If any NF that has been deployed in the core network, becomes compromised or starts to behave maliciously, and remain undetected then the NF could be misused in attacks leading to a service failure, data loss/theft, etc.
6.X.3
Potential security requirements

The 5GS is required to support mechanisms to collect necessary data to enable security monitoring.

NOTE 1:
The actual set of data that can be collected to realize any threat assessments will be addressed during the solution phase.

NOTE 2:
The algorithms or logic for trust monitoring and evaluation are outside the scope of 3GPP.

NOTE 3:
The handling of potentially compromised NFs (e.g. based on detection) with required security aspects (e.g. applying necessary security patches/fixes) is Operator's implementation choice.

NOTE 4:
The key issue and related work considers SBA in the Core network and so, the solutions details should consider the same as the scope of the solution.
*****End of Change 2*****
