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1
Decision/action requested

This pCR describes a potential data to be considered for data collection and exposure to clause 5.1.X of the TR 33.794.
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Rationale

Flooding of core SBA NF can lead to Denial of Service in the core network [3] which clarifies that, Nefarious activity/abuse of assets, with flooding of core network components can cause Denial of service threat leading to potential impacts such as service unavailability, outage etc, and the main affected asset in this case are the network services in the context of SBA. Therefore, this contribution proposes to consider the network service message flooding usecase to identify and expose related data to enable ‘Denial Service attempts identification’ for TR 33.794 [2] related to WT1 [1].
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change*****
5.1.X
Data exposure Use case #X: Massive number of Service Messages
5.1.X.1
Description


Flooding of core SBA NF with massive number of service API invocations may lead to Denial of Service i.e., consider a scenario where a service consumer (due to malicious intentions) sends massive number of service request messages (or service subscribe messsages) to a service producer, to exhaust the service provider’s resources may lead to service unavailability. But there can be normal cases, where the service provider may still receive larger number of service requests (e.g., due to legitimate service need). Here it is important to identify if the massive number of service invocation is due to a legitimate service need or due to malicious attack attempt (like DoS or DDoS if multiple service consumer are observed to send massive number of service requests). Based on operator policy the NF can be configured with allowed maximum number of service requests/invocations for a service consumer in a normal case (e.g., for a time instance). If the number of service invocations by any service consumer exceeds this operator’s configured level, then it can be identified as flooding event and the related data can be collected and exposed to the operator’s security function to enable security evaluation and monitoring.
5.1.X.2
Data to be exposed

The data on service requests exceeding preconfigured limits and the information on NF(s) identification (e.g., NF ID(s)) which attempted the massive number of service invocations are the data to be exposed.

Additional data which can be exposed:

Periodically collected security counters like below can be used to statistically evaluate the service message flows between NFs. If these counters are collected at the API gateway, these can be used to analyse possible DoS attacks with sources from external interfaces. The periodicity of such counter collections can be configurable.

· Number of times API invocations exceeded thresholds.

· NF IDs of top “N1” sources of API invocations (Example: N1=3, configurable)

· NF IDs of top “N2” recepients of API invocations (Example: N2=3, configurable)
*****End of Change*****
