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1
Decision/action requested

This pCR proposes to add Introduction text to the TR 33.794.
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3
Rationale

TR 33.794 [2] has an Introduction section with the following EN:

Editor’s Note: This clause contains some background information for the study. 
Rel.18 TR 33.894 [3] covers the fundamental building blocks (e.g., tenet evaluations, key issue, and solution) specific to the applications of ZT principles in 5G core SBA. Therefore, a minimal summary from TR 33.894 can provide a brief background information for the Release 19 TR 33.794 study inline to the EN’s scope above. 
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
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Introduction

The application of Zero Trust Security principles for the 5G System, in specific to the SBA has been studied in Rel-18 TR 33.894 [2]. The study considered potential 5G system security requirement(s) (in Key Issue#1) to identify, collect and expose necessary data to enable security evaluation and monitoring by the operator’s security function (e.g., such as SIEM/SOAR deployed in operator’s domain external to 3GPP). A related Solution#1 in TR 33.894 illustrated how existing services could be used to collect the necessary data for security monitoring purposes inline with Tenet 5. The data to be considered for exposure needs to be well defined and explicitly specified to allow for interoperability and secure operation of installed base as described in Tenet 5 [2], and so this Rel-19 study aims to closely investigate and consolidate the potential data to be considered for exposure to the operator’s security function (e.g., for security evaluation and monitoring).  Further the tenet evaluations 4,5,6 and 7 also resulted in identification of security aspects (i.e., related to leveraging results from the operator security function to apply security policies for improved access control in SBA) that needs additional study as outlined in the scope of this document.
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