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1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329]
3	Rationale
This contribution proposes a new key issue on the secure negotiation of cryptographic algorithms and key lengths. 
4	Detailed proposal
For SA3 to accept this proposal. 

*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]5.X	Key Issue #X: Biddown attacks during negotiation of cryptographic algorithms and key sizes
With the introduction of 256-bit cryptographic algorithms in the 5G System –in addition to the 128-bit algorithms currently used– it is expected that different cryptographic key lengths will need to be supported in parallel, both in the UE and the network. While 128-bit cryptographic algorithms are considered secure at the time of this study, it is prudent to consider future bid-down potential and study the secure negotiation of key lengths between the UE and the network.
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]5.X.1	Key issue details
·  Assumptions: 
· An attacker is able to successfully forge a 32-bit MAC
· UE and network have to support an algorithm producing a 32-bit MAC
· Man-in-the-middle attacker with the ability to observe and modify messages between the UE and the network 
· Security threat: 
Tampering of UE security capabilities exchanged between UE and network
· Impact: 
Once the man-in-the-middle attacker is able to bid-down its victim to a vulnerable cryptographic algorithm, messages between the UE and the network a no longer effectively protected. As such, confidentiality and integrity cannot be ensured. Since the UE capabilities may be passed to other network elements as the UE moves through the network, the impact of this attack is persistent until the UE sends its security capabilities again.
· Attack description:
In the case like the diagram shows below, the UE is unauthenticated and in message 1, the UE sends the registration request or initial NAS message, which contains the UE security capability and other elements previously discussed. The attacker Att, takes this message and removes all UE Security capabilities, apart from those that are attackable. For example, if the UE indicates support for the encryption algorithms 128-NEA1, 128-NEA2, 128-NEA3, 256-NEA4, 256-NEA5, 256-NEA6 and integrity protection algorithms 128-NIA1, 128-NIA2, 128-NIA3, 256-NIA4, 256-NIA5, 256-NIA6 in message 1, the attacker would only indicate support for the algorithm that it can attack, for example 128-NEA2 and 128-NIA2 only. The attacker then sends the message 1’ with the modified security capabilities to the AMF.

[image: ]
Figure 1: Man-in-the-Middle Attack Diagram
The AMF responds with the usual authentication request message 2, which the attacker forwards unmodified to the UE. The UE processes the authentication request message, verifies its validity and if valid, creates an authentication response message 3. The attacker forwards the authentication response message unmodified to the AMF.
Then, the AMF selects the algorithm based on the received UE security capabilities received in message 1’ that was modified by the attacker and sends the Secure Mode Command message 4 to the UE protected using the integrity algorithm that was selected by the attacker. The SMC message also contains the UE security capabilities received message 1’. The attacker takes the message 4, replaces the UE security capabilities with the UE security capabilities from message 1 and makes sure that the MAC matches the message. The modified message is message 4’ and sent to the UE.
When the UE receives the message, it verifies that the UE security capabilities are correct, verifies the integrity of the message, and if correct, configures the encryption and integrity protection algorithms selected. The UE then creates the Secure Mode Complete message 5 and encrypts it with the selected algorithm and protects it with the selected integrity protection algorithm.
The attacker receives message 5, decrypts it and checks whether the UE has included the UE security capabilities. If so, the attacker will modify the UE security capabilities similarly to before, encrypt the message again, and make the MAC match the message. The attacker sends message 5’ to the AMF, which then considers the NAS SMC completed and the UE is authenticated, leading to a man-in-the-middle attack.
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]5.X.2	Threats
The bidding down of the UE and the AMF to agree on a weaker than intended algorithm (Threat 1).
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]5.X.3	Potential security requirements
The UE security capability shall be protected against bidding down attacks even in the case an attacker can forge a 32-bit MAC. 
*** End of 1st Change ***
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