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1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329][x]	-
3	Rationale
It is proposed to add the SID justification text to explain the relation of this study to previous work in SA3.
4	Detailed proposal
For SA3 to accept this proposal.

*** Start of 1st Change ***
Introduction
SA3 previously studied the support of 256-bit algorithms for 5G, resulting in TR 33.841 [a]. Said TR leaves a number of important questions unanswered and does not cover some of the practical challenges associated with the transition to 256-bit algorithms. Some of the unanswered questions have already been discussed in LSs exchanged with ETSI SAGE referenced below [b] [c] [d] [e]. Followings are the details of the open questions and challenges, which needs to be resolved in this study item: 
·     Negotiation of cryptographic algorithms between the UE and the network. While the existing negotiation of security algorithms may be reused in principle, a few details would need to be clarified, such as: 
· How to prevent bid-down attacks? 
· Which key length should be selected if the bit length of the long-term secret is only 128-bit? 
· Security risks related to selection of algorithms with different key sizes between the UE and the different security end points in the network. Specifically, is there a need to ensure the same level of protection (i.e., cryptographic key length) for AS and NAS security?
· What happens in handover scenarios where source and target may not unanimously support 256-bit cryptographic algorithms (applicable to both AS and NAS security)?
· Similarly, what happens in 5G NSA deployments and interworking scenarios?

ETSI SAGE has since finalized their evaluation of current candidate algorithms [f][g], adding further justification to studying the essential prerequisites for the transition to 256-bit cryptographic algorithms now.
As the above challenges and open questions show, adding support for 256-bit cryptographic algorithms to the 5G system requires clarifying the interplay of the new algorithms with the legacy procedures to prevent security vulnerabilities. Even if solutions to some of these issues may be evident, it seems prudent to study these problems, list solutions and document SA3’s conclusions and the expected behaviour of the 5G System.

*** End of 1st Change ***

*** Start of 2nd Change ***
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*** End of 2nd Change ***


