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******************** Start of 1st Change ************************************************************
[bookmark: _Toc19542447][bookmark: _Toc35348449][bookmark: _Toc114146573]4.3.4.12	Web server information in error pages 
Requirement Name: Web server information in error pages. 
Requirement Reference: In accordance with industry best practice
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION
Purpose:
To verify that error pages and error messages do not include information about the web server.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
-	Check that generated error pages and error messages do not include information about the web server.
1.	The tester verifies that the web server configuration does replace default error pages with error pages defined by the vendor.
2.	The tester verifies that the vendor defined error pages do not contain information about the web server.
3.	The tester triggers and captures at least one occurrence of the following HTTP status code classes:
a) 	Redirection error response (300-399)
b)	Client error response (400-499)
	c)	Server error response (500-599)
Note1: 	Possible error pages that could be displayed are: 3xx: redirection, 4xx: client errors, 5xx: server errors. None of the listed error pages should include information about the webserver.
Note 2: 	The 3xx error pages could be triggered by permanent or temporary move of content to other URL and the page is found because redirected.
Note 3: 	The 4xx error page could be triggered bytrying to access a URL pointing to a non-existent or restricted ressource.
Note 4: 	The 5xx error page could be triggered byrequesting a HTTP method the web server does not support or disabled (e.g. CONNECT, PUT, PATCH).

Expected Results:
-	Evidence that generated Generated error pages and error messages do not include information about the web server.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)

******************** End of 1st Change ************************************************************




