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1
Decision/action requested

It is proposed to approve the key isuue
2
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3
Rationale

Current 5G 3gpp security specification [2] describes the procedures of how the AKA procedure is executed between Home network and UE/USIM.
One of the objectives from Rel-19 study S3-235091[1] is to study the implications and requirements to AKA procedures. To achieve the objective of this study, we should analyse how to adapt MILENAGE and dynamic change of sizes of AKA parameters in the 5G AKA and EAP AKA prime. Below key issue proposes to study this further. 

4
Detailed proposal

*** START of 1st CHANGE ***

X.1
Key issue # X: Dynamic change of AKA parameter sizes in Authentication procedure
X.1.1
Key issue details 

This key issue studies the potential support of the extension of different sizes of AKA parameters between USIM and Home Network. Specifically, the extensions of the AKA Challenge procedures to be adapted with newly extended algorithms. With extension of the new algorithms, the impact of the key derivation function and the signalling of the key-size needs to be analyzed. 

X.1.2
Threats

The adversary is replaying and/or altering AKA Challenge procedure messages and is therefore driving a bidding down attack, i.e., the USIM/Network is selecting and configuring the Authentication with weaker level of security which might lead to violation of privacy.

The adversary is replaying and/or altering AKA Challenge procedure messages and is therefore driving a denial-of-service attack, i.e., the USIM/Network is selecting an invalid Authentication and is driving the peer side into a denial-of-service. 
X.1.3
Potential security requirements 

The USIM and the Home Network shall support security for dynamic AKA Challenge procedures for the Authentication.
*** END OF 1st CHANGE***

