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Background
The GSMA’s CVD programme has been made aware, through a researcher submission of potential security vulnerability cases within 5G network functions. 
Submission date: The researchers (Mujtahid Akon, Tianchang Yang, Yilu Dong and Syed Rafiul Hussain at Pennsylvanian State University) shared their research with the GSMA CVD panel on 8 March 2023. It was allocated vulnerability ID CVD-2022-0069. 
All findings are related to OAuth 2.0 and slicing in 5G. It was decided to request 3GPP actions for three of the six findings, which are summarized in the following (and also attached). GSMA CVD POE believes the attacks are possible. 
Related to Finding 1: Confused Producer Attack On 5G core 
A copy of the researchers finding 1 is attached. 
Summary of finding: 
Multiple NF instances of the same NF type are registered, but only a subset (i.e. some slices) is authorized for a certain consumer NF. In case, the authorization token is provided per NF type, the consumer could access unauthorized another slice/producer of the same NF type, exploiting the absence of producer instance/slice identification in the access token.
Discussion/Observation: 
The attack is possible in slicing if the token is provided for NF type and the producerSnssaiList is not part of the access token. producerSnssaiList is optional in 3GPP specification, i.e., not mandatory included in the access token issued by NRF. 
If NRF issues producerSnssaiList as part of the access token and the producer checks that it serves the corresponding slices acc. to TS 33.501, 13.4.1.1.2. this attack can be limited, but only if the producer NF has provided a list of slice ids in its profile registered at NRF.
Proposed action: 
3GPP to consider update the specification clarifying under which conditions producerSnssaiList is included in the access token by NRF.
Related to Finding 2: Token Reuse Attack on 5G core Network
A copy of the researchers finding 2 is attached. 
Summary of finding: 
An access token was issued to a consumer but later the producer updates its NRF profile to not allow a certain consumer to use its services anymore. If the token’s validity time is not expired, the consumer is able to access the service of this producer even if the consumer was recently unauthorized.
Discussion/Observation: 
As long as the issued token is valid, a revoked consumer could still use it, since at token issuing time the consumer was correctly authorized to access the producer’s services (TS 33.501, 13.4.1.1.2). 
No revocation mechanism is described in 3GPP for OAuth 2.0 tokens, but RFC 7662 defines a method for a protected resource to query an OAuth 2.0 authorization server to determine the active state of an OAuth 2.0 token and to determine meta-information about this token. 
Proposed action: 
3GPP to evaluate the need for a solution and whether the RFC 7662 can be used; or adding an awareness note that the validity of authorization tokens should be very limited is recommended as long as the token life cycle management is being studied. 
Related to Finding 4: NFDiscovery Bypass Attack on 5G core
A copy of the researchers finding 4 is attached. 
Summary of finding: 
NRF finds target NFs that serve the sNssais as appeared in requestersNssais. A compromised consumer can obtain NF Profiles (with all sensitive metadata) of any producer, by using sNssais (to which the consumer wants access) and requestersNssais attributes (which the consumer presents) in the NF Discovery Request (TS 29.510, 6.2.3.2.3.1) towards NRF. The researchers claim there is a lack of cross-checking by NRF between requestersNssais received in the NF Discovery Request and the sNssais of the consumer NF Profile. 
Discussion/Observation: 
Both information are provided by the same NF, hence even if compromised, this check does not bring anything. If NRF wants to check information against another source, it should be the NF certificate.
We believe there is a misunderstanding. NRF verifies the S-NSSAI in the requestersNssais (in the request message) with the allowed S-NSSAI in the producer’s NF profile at NRF, not the one in the request message of the consumer.  NRF returns only those NF profiles of NF instances allowing to be discovered from at least one network slice identified by the requestersNssais attribute and if requested by the consumer in sNssais. Hence, the specification text may have been mis-interpreted by the researchers when stating that the requestersNssais could be checked by NRF against sNssais in Consumer NF Profile. 
Proposed action: 
3GPP to consider whether clarification of the specification text on NRF behavior is needed when providing a NF Discovery response.

Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact Roger Brown [rbrown@gsma.com].
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