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[bookmark: _Toc510607461]1		Proposal
It is proposed to agree on the following solution and to include it in TR.

************ 1st change (all new) ************
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157692398][bookmark: _Toc160456141][bookmark: _Toc160804374]6.X	Solution #XX: UID <-> SUPI association
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399][bookmark: _Toc160456142][bookmark: _Toc160804375]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965]KI#1-3
[bookmark: _Toc157692400][bookmark: _Toc160456143][bookmark: _Toc160804376]6.X.2	Description
6.x.2.1	general
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157447966]In 5GC, everything related to a UE/User is identified using a SUPI. If SUPI is not used to identify the current user, but some other identity, there are incalculable consequences to all existing features. By re-using SUPI all existing features of 5GC will work.  For example, event exposure related to a UE, charging, subscription information, IMS registrations (USIM method), Lawful intercept, etc.
It is there for advantageous to still use SUPI within the 3GPP system, i.e. to map the UID to SUPI. By this all procedures defined can be used also when the user uses UID for accessing the 3GPP network.
This solution defines 2 methods how this can be achieved. 
6.x.2.2	Method 1, sort of virtual SUPI
The main principle of this method is that the UID is linked to a SUPI (sort of a virtual SUPI). Thus, more or less existing data structures for subscriptions in UDM can be re-used. 
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Figure 6.X.2.2-1: subscription association
To start with, the user needs to get a UID. This can be e.g. via an operator portal where the user administrates his/her account. When the UID is created, it is linked to a SUPI (SUPI4 in figure 6.X.2-1). If the user already has an account, this now will be treated as the user has multiple SUPIs for his/her subscription in 5GC. 
When the user (A) wants to use another user's (B) UE, the user B needs to allow the use of his/her UE, which is a local UE matter how this is done. When allowed, the UE connects to the UID server via IP or NAS. If IP is used, roaming would work without impacting the visited network.The proposal is to use secondary authentication. When UE is connected to the UID server the user A provides his/her credentials for the UID. If authentication is successful, UID server influences 5GC so that user A's UID associated SUPI (SUPI4) is associated with the SUPI of user B, and it also provides the UE with user A's SUPI (SUPI4), Then the UE de-registers SUPI of user B (SUPI1) and starts initial registration of User A using the SUPI of user A (SUPI4) but with credential of the SIM related to SUPI of user B (SUPI1)..
From now on, the user A is registered in 5GC, and all peculiars of user A can be handled as of existing 5GC procedures, e.g. slice selection, establishing of PDU session for browsing, PDU session for IMS and IMS registration, etc.
When user A logs out from user B's UE, the UE deregisters user A's SUPI and flushes it. The UE then registers with the user B's SUPI. 
Exposure of the UID, can be done via existing procedures if user A's SUPI associated to the UID is mapped to a GPSI in 5GC.	
NOTE: any security concerns needs to be handled by SA3.
6.x.2.3	Method 2: eSIM
The main principle of this method is that the UID is linked to a SUPI, and the SUPI is linked to an eSIM. Thus existing data structures for subscriptions in UDM can be re-used. User Subscription (UDM)
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Figure 6.X.2.3-1: eSIM structure 
The solution uses the fact that multiple USIMs can exist in a UE, while only one need to be active at a time, i.e. the eSIM associated to the UID will be provisioned to any other UE that the user starts to use, except for the one with the regular USIM.
To start with, the user needs to get a UID. This can be e.g. via an operator portal where the user administrates his/her account. When the UID is created, it is linked to a SUPI and eSIM, and UDM/UDR will be provisioned via the backend system (OAM). If the user already has an account, this now will be treated as the user has multiple SIMs for his/her subscription in 5GC. GSMA has methods described for provisioning an eSIM, for example via an App in the UE. Ssee GSMA SGP.22 v3.1 [xx]. However, this is sort of static, here a dynamic method would be needed as there may be many users of a ME.
When the user (A) wants to use another user's (B) UE, the user B needs to allow the use of his/her UE, which is a local UE matter how this is done. When allowed, the UE connects to an authentication server/UID server via IP or NAS signalling. The proposal is to use secondary authentication. If IP is used, roaming would work without impacting the visited network, and the user A and user B can have subscription to different operators. When UE is connected to the authentication/UID server user A provides his/her credentials for the UID. If authentication is successful, the eSIM associated with the UID is provisioned to the UE according to the principles of GSMA SGP.22 v3.1 [xx], and then the UE de-registers SUPI of user B and starts initial registration of User A using the SUPI and credential of the eSIM pushed to the UE.
From now on, the user A is registered in 5GC, and all peculiars of user A can be handled as of existing 5GC procedures,  e.g. slice selection, establishing of PDU session for browsing, PDU session for IMS and IMS registration, etc.
When user A logs out from user B's UE, the UE deregisters user A's SUPI and the downloaded eSIM can beis purged. The UE then registers with the user B's SUPI. 
Exposure of the UID, can be done via existing procedures if UID is mapped to GPSI in 5GC.
[bookmark: _Toc157692401][bookmark: _Toc160456144][bookmark: _Toc160804377]6.X.3	Procedures
6.x.3.1	Method 1, sort of virtual SUPI
In the procedure below, user B is the owner of the UE, and user A is the user which will use a UID to login to 5GC. SUPI-B belongs to user B and SUPI-A belongs to user A. Before the user B can use his/her UID, the 5GC (UDR), and UID server needs to be populated with the data of user A (SUPI, subscription data) as described in clause 6.X.2.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967]UE
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Figure 6.x.3.1-1: Association of SUPIs
1.	The user B allows user A to use his/her UE. 
Editor’s Note:	If this is a pure human-UE interaction or if the UE also interacts with the 5GC here is FFS.
2.	The user logs in. UDM is informed that new User is activeto the UID server
Editor’s Note:	the authentication and other security needs to be considered by SA3.
3.	At successful login, the UDM to associates SUPI-A with SUPI-B
4.	At successful login, the UDMID server pushes the SUPI-A via SMF to the UE. The SUPI-A could be provided in ePCO by SMF to the UE.
5.	UE deregisters from 5GC with SUPI-B
6.	UE registers to 5GC with SUPI-A using the credentials of SUPI-A
Editor’s Note:	the authentication and other security needs to be considered by SA3, including means to use SUPI-A credentials for the security procedures.

6.x.3.2	Method 2: eSIM
In the procedure below, user B is the owner of the UE, and user A is the user which will use a UID to login to 5GC. SUPI-B belongs to user B and SUPI-A belongs to user A. Before the user B can use his/her UID, the 5GC (UDR), and UID server needs to be populated with the data of user A (SUPI, eSIM) as described in clause 6.X.2.
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Figure 5.x.3.2-1: eSIM provisioning
1.	The user B allows user A to use his/her UE. 
Editor’s Note:	If this is a pure human-UE interaction or if the UE also interacts with the 5GC here is FFS.
2.	The user logs in to his/her UID, which is authenticated via secondary authentication in 5GC and UDM/AAA server.
Editor’s Note:	the authentication and other security needs to be considered by SA3.
3.	At successful login the 5GC informs the , the UID server that a the user has logged in.
4.	The UID server/backend system initiate provisioning of the eSIM associarted with the UID to the UE. This may include interactions with other backend systems for eSIM provisioning. The provisioning may follow the principles described in GSMA SGP.22 v3.1 [x].
Editor's Note: if the provisioning of the eSIM is via user plane or control plane is FFS
4.	UE deregisters from 5GC with SUPI-B.
5.	UE registers to 5GC with SUPI-A.

[bookmark: _Toc157692402][bookmark: _Toc160456145][bookmark: _Toc160804378]6.X.4	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
UE:
-	support of allowing another user (than the owner) to access the ME
-	support connection to the authentication server 
-	separation of data associated to different users
-	support download of SUPI of another user
SMF:
-	authenticate the UID based on secondary authentication, if NAS signalling is used
UDM for method 1:
-	support of associate a UID related SUPI with the SUPI of the UE
-	provide the credentials of the UID
UID server for method 1:
-	login of user (if IP is used)
-	influence 5GC for SUPI associations
UID server for method 2:
-	initiate eSIM provisioning due to information from 5GClogin of user
-	eSIM to UE.
************ 2nd change ************
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Table 6.0-1: Mapping of Solutions to Key Issues
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************ end changes ************
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