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1. Proposal

It is proposed to accept the change to 23.700-32.


>>>> Start of Change <<<<


[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc93073662][bookmark: _Toc153818189][bookmark: _Toc157447962][bookmark: _Toc157692397][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>

	#1
	X
	X
	X
	

	#2
	X
	
	
	

	#3
	X
	X
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	X
	X
	
	

	#6
	X
	
	
	

	#7
	X
	
	
	

	#8
	
	X
	
	

	#9
	
	X
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	X
	X
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	X
	X
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	X
	X
	

	#13
	
	X
	
	

	#14
	
	X
	
	

	#15
	
	
	X
	

	#16
	
	
	X
	

	#X
	X
	X
	X
	




>>>> Next Change <<<<

[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157692398]6.X	Solution #X: Identifying the Human User of UE based on User Identity Profile stored in the UDM
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965]This solution addresses Key Issue #1, #2 and #3. Especially to focus the following bulletins in the above Key issues.
For the Key issue#1:
-	requirements related to the User Identifiers e.g. scope of uniqueness and how they are assigned,
-	what information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated,
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner, and
-	whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.
For the Key issue#2:
-	how are users authenticated and how and for what are users authorized;
-	how the network restricts the usage of User Identifiers, including in roaming scenarios.
For the Key issue#3:
-	what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).

[bookmark: _Toc148441678][bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157447966]6.X.2	Functional Description
In this solution, it is assumed that:
· a User Identifier is unique at least within the operator's network.
· When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time
· A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS.
There is User Identity Profile (or called User Profile) stored in the UDM/UDR. The User profile is identified by a UserProfileID (User Profile Identifier). The AF and 5GC can use the UserProfileID to identify a User Identity Profile.
Editor's note:	Whether the User Identity Profile is stored in the UDM or UDR is FFS.
For each User Identity Profile, it may contain one or more User identity information. For each User identity information, it may contain the following information:
	
	Category

	A User Identifier
	

	Qos setting
	Optional

	Service information
	Optional

	3GPP subscription Link list (SUPIs)
	

	credential of the User Identifier
	Optional



The relation among User Identity Profiles, User identity information and UE Subscription data are shown in the figure 6.X.2-1.


Figure 6.X.2-1: The User Profiles, User identity info and User Subscription data relation
Editor's note:	The structure of User Identity Profiles is FFS, e.g. whether there is one or more User ID in one profile, whether credential is needed, Qos parameters is needed or not.

For the UE subscription data, it adds some new IEs
· User Profile Links. It indicates which user identifiers are linked with the subscription.
· Active UserID. It indicates the user identifier in the User Identity Profile is active for the subscription.
· UserID indication. SMF can use this indicate to subscribe the User Identifier event from UDM.
NOTE 1:	"UserProfile Links" and "Active UserID" can be in separate data blocks in the UDM instead of in the UE subscription data. Example, a separate (SUPI, UserProfile Links, Active UserID) list in UDM.

The high level principle/assumption of this solution can be summarized as follows:
· The human User Identifier should be based on the Network Access Identifier (NAI) format, e.g:
-	Username@domain_name, Username.string@domain_name, etc
-	The AF can request 5GC to create/update/delete the User Identity Profile via enhanced Parameter Provisioning procedure.
NOTE 2:	This also can be configured by OAM.
-	The AF provides the GPSI/SUPI, User Identifier and other information (e.g. Qos setting, service information etc) to create the User Identity Profile and Link with UE subscription.
Editor's note:	The credential of the User Identifier is FFS. It may be determined by SA3.
-	The UE can initiate the User identifier activation procedure. The User identifier activation request can be in the Registration message or a new NAS message. After the user identifier is authenticated and authorized to use a linked subscription (SUPI) to access the 5GS, the user identifier is considered as active user for this subscription. The "Active UserID" in the UE subscription data is set to the authenticated User identifier.
-	The UDM perform the active user restriction check, i.e. only a single user identifier is active with a UE subscription at a given time.
 -	There is a UserID indication in the SM subscription data. During PDU session establishment, the SMF can subscribe the User Identifier event from UDM according to the UserID indication.
-	When a user identifier event occurs (e.g. active, deactivated), UDM notifies subscribers of the event, including the user identifier. 
-	When the SMF receives the user identifier event, it can retrieves the User identity information from UDM/UDR. The SMF can provides the Qos setting/service information to PCC to get the authorized PCC rule.
Editor's note:	How this solution works if active User shifts, i.e. changing the active user from user-1 to user-2.

[bookmark: _Toc157692401]6.X.3	Procedures
[bookmark: _Toc160456053][bookmark: _Toc160456305]6.X.3.1	AF provisioning
Figure 6.X.3.1-1 provides a high-level procedure of User Identifier information Provisioning. 


Figure 6.X.3-1: Provisioning of User Identity Profile
In this procedure, the AF provisioning create the linkage between the User ID with SUPI.
Editor's note:	Whether AF provisioning and Link/unlink need to be separated is FFS.
1.	The User interact with AF to create the User identifier.
2.	The AF request NEF to create/update/delete User Identity Profile. The AF may invoke Nnef_PrameterProvision_Create/Update/Delete service operation with GPSI (i.e. Link to this subscription), User identifier, Action code (e.g. create/modify/delete) and other information (e.g. Qos setting, service information etc). 
If the request is to the existing User identity Profile, e.g. adding a new User identifier to the existing User identity Profile, the User Profiler ID is also included in the request. 
If the request is to create a new User identity Profile, the User Profiler ID is absent in the request.
3.	If this request is authorized by the NEF, the NEF request UDM to create/update/delete User Identity Profile. The NEF may invoke Nudm_PrameterProvision_Create/Update/Delete service operation with the parameters received in the step 2.
4.	The UDM requests the UDR to create/update/delete the User Identity Profile and UE subscription. The structure of User identity Profile are shown in the figure 6.X.2-1. If a new User identity Profile need to be created, the UDM allocates a User Profiler ID.
	The UDM needs to check the uniqueness of User Identifier within the operator’s network.
5.	UDM send the Nudm_ParameterProvision_Create/Update/Delete Response to NEF. If a new User identity Profile is created in the step 4, the User Profile ID is returned.
6.	NEF send the Nnef_ParameterProvision_Create/Update/Delete Response to AF.

6.X.3.2	User identifier activation.
Figure 6.X.3.2-1 provides a high-level procedure of User Identifier activation. 


Figure 6.X.3-2: User ID activation
1.	The UE is registered with 5GS.
2.	The User determine to use a User ID.
This step is up to implementation
3.	The UE sends User ID Activation request with User Identifier. This request may be carried in the Registration message, in the new NAS message.
4.	The AMF triggers authentication of the User Identifier. The User 
NOTE:	This also can be configured by OAM.
5.	The AMF invokes Nudm_UECM_Update service operation to UDM. The UDM perform the active user restriction check, i.e. only a single user identifier is active with a UE subscription at a given time. If the User Identifier is active for other UE, the AMF reject the User ID activation.
Editor's note:	Whether step 5 is needed is FFS, i.e. after step 4, the UDM can consider the User identifier is active.
6.	The UDM mark the User identifier is active for the UE in the UE subscription data.
7.	The AMF send the User ID activation accept to UE. This request may be carried in the Registration accept message.

6.X.3.3	Notifying the PDU session
Figure 6.X.3.3-1 provides a high-level procedure on how to notify the SMF of existing PDU session and future PDU session. 


Figure 6.X.3-3: Notify the User ID to SMF
1.	The UE initiates a PDU session establishment as per 23.502 [3] clause 4.3.2.2.1.
2.	The SMF find that there is UserID indication in the SM subscription data. The SMF subscribes the User identification event from UDM.
NOTE:	This step can occur before or after step 3.
3.	A User identifier event occurs, e.g. a User Identifier is active. 
4.	The UDM notifies the event to SMF. The event type and User identifier are contained in the notification.
5.	The SMF retrieves the User identity information from UDM/UDR with the User identifier received in the step 4.
6.	The SMF initiates the SM policy Association modification to PCF with the Qos setting/service information received in the step 5.
Alternative, the SMF send the User identifier to PCF. PCF retrieve User identity information from UDM/UDR.
 7.	PCF creates the User Identifier specific PCC rule and send to SMF.

[bookmark: _Toc148441680]6.X.4	Impacts on existing services, entities and interfaces
UE:
-	support User Identifier activation during the Registration (or other NAS procedure).
AMF:
-	support authentication procedure of the User identifier.
UDM/UDR:
-	create/update the User Identity Profile, Link with UE subscription.
-	enforce only one active UE for one SUPI.
-	store of User Identity Profile to UDR.
SMF:
-	supports subscribing User Identifier event from the UDM.
-	provides User Identifier to PCF.
PCF:
-	support receiving User Identifier from the SMF and creating the User Identifier specific PCC rule.
NEF:
-	support provisioning of User Identity Profile.



>>>> End of Change <<<<
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