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Abstract of the contribution: This contribution discusses about impact of inserting IMS AGW as DTLS anchor for IMS DC.
1	Introduction
This paper discusses the impact on potential solution of inserting IMS AGW as DTLS anchor for IMS DC. The paper describes the background of the potential solution, existing security mechanism for IMS media protection including e2ae and e2DC security, potential changes to support anchoring IMS DC in IMS AGW, and system impact due to the change.
2	Discussion
To address LI requirements described in S2-2600012 / S3i250674, some companies proposed CRs to enhance the protocol stack in the IMS AGW / TrGW by introducing a DTLS Proxy mode, allowing the Point of Intercept (POI) in these nodes/NFs to have access to decrypted media while keeping DTLS on the external interfaces. The deployment assumption for the solution was that: a network upgraded to allow its IMS Data Channel capable UEs to have IMS Data Channels provided by another network. Such a network will upgrade all relevant IMS NFs, without deploying a DCSF and MF. In such a network, DCMTSI UEs can have IMS Data Channels, however, none would be passing through an MF. The change is shown below:
------------------------------------------------------------------------------------------------------------------------------------------------
IMS-AGW and TrGW provides media anchoring for the IMS Bootstrap Data Channel and the IMS Application Data Channel. To that effect, they support the following capabilities:
DC DTLS Proxy: In this configuration, IMS-AGW / TrGW transparently proxies DC traffic between two DCMTSI UEs. When acting as DC DTLS Proxy, the IMS-AGW/TrGW terminates UDP/DTLS towards both peer UEs. This mode is deployed for all types of Data Channels.  Figure AC.6-4 illustrates the protocol stack for the DC DTLS Proxy configuration mode.



Figure AC.6-4: IMS-AGW / TrGW acting as "DTLS Proxy"
------------------------------------------------------------------------------------------------------------------------------------------------

Observation 1: The CR shows stack impact without detail signalling procedure, so the potential function impact cannot be evaluated.
Observation 2: The Figure AC.6-4 does not fully reflect the real deployment because the peer UEs cannot anchor in same AGW, the possible realistic figure may be shown as below:


Observation 3: According to TS 33.328, e2DCe security procedure in 7.3.4 (UE terminating procedures for e2DCe) describes how to decrypt DC media in MF for terminating UE, and e2ae security procedure in 7.3.1 (UE terminating procedures for e2ae) describes how to decrypt non-DC media in AGW for terminating UE. To support decrypting DC media in AGW, likely, e2ae security procedure in 7.3.1 should be enhanced with following potential impact:
· Original UE (UE A) and network: 
· No impact on original UE and IMS, e.g. MF, IMS-AGW. From Original UE view, it communicates to terminate UE directly, or proxy in the original MF as either UDP proxy or DC application proxy. In DC application proxy case, e2DC security indicator is set in the offer, and fingerprint of UE A’s certificate is replaced with fingerprint of MF’s certificate.
· Terminate UE (UE B)
· support for e2ae-security for DC during registration.
· The terminating DCMTSI UE shall support e2ae security indicator in SDP offer during BDC/ADC establishment signalling procedure.
· Terminate NW (P-CSCF)
· After receiving SDP offer from S-CSCF, the P-CSCF proceeds DC media stream offered with "UDP/DTLS/SCTP" transport and instruct IMS-AGW to anchor the DTLS based on policy/regulation (e.g. LI).
· Before sending it to the IMS UE B, the P-CSCF updates SDP offer to add e2ae security indicator, replace the FP of certificate of UE A/MF with FP of certificate of IMS AGW, but keep "UDP/DTLS/SCTP" transport. Probably, update tls-id for the potential new DTLS instance between IMS AGW and UE B.
· After receiving SDP answer from the UE B, the P-CSCF sets FP of certificate of UE B to IMS AGW for DTLS between IMS AGW and UE B. 
· Before sending SDP answer to original network, the P-CSCF updates the FP of the IMS UE B certificate to the FP of the IMS Access GW’s certificate.  Probably, the P-CSCF may update tls-id for the new DTLS instance 
· IMS-AGW shall be capable to proceed DC stream with UDP/DTLS/SCTP stack.

Observation 4: As part of DC stack, DTLS and SCTP may be inextricably linked, e.g. change of DTLS instance may potentially impact SCTP. Further feasibility study is needed to anchor DTLS in IMS-AGW but transparently transmit SCTP end to end. 
Observation 5: The solution assumed a network upgraded to allow its IMS Data Channel capable UEs to have IMS Data Channels provided by another network. Such a network will upgrade all relevant IMS NFs, without deploying a DCSF and MF, the business mode may not make sense to operator.
3	Conclusion
Based on above discussion and observation, the CR proposed to anchor DTLS of DC media in AGW/TrGW for LI purpose is not preferable due to lots of impacts on UE and IMS NFs without business profit to operator. Therefore, it’s better to invest a (simplified) MF/DCSF for potential DC business, while satisfying LI requirements.
4	References
[x1]	3GPP TS 33.328: "IP Multimedia (IM) Subsystem media plane security".
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