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Abstract: Conclusion on KI#2 on authorization is proposed in this document.
1. Introduction
Based on the discussions and analyses in S2-2508235 and the architectural conclusion of KI#1 in S2-2508236, this paper provides the conclusion on KI#2 on Authorization and Revocation to Support Sensing Service. 
Rev 1: 
As per the guidance from the rapporteur, the revision of the document also includes all/part of the proposals of the following documents:
Table 1-1: List of merged documents of KI#2.
	S2-2508237
	23.700-14: KI#2: Conclusion.
	Huawei, HiSilicon
	Handle as baseline

	S2-2508366
	23.700-14: Proposed agreement of principles for Key Issues 2.
	Nokia
	Merge into S2-2508237

	S2-2508415
	23.700-14: Interim agreements on KI#2: Authorization and Revocation to Support Sensing Service.
	Vivo
	Merge into S2-2508237

	S2-2508520
	23.700-14: Evaluations and proposed Interim conclusion for KI#2.
	Lenovo
	Merge into S2-2508237

	S2-2508811
	23.700-14: Proposal for Interim Agreements on KI#2.
	Interdigital
	Merge into S2-2508237

	S2-2508829
	23.700-14: Interim conclusion proposal to KI#2 Authorization and Revocation to Support Sensing Service.
	ZTE
	Merge into S2-2508237

	S2-2508855
	23.700-14: Interim agreement for KI#2.
	Ericsson, AT&T
	Merge into S2-2508237

	S2-2509099
	23.700-14: Proposal on Interim agreements for KI#2.
	Samsung
	Merge into S2-2508237

	S2-2509135
	23.700-14: Interim Conclusion proposal for KI#2.
	CEWiT
	Merge into S2-2508237
LATE DOC: RX 04/10, 07:45

	S2-2509196
	23.700-14: Interim agreements for FS_Sensing_ARC KI#2.
	Qualcomm Incorporated
	Merge into S2-2508237

	S2-2509250
	23.700-14: Interim agreement/Conclusion for KI#2 Authorization and Revocation to Support Sensing Service.
	Xiaomi
	Merge into S2-2508237

	[bookmark: S2-2508604]S2-2508604
	23.700-14: Interim Agreement Proposals for FS_Sensing_ARC.
	Apple
	



Key issue #2 should address the following aspects:
1.	Storage of the authorization information 
a)	Whether a Dedicated NF other than Sensing (Control) Function is used to store the sensing authorization information;
	Majority of the companies prefer to use Sensing (Control) Function to store authorization information, and three companies support both (pre-configure or using a dedicated storage), and one companies support UDM/UDR only. 
	Proposal 1a: it is proposed to make use of the Sensing (Control) Function to store the sensing authorization information.
b)	How to provide the sensing authorization information to Dedicated NF/Sensing (Control) Function;
	Proposal 1b: Based on proposal 1a, if it is the Sensing (Control) Function that stores the sensing authorization information, such information can be either pre-configured or configured by OAM, as mentioned by several proposals (e.g., S2-2508415, S2-2509099, S2-2509135).
2.	Sensing authorization information
a)	What is the parameter(s) included in sensing authorization information;
	The following parameters are mentioned by different documents:
	Parameters
	Contributors
	Contributions

	location-aware profile (NOTE 1)
	Nokia
	S2-2508366

	object-aware profile (NOTE 2)
	Nokia
	S2-2508366

	allowed/unallowed service area
	Vivo, Lenovo, InterDigital, Ericsson, AT&T, Samsung, Xiaomi, CEWiT, Apple, Huawei
	S2-2508415, S2-2508520, S2-2508811, S2-2508855, S2-2509099, S2-2509250, S2-2508604, S2-2508237

	allowed/unallowed service time
	Vivo, InterDigital, Ericsson, AT&T, Samsung, CEWiT, Apple, Huawei
	S2-2508415, S2-2508811, S2-2508855, S2-2509099, S2-2509135, S2-2508604, S2-2508237

	(Allowed) sensing service type
	Lenovo, InterDigital, Ericsson, AT&T, Samsung, CEWiT, Apple
	S2-2508520, S2-2508811, S2-2508855, S2-2509099, S2-2509135, S2-2508604

	sensing service requirement
	Lenovo, InterDigital
	S2-2508520, S2-2508811

	Allowed AF IDs
	Ericsson, AT&T, CEWiT, Huawei
	S2-2508855, S2-2509135, S2-2508237

	NOTE 1: The location-aware profile might be equal to allowed/unallowed service area.  
NOTE 2: The service type may include the ability of object-aware, e.g., for service type of UAV detection, it needs to identify the detected object(s) is a UAV other than a bird.



	The object-aware profile denotes whether the required object type (e.g., UAV, pedestrian) in the sensing service request is authorized, the service type may include the ability of object-aware, e.g., for service type of UAV detection, it needs to identify the detected object(s) is a UAV other than a bird. In addition, from the author’s point of view, this depends on the capability on whether it is feasible to determine the object type, or just a rough description (e.g., height, width, length). The details can be further clarified in the normative phase. 
	Proposal 2a: It is proposed to consider 1) allowed/unallowed service area; 2) allowed/unallowed service time; 3) (Allowed) sensing service type and 4) Allowed AF IDs as the information for Sensing authorization. 
	The NFs that make use of those information will be discussed in the following part.
3.	Call-flow related
a)	Which NF(s) is used to proceed the authorization; 
	The proposals on the table are in general in two directions: 
	Direction 1: NEF authorizes the AF request, SCF performs authorization of the sensing service request; 
	Direction 2: NEF authorizes the AF request, Gateway performs authorization of the sensing service request;
	The first step of both directions is exactly the current NEF functionality as defined in TS 23.502, i.e., NEF authorizes the AF request based on the AF ID in the sensing service request and the Allowed AF IDs locally. 
	The differences regarding the second step on this KI are actually "which entity conducts the sensing service request authorization", note that the used parameters should be the 1)-4) in proposal 2a. 
	Proposal 3a: It is proposed to let NEF authorizes the AF request, based on the AF ID in the sensing service request and the Allowed AF IDs locally. Sensing (Control) Function/Sensing Gateway authorizes the sensing service request based on the parameters in proposal 2a. 
	The exact form of "Sensing (Control) Function/Sensing Gateway" can be determined.
b)	Which NF(s) can trigger the revocation.
	Proposals from all contributions are in principle same. From the author's observation it is mainly the term issue: The NF who conduct the authorization can trigger the "reverse execution" i.e., revocation. As such, Sensing (Control) Function and NEF can trigger the revocation, while AF can actually "cancel" the sensing service request. 
	Proposal 3b: Sensing (Control) Function and NEF can trigger the revocation, while AF can actually "cancel" the sensing service request.
4.	Others 
a)	Whether the authorization of the Sensing Entity (i.e., gNB) is needed; 
	Observation 4a: According to the proposals, it is more related to "discovery", i.e., how to select the gNB as the sensing entity as per the request. 
b)	How to enforce the authorization (e.g., the procedure when authorization is failed/partially failed);
	Observation 4b: Detailed-level stuff, can be either clarified in the revision of this document, or in the normative phase. 
c)	Whether and what special aspects to consider for regulatory services;
	Observation 4c: Seems to be no specific enhancements on the framework. 

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-14.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * * all new text
7.1.2	Agreed Principles for KI#2 Authorization and Revocation to Support Sensing Service
The following principles are agreed for KI#2: 
a)-	The Sensing Service authorization consists of two steps: 
1)	Authorisation of the AF request performed by the NEF, if the AF is outside the trusted domain, as defined in TS 33.501 [9];
2)	Authorisation of the AF's Sensing Service Request performed by the Sensing (Control) Function/Sensing Gateway;
NOTE 1:	The selection of Sensing Function, Sensing Control Function, and Sensing Gateway will be determined by KI#1. 
b)	The NEF authorises the AF as Sensing Service Consumer as defined in TS 23.502 [10]. 
cb)	If the AF is authorised to request sensing service by NEF, the NEF forwards the request to the Sensing (Control) Function/Gateway which determines whether the AF is authorized to the Sensing Service Request considering the AF's Sensing authorisation information described in the table 7.1.2-1. Additional parameters and the details in Sensing authorization information will be determined during normative phase.
Table 7.1.2-1: AF Sensing Authorization information for Sensing Service
	AF Authorization Data
	Description

	AF ID
	Identifier used to identify the AF.

	Allowed/Not allowed area
	Indicate the allowed/not allowed area for the indicated AF to trigger the sensing services operations. If not present, this indicates that all area are allowed if not explicitly excluded via Not allowed area parameter (Note 1)

	Not allowed area
	Indicate the not allowed area for the indicated AF to trigger the sensing services operations. If not present, this indicates that all area are allowed (Note 1)

	Allowed/Not allowed time period
	Indicate the allowed within which AF can trigger a particular sensing service operation

	(Allowed) sensing service type
	Indicate the allowed sensing service type (e.g., object tracking, detection) for the indicated AF to trigger the sensing services operations.

	Note 1: the Allowed area and the Not allowed area may be both present or only one of them can be present, for example if the AF is allowed to make a request for the majority of PLMN coverage excluding the not allowed area only the not allowed area can be present. If both are not present all area is allowed.  



NOTE 1:	The list of parameters in service request considered for authorisation will be determined in detail during normative phase.
dc)	The information for the authorisation of Sensing Service Request is stored in NEF for authorisation of whether the AF is allowed to request Sensing Service andThe Sensing Authorization information is pre-configured or configured by OAM, and stored in Sensing (Control) Function/Sensing Gateway for authorisation of the sensing request;
e)	If the authorisation is not granted, the SCF sends a response with reject cause to the requesting AF.
fd)	At any time the Sensing (Control) Function/Sensing GatewaySCF may determine to revoke the Sensing Service Request when the authorisation criteria are no longer met, for example changes of the Target Sensing Service Area from allowed to not allowed, or changes of SLA, etc. The Sensing Control Function notifies the AF that the authorisation has been revoked and cancels all relevant sensing procedures related to the Sensing Service Request whose authorisation has been revoked.
ge)	There is no need for authorisation for the gNB as the Sensing Entity, The authorisation and revocation procedures are not applicable to the gNB as Sensing Entities which is assumed to always be authorised to perform sensing operation, since as it the gNB is deployed by operator.

The Figure 7.1.2-1 depicts the procedure for authorisation 



Figure 7.1.2-1: Procedure for authorization.
1.	The AF sends a Sensing Service Request to the NEF.
2.	The NEF authorises the AF as Sensing Service Consumer as defined in TS 23.502 [10].
3.	The NEF forwards the Sensing Service Request to the Sensing Control Function.
4.	The Sensing Control Function determines whether the AF is authorised to perform the Sensing Service Request considering the AF's authorisation information described in the Table 7.1.2-1.


The Figure 7.1.2-2 depicts the procedure for the revocation of granted authorisation. 



Figure 7.1.2-2: Procedure for the revocation of granted authorisation.
1a.	The NEF may decide that the authorisation previously granted to the AF is invalid any more, e.g. due to change of SLA, and send the revocation request to the Sensing Control Function and continues with step 2.
1b.	The Sensing Control Function may decide that the authorisation previously granted to the AF is invalid any more, for example due to change of SLA, the previously authorized service area is no longer authorized, etc and so the sensing service has to be stopped. In case that AF has been granted for different Sensing Service Requests, the Sensing Control Function may decide to revoke the authorisation for all requests or some of the requests based on the Target Sensing Service Areas of the requests. For example the AF has been authorised for different Target Sensing Service Areas and for some of them are no more authorised.
2.	Sensing Control Function cancels all relevant sensing procedures related to the Sensing Service Requests whose authorisation have been revoked in step 1a or 1b.
3.	Sensing Control Function sends a Response to NEF if has received the request from NEF (step 1a) or a Notification to the NEF related to the sensing service(s) which has been revoked (step 1b).

* * * * Second change * * * *
[bookmark: _Toc92875666][bookmark: _Toc93070690][bookmark: _Toc199433928][bookmark: _Toc199925460][bookmark: _Hlk210038183]8	Conclusions
Editor's note:			This clause will capture conclusions for the study.
	Where there is consensus, interim agreements (e.g. solution principles descriptions) should be documented in the TR as soon as possible during a study.
	These can be documented in the TR as "7.1.Y Agreed Principles for KI#Y" in the "Interim Agreements" clause. If the interim agreement has impacts on another clause in the TR and if there is consensus, that TR clause can be updated.
	By consensus interim agreements can become part of the final conclusions of the study.
	The Overall Evaluation clause previously used in TR skeletons should not be used.
	There should be a Topics for further consideration clause per Key Issue. It is recommended that this is used e.g. to capture common issues that need to be resolved for multiple solutions.



* * * * End of changes * * * *
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