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Abstract of the contribution: This contribution proposes the interim agreements for AIML_CN KI#2.
1. Discussion 
In TR 23.700-04 V0.2.0 (2025-05), there are ten solutions documented for KI#2. In addition, during SA2#170 meeting, another 4 new solutions and several solution updates were agreed and documented by TR 23.700-04 V1.0.2 (2025-09). This contribution provides comprehensive analysis on all documented solutions on KI#2 and proposes updates to the agreed interim conclusion. 
Solution#23 proposes to collect various NWDAF input data from multiple data sources, including the locally observed abnormal UP pattern related information from UPF, the Traffic pattern Information from AF, etc. Based on the traffic characteristics collected from different sources, the NWDAF derives the Analytics on UP Traffic Pattern to provide the risk level and traffic pattern information of the targeting UPF(s). The consumers, e.g. SMF or PCF, could use the output analytics for UPF management or policy determination or update. 
Solution#24 proposes collocate UPF and NWDAF containing AnLF to reduce the CP load for ML inference, and the UPF can directly use the output analytics generated by the AnLF for further actions. This solution targets at both UC#1 and UC#2. In this solution, the NWDAF containing MTLF provides the trained ML model for User Plane Traffic Exception analytics to the NWDAF containing AnLF that is collocating with the corresponding UPF. MTLF collects data from UPF for ML model training, including UPF local data, N3 measurements, N6 measurements. The data collection is expected during off-peak hours.  
Solution#25 proposes to collect QoS monitoring data from UPF as NWDAF analytics input data to derive the output analytics on user plane traffic pattern for UC#1. The output analytics will help PCF with QoS and PCC rules optimisation for the target application. 
Solution#26 proposes to enhance the UPF to perform local data processing and reports the locally pre-processed data to the NWDAF based on the received instructions; and therefore, to reduce the UPF reporting load. The local data pre-processing instructions may depends on the Analytics ID and corresponding performance metrics. In detail, to trade-off the UPF pre-processing load and reporting load, the NWDAF instruction may include the certain volume of data to be reported by UPF, data sampling related information, reporting of statistical data based on feature extraction. 
Solution#27 proposes to collect various NWDAF input data from multiple data sources, including N3, N6 and N9 related data from UPF or OAM, Traffic characteristics and (Abnormal) data packet related information from UPF or AF, etc., for UC#1 and UC#2. Based on the input data, the NWDAF could derive the analytics on UP management analytics for the targeting UPF(s), including the UP performance, cause of performance degradation, and associated traffic characteristics. The consumers, e.g. PCF or SMF, will use the output analytics to optimise policy configuration and optimise UP management rules.    
Solution#28 proposes to enhance UPF to derive analytics by performing ML inference; and therefore, the UPF can directly consume the outputs to block the UP traffic towards malicious and/or forbidden sites. This solution targets at UC#2. The UPF can retrieve the corresponding trained ML Model from NWDAF (MTLF). The training data include AF data (e.g. a Content filtering DB) and UPF data (e.g. UP traffic parameters).
Solution#29 proposes collect various traffic indicators from the UPF, SMF and OAM based on flow-level metrics packet rate, protocol information, etc., to support both UC#1 and UC#2. Based on the input data, the NWDAF generates per-UPF analytics results for multiple UEs and application flows, including flow stability indicators, protocol-level info, abnormal packet indicators, etc. The consumers, e.g. PCF or SMF, will use the output analytics to optimise policy configuration and optimise UP management rules.    
Solution#30 proposes to consider UPF as the consumer of analytics on traffic pattern and anomaly information; and therefore, by consuming the output analytics, the UPF is able to perform user plane traffic handling optimization and trigger SM Policy Association Modification towards SMF by sending N4 report. This solution mainly focuses on UC#1.
Solution#31 proposes to consider UPF and SMF as the consumer of analytics to address the issues for UC#1 and UC#2. The consumer UPF could detect malicious IP packets, allocate more resource before the bursts, adjust interface thresholds, based on the Analytics output. The consumer SMF could select/reselect suitable UPF for new PDU sessions, adjust N4 rules based on the Analytics. In this solution, various NWDAF input data is collected from multiple data sources (e.g. UPF, OAM, SMF) on UP operation information, UPF status, N4 session info, etc. The output includes UPF performance information, traffic characteristics, reason for the anomaly, etc. 
Solution#33 proposes solution for UC#1 by enhancing NWDAF-based Analytics IDs. The input data of NWDAF analytics ID mainly include the Application identifier, QFI or IP-5 tuple of the traffic flow, and User Data Usage Measures and User Data Usage Trend from SMF or UPF. The NWDAF will provide the Malicious type and the associated information of the corresponding traffic flow to the consumer. 
Solution#34 proposes solution for UC#1. In this solution, the PCF, as the consumer of NWDAF analytics ID, is able to trigger SM policy modification based on NWDAF analytics output, which may also potentially trigger N4 rules update at SMF. In addition, the PCF may also UPF (via the SMF) and the RAN/UE (via the AMF) to adjust QoS based on the pattern of congestion at some ToD provided by NWDAF. Detailed input and output of the analytics ID are not given in this solution. 
Solution#35 proposes solution for UC#1 and UC#2 by considering PCF as the consumer of the NWDAF outputs. This solution introduces a dynamic adaptation mechanism for UPF function sets, e.g. full function set, intermediate function set, and minimal function set. The PCF requires the NWDAF outputs that include UPF load level, traffic anomaly risk levels and predicted traffic patterns to adjust policy for improving UPF performance.  
Solution#36 proposes a new Abnormal user plane traffic analytics ID to address the issues in UC#1. By requiring input data from UPF or SMF on user plane traffic parameters, the NWDAF generates outputs for the consumers (e.g. SMF, PCF), which include the information that reflects the abnormal user plane (e.g. exception ID, level, trend and associated traffic flow information, etc.). Based on the NWDAF outputs, the consumer may take different action to mitigate the abnormal user plane behaviours, e.g. blocking specific traffic. To reduce UPF reporting load for NWDAF input data collection, the NWDAF may provide threshold for UPF reporting. 
2. Proposal
[bookmark: _Toc524945853]It is proposed to adopt the following changes into TR 23.700-04.   

****************Start of the change ****************
[bookmark: startOfAnnexes]

[bookmark: _Toc207704300][bookmark: _Toc209414046]7.1.2.3	Agreed Principles for Use Case #2
-	The service consumer of the analytics service is PCF. The PCF may take the analytics outputs into account to derive the QoS for the target application(s).
-	To provide analytics to the consumers, the The NWDAF may provide the output analytics on traffic pattern information, including:.
-	Maximum Burst Size/ Maximum Data Burst Volume, Maximum Bitrate, Guaranteed Bitrate, 5GS delay, Packet Error Rate, Periodicity.
-	Corresponding information of the traffic flow, e.g. the Application ID and/or Packet Filter Set, identifier of the service data flow(s) of the target application(s);
-	observed Type of traffic, e.g. data packets patterns with identification of their type, unexpected traffic volume or burst.


-	Identifiers of affected UEs and/or PDU session(s), .e.g. UE ID(s), PDU session ID(s).
-	To derive the output analytics, the following input data may be collected from NFs to support the NWDAF-based analytics:

- 	type of identified traffic pattern. The UPF identifies the traffic pattern based on implementation specific logic.
NOTE 1: Target Packets/packet patterns are identified by a special packet pattern ID or Application ID without standardized values; Possible values are configured in UPF and event exposure consumer (NWDAF) and analytics consumers It is to be decided in the normative phase whether both application ID and packet pattern ID is required
-	Information identifying the associated application/service data flow(s), e.g. packet filter,  application ID of the traffic flow 
-	Information identifying the associated UEs and/or PDU session(s),
-	information related to the data flow characteristics, including, N6 delay, congestion information, indication that UPF drops packets and packet drop rate, data volume, packet delay, data rate, periodicity , and packet interval. 
NOTE:	Whether the “usage data measurement” event or another existing event is extended or new event(s) are defined will be determined in the normative phase.
NOTE: -	When individual UEs are targeted, the NWDAF subscribes at the SMF to obtain related information from the UPF.
-	The consumer actions of the PCF may take the output Analytics into account, e.g.to generate or update PCC rules by adjusting the QoS, for instance to increase capacity for legitimate traffic peaks. The PCF can update policies as described in clause 6.1.3.22 of TS 23.503 [4].
-	The analytics consumer may include the Analytics Filter Information in the request, such as application description (e.g., SDF Template), UE ID, DNN and S-NSSAI, etc.

****************Next change ****************

[bookmark: _Toc207704303][bookmark: _Toc209414049]7.2.2	Topics for further consideration for KI#2
Editor's note:	This clause will include the topics for further consideration as work progresses for the specific KI#2. Eventually this clause should only contain topics for further consideration that did not result in agreements (i.e. in agreed principle(s) in clause 7.1.2) and can either be then marked as not pursued or postponed to a future release.
The following topics are for further consideration for KI#2:
-	The identification of traffic pattern is FFS, e.g. new ID, application ID, packet ID, QoS reference, etc.  
-	Whether the UPF can be the consumer of the user plane traffic pattern and behaviour analysis or not.
-	Whether new UPF or SMF events are needed or not for NWDAF data collection.
-	How to reduce the reporting load of input data sources and control plane signalling overhead? For example by configuring appropriate Analytics Filter Information, combining notification to NWDAF at UPF for multiple events, instructions from NWDAF to UPF for pre-processing in the UPF, etc.
-	Consumer actions are FFS.

****************End of the change ****************
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