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Abstract of the contribution: This contribution proposes to update the interim agreements and conclusions for AIML_CN KI#2.
1. Discussion 
In TR 23.700-04 V0.3.1 (2025-09), some principles are agreed for KI#2. However, there are still several topics for further consideration depicted as 7.2.2 in TR 23.700-04. 

The following topics are for further consideration for KI#2: 
· Whether the UPF can be the consumer of the user plane traffic pattern and behaviour analysis or not. 
· Whether new UPF or SMF events are needed or not for NWDAF data collection.
· How to reduce the reporting load of input data sources and control plane signalling overhead? For example by configuring appropriate Analytics Filter Information, combining notification to NWDAF at UPF for multiple events, instructions from NWDAF to UPF for pre-processing in the UPF, etc. 
· Consumer actions are FFS. 
This proposal discusses these topics and concludes the aspects for KI #2.  
2. Proposal
[bookmark: _Toc524945853]It is proposed to adopt the following changes into TR 23.700-04.   

*** First change ***
[bookmark: startOfAnnexes]
[bookmark: _Toc510604412][bookmark: _Toc199429141][bookmark: _Toc324232216][bookmark: _Toc195533834][bookmark: _Toc92875666][bookmark: _Toc200013869][bookmark: _Toc199429543][bookmark: _Toc93070690][bookmark: _Toc199429817][bookmark: _Toc326248735][bookmark: _Toc310438366][bookmark: _Toc195544736][bookmark: _Toc195604036]7	Interim agreements
[bookmark: _Toc199429818][bookmark: _Toc197067451][bookmark: _Toc199429142][bookmark: _Toc200013870][bookmark: _Toc199429544]7.1	Agreed Principles
[bookmark: _Toc199429545][bookmark: _Toc200013871][bookmark: _Toc199429819][bookmark: _Toc199429143][bookmark: _Toc197067452]7.1.2	Agreed Principles for KI#2
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#Y. This may be populated directly or e.g. also when a topic in clause 7.2.2 gets resolved and a principle is agreed.
7.1.2.1	General 
No impact on RAN and UE operation.
To reduce the reporting load of input data sources (e.g. UPF), the analytics consumer may include the Analytics Filter Information (as described in clause 6.1.3 of TS 23.288) for input data filtering to UPF. Filters can target special traffic patterns identified by UPF internal logic to be identified by a special ID known to analytics consumer, NWDAF and UPF (whether the analytics ID or a new traffic pattern ID is used will be determined in the normative phase), special UEs or UE group IDs, special data sources, and/or provide thresholds for a minimum volume of an observer traffic pattern, or for a minimum increase rate in the observation of an observer traffic pattern. 

7.1.2.2	Agreed Principles for Use Case #1 
· The service consumer of the analytics service may be SMF, PCF, OAM, UPF and AF. The consumer may take the output Analytics into account.
· To provide analytics to the consumers, the NWDAF may provide the output analytics, including the statistics and predictions of:.
-	observed Type of abnormal traffic, e.g. abnormal traffic due to DDoS, abnormal data packets patterns with identification of their type, unexpected traffic volume or burst.
-	volume, rate or burst size of abnormal traffic, 
-	increase/decrease rate of the abnormal traffic,
-	Identifiers/addresses of affected UPF(s), UE(s), PDU session(s),
-	Identifiers/ information of the abnormal traffic flow or source, e.g. IP packet filter(s), IP Protocol (TCP, UDP, etc.), application ID, etc.
·  
· To derive the output analytics, the following input data may be collected from the UPF or SMF, using existing UPF event exposure services, to support the NWDAF-based analytics:
-	Information to identify the abnormal traffic pattern that can contain:
-	Source of abnormal traffic 
-	traffic flow filters matching traffic
-	identification of affected UEs
- 	type of identified anomaly or traffic pattern, i.e. exceptions. The UPF identifies the anomality based on implementation specific logic.
NOTE 1: Target Packets/packet patterns are identified by a special packet pattern ID or Application ID without standardized values; Possible values are configured in UPF and event exposure consumer (NWDAF) and analytics consumers It is to be decided in the normative phase whether both application ID and packet pattern ID is required
-	Information of traffic characteristics (observed bandwidth and data volume for related traffic flows, information about incidence rate of observation and its increase rate) 
-	Whether the “usage data measurement” event or another existing event is extended. or new event(s) are defined will be determined in the normative phase.
-	When individual UEs are targeted, the NWDAF subscribes at the SMF to obtain related information from the UPF.

· The SMF may take the following actions upon the detection of the abnormal traffic:
-	UPF reselection to distribute the load across UPF instances (as defined in clause 6.3.3 of TS 23.501) 
-	configuring UPF to block or shape abnormal traffic, to enforce bandwidth limitations.

· The UPF may take the following actions:
-	Downlink traffic suppression (e.g., selective packet dropping or rate limitations) 
-	adjust packet processing resources,

	log suspicious/attack/fraud/phishing packets for security audits, and/or 
-	regard as error/partial failure to trigger UPF-initiated PFCP Session Release per clause 5.18.2 of TS 29.244.

· The PCF may take the following actions:
-	Policies creation or update and provisioning to SMF, e.g. executing traffic gating or shaping, enforcing bandwidth parameters (e.g. rate limiting to 5Mbps) or adjusting QoS parameters.

-	An AF as consumer of NWDAF analytics and data source could take action to correct abnormal traffic. For instance, in an enterprise network or IoT deployments, an (IOT) server to control abnormal traffic to/from (IoT) devices or to reconfigure some mis-configured devices.
- 	OAM as consumer of NWDAF analytics could configure SMF and/or UPF to block abnormal traffic or to increase capacity for legitimate traffic peaks.
- 	As stated in the architecture assumptions the UPF can detect abnormal traffic. When the abnormal is detected the UPF can take actions to improve user plane performance using existing PDRs, and associated N4 rules such as QER or FAR, this is independent on the use of analytics.
NOTE X: This can be done either by detection of abnormal traffic at UPF with reporting to SMF that results in related N4 rules or directly detection and enforcement of N4 rules at the UPF.

	Comment by Thomas Belling, Nokia: The need for a new PFCP procedure requires more discussion.
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· 
*** End of the changes ***
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