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Abstract of the contribution: This paper proposes evaluation and interim conclusion principles for the key issue#1.
1. Proposal

It is proposed to accept the change to 23.700-32.

>>>> Start of Change <<<<
7.X
Key Issue #1 Solution Evaluation

7.X.1
General
Editor's note:
This clause will be further refined as new solutions and solution updates are provide in future meetings. 
Solution #1, #2, #3, #4, #5, #6, #7 and #12 are proposed to address Key Issue #1: Identifying the Human User of a Subscription. The aspects of Key Issue #1 include:
-
whether and how the 5GC supports identifying the User Identifier that is associated with a UE's traffic,

-
requirements related to the User Identifiers e.g. scope of uniqueness and how they are assigned,

-
what information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated,

-
whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner, and

-
whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.

Solution #1 utilizes user profile information stored in the UDR to identify traffic associated with a human user during PDU session establishment.

Solution #2 proposes a data subset “User Identity Profile” to be stored in UDR. The profile includes attributes such as User Identifier, service settings, and QoS parameters for enhanced service delivery. Additionally, it presents solutions for linking and unlinking User Identifier with subscription and for determining user status.

Solution #3 identifies the Human User of UE based on User Identity Profile stored in UDM/UDR. It assumes that the User Identifier is unique within an operator’s network and proposes to include security credentials and services settings in User Identity Profile as well. 

Solution #4 covers the registration of both a UE and its users, assuming multiple users per UE, with User Identity Profiles provided by operators or third parties.

Solution #5 proposes to store User Identity Profiles in the UDM. It further outlines procedures for secondary authentication and authentication directly by AUSM/UDM based on User Identity Profiles. 

Solution #6 covers SMS over NAS for active User identifiers, involving extending support for SMS over NAS for identified users.

Solution #7 proposes solutions for linking a User Identifier with a UE subscription via the authenticated UE channel.

NOTE 1: 
Solution #1 also addresses aspects of KI#2 and KI#3. Solutions #3 and #5 also address certain aspects of KI#2. This clause focuses on evaluating the aspects relevant to KI#1 in Solutions #1, #3 and #5.  
7.X.1
The information of User Identity Profile and storage
A User identity profile (UIP) consolidates information associated with a user’s multiple User Identities, potentially including User IDs, service preferences, QoS parameters, and possibly credentials.  

One of the key aspects of KI#1 is to study what information should be included in User Identity Profile (UIP) and where this information should be stored. In the Solutions #1, #2, #3, #4 and #5, there is common part in the information of User Identity Profile:

Table 7.X.1-1: Common UIP structure
	User Identity Profile (UIP)
	User Identity - 1
	User Identifier (User ID) 

	
	
	User Identity specific service settings and parameters

	
	
	QoS information

	
	
	……….

	
	User Identity – 2
	

	
	
	

	
	…
	

	
	User Identity - n
	

	Note 1: A UIP may include one or multiple User Identities
Note 2: The User Identity is identified by a PLMN-unique User Identifier (User ID) which could be further linked/unlinked with 5GS subscription identified by a SUPI. The User ID is also used for authentication and authorization to access 5G service.


Additionally, 
· Solution #1 introduces the concept of a User Identity Profile Reference ID to uniquely identify UIP which may also include one or more devices that can use this UIP.
· Solution #2 proposes to include subscriber categories, User ID specific network resources in accordance with the subscription (s) the User ID belongs to, and User ID status information in the UIP. 
· Solution #4 recommends that the UIP could list multiple User IDs to recognize users within the 5GS, with the possibility of operator restricting the number of User IDs per UIP. 
· Solution #1, #3 and #5 also propose UIP might include authentication information optionally. 
· Option #6 suggests including GPSI and SMS Management Subscription data specifically for certain SMS services. 
· Solution #7 introduces the concept of a User Information Database Function (UIDF) as a repository for data related to a User ID, such as specific QoS or user plane configurations. 
Table 7.X.1-2: UIP information and storage
	Solutions \ Comparison
	Information in the User Identity / UIP
	Where is UIP stored

	1
	Common UIP, 
UIP Reference ID, authentication information
	UDM/UDR

	2
	Common UIP, 
subscriber categories, User ID specific network resources, User ID status
	UDM/UDR

	3
	Common UIP, 
authentication information
	UDM/UDR

	4
	Common UIP, 
the number of the users can be restricted, List- of S-NSSAI(s), user specific authentication
	UDM/UDR

	5
	Common UIP, 
authentication information
	UDM/UDR

	6
	GPSI and SMS Management Subscription data
	

	7
	User ID, such as specific QoS or user plane configurations
	New NF, UIPF

	12
	
	UIP Server

	Note 1: .


7.X.2
Link and Unlink User ID with 3GPP subscriptions
The table 7.X.2-1 show the difference of solutions on how to link and unlink the User ID with 3GPP subscription.
Table 7.X.2-1: Link and Unlink
	Solutions
	

	1
	

	2
	New NEF and UDM service
It enables the NEF to carry out these operations upon request from the AF.

	3
	Enhance the External Parameter Provisioning as per clause 4.15.6.2 of TS 23.502

	4
	

	5
	

	6
	

	7
	Linking a User ID with a UE subscription via the authenticated UE channel.
UE initiates the NAS linking request with the User ID and the authentication token associated with the User ID received from the Application Server.

	12
	The UIP information is pushed by the UIP Server to the 5GC, optionally via the NEF


7.X.3
User ID Activation
This is related to how to identify the User Identifier and how the User Identifier become active. There are 3 options to activate the User ID.
Option 1: via UE PDU session establishment related procedure: 

In the solution#1 and #5, the UE includes the User ID in the PDU session establishment to activate it.
Solution#1: The AMF retrieves the user ID related profile/subscription data from UDM during UE registration. The UE includes the User ID in the PDU session establishment. The AMF check whether the User ID is allowed to be used by the UE. If it is allowed, the AMF send SM Context Request to the SMF, including the User ID. After authentication is completed, the User ID is activated.
Solution 5, the user ID may be provided in either N1 NAS container or in PDU session request directly. The AMF selects the SMF based on the existing principle and additionally considers the SMF which supports the User ID. AMF forwards the PDU session establishment request message and the User ID to the SMF. The SMF may retrieve the User Identity Profile from UDM/UDR. After the User ID is successfully authenticated, the SMF registers with the UDM by including the User ID and authentication result in Nudm_UECM_Registration.
Option 2: via UE registration related procedure: 

In the solution#3, #4 and #6, the UE includes the User ID in the Registration to activate it.

In the solution #3, the UE sends NAS message e.g. Registration Request by including User Identifier of the user. After the User ID is authenticated, the AMF invoking Nudm_UECM_Update service operations to notify the UDM of the User ID’s activation.
Solutions #4 and #6 focus more on the inclusion of the User ID in the registration procedures for UEs and users. Specifically, Solution #4 introduces a new registration status indicator to flag successful and rejected user registration.  

Option 3: via application layer related procedure: 

Sol#12 puts forward the application layer solution to activate the user ID. The UE side deploys the application client for the user login and logout. And the user ID management server locates in the trust PLMN domain. The management server is responsible for the user ID management (create, update, delete) and the authorization/authentication operation. The interface between client and management server should be designed in SA6. And if the management server is interacted with the 5GC, the management server should be seen as trusted AF and invoke the NEF service-based interface to interact with 5GC. This solution refers to the current user login or logout that APP performing via application layer, well the only differences is the server is owned by PLMN. The activation procedure should be further clarified.
Table 7.X.3-1: User ID activation
	Solutions
	NAS – PDU session establishment
	NAS - Registration
	Application layer triggered

	1
	X
	
	

	2
	
	
	

	3
	
	X
	

	4
	
	X
	

	5
	X
	
	

	6
	
	X
	

	7
	
	
	

	12
	
	
	X


7.X.4
Identifying the User Identifier with a UE's Traffic

The purpose of traffic association is to identify the User ID associated with a UE’s traffic, enabling the provision of differentiated services. 

Solutions #1, #2, #3 and #5 recommend identifying the User ID associated with the traffic by using session management procedures. These solutions propose mechanisms for establishing a policy association for the User ID with the PCF, thereby enabling the PCF to provide SMF with PCC rules for the traffic associated with the User ID.

Specifically, in Solution #1, once the UIP is authorized for use by the UE, an SM Context Request is created and sent to the SMF, including the User ID. The Secondary authorization/authentication procedure by an DN-AAA Server during the PDU Session Establishment is then conducted following steps 2-4 of Figure 4.3.2.3-1 in TS 23.502. After authentication is completed, the SMF selects a PCF and establishes an SM Policy Control Request, including the User ID in the request, with the PCF.

In Solution #2, assuming User ID authentication/authorization has been completed, if the User ID is supported on the UE, when the user is active, the UE indicates the User ID in N1 SM container in the PDU Session Establishment Request. The AMF then selects SMF and invokes Create/Update SM Context Request service operations with User ID to create/update SM context. The SMF then perform association establishment or modification between the User ID and the PCF, and obtains the PCC rules for the PDU sessions associated with the User ID. 

Solution #3 suggests releasing existing PDU Session(s) and having the UE send a PDU Session Establishment Request, with the AMF triggering Nsmf_PDUSession_CreateSMContext and including the User ID. Afterward, the SMF may create an SM Policy association with the PCF and include the User ID. The PCF then uses stored information in the UIP to apply User ID-specific policies.
Solution #5, the SMF obtains the PCC rule from the PCF as defined in the current specification, taking into account the User ID for which the policy is requested for this PDU session.
7.X.5
Access to Specific Service 

Solutions 6 introduces a mechanism for the AMF, by using GPSI and SMS Management Subscription data contained in UIP to determine whether the SMS service is allowed to the User ID. A new service operation Nsmsf_SMServcie_Update is proposed to update the SMSF address for the subscriber with the SMSF address for GPSI of a User ID, or alternatively, update the SMSF address for one User ID with that of another user ID, thus allowing for the delivery of MT SMS to the User ID on a device upon user login. It is noted that Nsmsf_SMService_Deactivate and Nsmsf_SMService_Activate service operations could be used to avoid defining new service operation to update SMSF address.
>>>> Next Change <<<<
8.X
Key Issue #1: Identifying the Human User of a Subscription
The following bullet is the interim conclusion principles for KI#1:

Editor’s note: 
The above conclusion principles are only tentatively agreed.

-
The User Identifier format is NAI.

-
User Identity Profile is stored in the UDR.

-
The User Identity Profile is associated with human being it may contain:

-
one or more User Identifiers;

-
one set parameter;


-
Subscription Link list;


Editor's note:
The IE in the User Identity Profile is FFS.

-
The User Identifier is unique within PLMN, which can be further linked/unlinked with a 5GS subscription identified by a SUPI.
-
Management of the User Identity Profile (e.g. linking, provisioning) can be based on an NEF API (e.g. Parameter Provisioning) or via OAM.

-
The User Identifier is provided to 5GC to activate the User identifier.

Editor's note:
Whether the UE or AF provides the User ID  is FFS.
-
The PCF generates the PCC rules for the User identifier and send to SMF when User identifier become active.

>>>> End of Change <<<<
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