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1	Overall description

SA2 has discussed the DO-A Data Delivery procedure and would like to bring up the security concern for the use case of device context invalidity in an AIOTFexpiry. 

An AIoT device context expires in the AIOTF after a certain period unless this device context is refreshed within this period.
 In SA2, we consider a scenario where
 an AIOTF receives a DO-A Data Delivery NAS message

 from the DO-A device after the AIoT device context expiry in the AIOTF. The AIoT device sends the DO-A data not being aware that its context is no longer valid. In such case, the network cannot send an integrity protected indication to the AIoT device about th
e DO-A Data Delivery failure, 
since the network has discarded the AIoT device context due to its expiry. 

Device context in an AIOTF can become invalid, for instance, due to expiry or a failure. In such case, the AIOTF deletes the context. And wAn AIoT device context expires in the AIOTF after a certain period unless this device context is refreshed within this period.hen 
 In SA2, we consider a scenario wherean AIoT device, which is not aware that its context has become invalid in the AIOTF, 
sends an AIOTF receives a DO-A Data Delivery NAS message to the AIOTF, this leads to the DO-A Data Delivery failure. 
The AIOTF discards the DO-A Data Delivery NAS message and cannot send a security protected message to the AIoT device about this failure.


 from the DO-A device after the AIoT device context expiry in the AIOTF. The AIoT device sends the DO-A data not being aware that its context is no longer valid. In such case, the network cannot send an integrity protected indication to the AIoT device about th
e DO-A Data Delivery failure, 
since the network has discarded the AIoT device context due to its expiry. 

Hence, SA2 needs to assess the AIoT device behaviour in such cases to avoid recurrent DO-A Data Delivery failures.

Question to SA3: SA2 kindly asks SA3 to confirm the assumptions and to provide feedback on the outlined matter the use case above and provide input so that a secure solution can be developedidentified.   

2	Actions

To SA3
ACTION: SA2 kindly asks SA3 to confirm the assumptions and to provide feedback on the outlined matter answer the Question above.

3	Date of next TSG SA WG SA2 meetings

3GPPSA2#174				2026-04-13 – 2025-04-17			Malta

3GPPSA2#175				2026-05-18 – 2026-05-22			China

