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1. Introduction

The following is exerpted from TR 23.700-13

e.

In this Release, normative work will take place for Topology 1 and no normative work will take place for Topology 2.

The following aspects common for Topology 1 and Topology 2 are concluded as principles for normative work:

1.
A new core network function is introduced to support Ambient IoT (e.g. AIOTF) service for both the topology 1 and topology 2. The AIoTF performs the following functionality.
a.
The AIOTF registers itself in the NRF with its NF profile, this is to enable the discovery of AIOTF instances e.g. by an NEF. The NF profile at least includes the AIOTF ID/address, NF type, information used to allow the NEF to discover AIOT instances, e.g. based on the target area information in AF request. Other details of the NF profile, if needed, will be completed in normative phase. This part was already captured in TS 23.369.
b.
For topology 1, the AIOTF selects AIOT RAN nodes and optionally a list of the BS readers. For topology 2, the AIOTF selects the UE readers (e.g. candidate or final UE readers) and provides the selected UE Reader list to the RAN. This part will be part of the UE reader selection.
NOTE 1:
Providing the UE Reader list to the RAN only applies to the RRC-based option.


For topology 1, NGAP is terminated at an AIOT RAN node. An AIOT RAN node that supports one or more BS readers, may report its supported BS reader information e.g. BS reader IDs and their corresponding service areas. The OAM may configure the AIOTF with BS Reader information including e.g. their corresponding service area when the BS Readers are integrated in the network.

NOTE 2:
Whether RAN3 will specify BS reader information (e.g. BS reader ID, service area) reporting to AIOTF over NGAP depends on RAN3 decision and if so SA WG2 may include this feature in SA WG2 specifications.

NOTE 3:
If the request from the AIOTF to the AIOT RAN does not include a BS reader list, then AIOT RAN can use all available BS readers.

NOTE 4:
The BS reader’s service area needs to coordinate with RAN WG(s).
c.
The AIOTF receives an AIoT service request from the AF and triggers the BS/UE Readers to perform AIoT service operations towards the AIoT Devices(s). This part will be updated the Inventory procedure and command procedure.
d.
The AIOTF aggregates the service operation results (including the removal of the duplicated devices records) from BS Readers and UE Readers and sends to AF. This part will be updated the Inventory procedure and command procedure.
e.
The AIOTF may provide the following assistance information to AIoT RAN/UE Reader:
-
AIoT service type (e.g. Inventory, Command);

-
approximate number of AIoT devices based on AF request;

-
approximate D2R message size based on AF request.

NOTE 5:
If there are multiple Readers selected for the AIoT Service, the AIOTF may provide the approximate number of AIoT devices to each Reader based on implementation.

NOTE 6:
The approximate D2R message size considering the overhead of AIoT Device NAS layer will be determined later in cooperation with CT WG1 and SA WG3.

NOTE 7:
Further assistance information can be added during the normative phase and in cooperation with other WGs if necessary.

Editor's note:
For RRC based solution of topology 2, whether the aggregation can be performed by the RAN is FFS and coordination with RAN WGs is needed.
This part will be updated in the Inventory procedure and command procedure.
f.
The AIOTF may provide the AIoT aggregation assistance information to the AIoT RAN. Aggregation assistance information is used to assist in the aggregation of AIoT responses received from multiple AIoT devices. The AIOTF may determine the aggregation assistance information based on operator policy, considering information provided from the AF, which consists of:
-
Time interval: The fixed time interval for which AIoT RAN collects AIoT Device responses before AIoT RAN reports the aggregated AIoT responses to AIOTF. This may potentially happen multiple times until the AIoT RAN completes the request operation. If the AF has provided a time interval, then the AIOTF should signal a time interval to AIOT RAN that is equal or shorter than the time interval received from the AF.

NOTE 8:
Further details how to use the AIoT aggregation assistance information are subject to RAN3 decision. 
NOTE 9:
The AIoT responses aggregated from the AIoT devices share the same correlation identifier. 
NOTE 10:
AIOTF is expected to receive an end indication from AIoT RAN, signaling the completion of reporting for a specific correlation ID.

NOTE 11:
If the AIOTF does not provide aggregation assistance information, the aggregation process in the AIoT RAN is determined by implementation. As a result, the interpretation of aggregated data by the AIOTF or AF also depends on individual implementation choices.
g.
When the AIOTF sends an operation request to a UE Reader or BS Reader (via AIOT RAN), a response and one or more reports with the results of the AIoT service operation is returned to the AIOTF with the results of the AIoT service operation, and the AIOTF needs to correlate the results to a given operation request. The AMF (if used to route the requests) additionally provides an AIOTF identifier with the request from the AIOTF which is returned with the response(s) related to the request, so the AMF can be routed back the requesting AIOTF.
This part will be updated in the Inventory procedure and command procedure.
2.
A Permanent AIoT Device ID is stored in the AIoT Device and the network or a Credential Holder's AAA server. The AIOTF checks whether the AIoT Device ID from AIoT Device has a subscription and retrieves. This part was already captured in TS 23.369.
Editor's note:
How the AIoT Device ID privacy protection and including ID authentication is done will be concluded by SA WG3. SA2 alignment with SA WG3 TR conclusions for AIoT Device security including AIoT Device ID privacy protection is FFS..

3.
The AIoT Device does not distinguish whether the connectivity topology is Topology 1 or Topology 2, nor the transport used by the AIoT Reader.This was already captured in assumption in TR23.700-13.
NOTE 12:
The AIoT device is also agnostic to the potential different architectures if more than one architecture is concluded for both the topology 1 and topology 2.

4.
AIoT Device NAS protocol is supported between the AIoT Device and the AIOTF. The AIoT Device NAS layer supports Inventory Response and Command (e.g. Read and Write) Request and Response. This part was already captured in TS 23.369.
5.
The AIOTF may store and manage the AIoT device related information (also known as device context information) locally that includes e.g. the AIOT device permanent ID, the last known reader information of the AIoT device. The last known reader information can be used to support the AIOTF to select the serving reader to forward the message towards the specific AIoT device(s). This part will be updated taking into UE reader account.
NOTE 13:
The storage of security related information at the AIOTF is up to the coordination with SA WG3 later.

8.1.3.1
General
-
Subscription aspects:

-
The UE subscription in the UDM will be extended with UE Reader subscription information, which consists of the following:

-
information indicating whether the UE is allowed to operate as a UE Reader.

Editor’s note:
Additional subscription information, e.g. validity information, for the UE Reader is FFS.

-
UE Reader subscription information is available to AMF and AIoTF.

-
If AMF receives, as part of the subscription information, the indication that the UE is authorized to operate as a UE Reader, then AMF informs NG-RAN that the UE is authorized to operate as a UE Reader.

Editor’s note:
Whether and how to enable authorization to the UE is FFS.

-
Radio resource management for UE Reader operation:

-
If the gNB has received the indication that a UE is authorized to operate as a UE Reader, then the gNB may assign radio resources to the UE for UE Reader operation.

-
The UE Reader is assumed to request radio resources for Reader operation (e.g. taking into account assistance information received from the AIoTF) from the gNB.

NOTE 1:
Assistance information is further clarified in other clauses.

NOTE 2:
The details of UE Reader radio resource management will be defined by RAN WG2.

8.1.3.3
RRC option

The following principles apply:

-
Messages between the UE Reader and the AIoTF are delivered using RRC between UE and RRC and NGAP between gNB and AMF, and using an SBI interface between AMF and AIoTF. The related protocol stack is shown in Figure 8.1.3.3-1.

Editor's note:
How addressing works for UL is FFS.

Editor's note:
Further details how the RRC option works are FFS.
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Figure 8.1.3.3-1: Protocol Stack for the RRC option (This figure is updated based on TS23.369)
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8.1.3.4
Interim Conclusion for authorization

The following interim conclusion are agreed for the UE Reader authorization in Topology 2:

-
The subscription data of UE Reader includes the indication that whether the UE is allowed to act as an AIoT Reader.

-
The AMF provides the UE Reader authorization indication to the NG-RAN serving the UE Reader.

Editor's note:
How to authorize the UE Reader will be determined later.
This part is duplicated.
2. Reason for Change

< Explain the reason for change (mandatory)>

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR23.700-30.

* * * * First Change * * * *
7.1
Agreed Principles 

7.1.1
Agreed Principles for KI#1

The AIoTF performs the following functionality for topology 2:
-
The AIOTF receives an AIoT service request from the AF and triggers the UE Readers to perform AIoT service operations towards the AIoT Devices(s).
-
the AIOTF selects the UE readers (e.g. candidate or final UE readers) and provides the selected UE Reader list to the RAN. 
If a single UE Reader ID is provided by the AF via the NEF for the operation, then that is used as the selected Reader.

-
The AIOTF aggregates the service operation results (including the removal of the duplicated devices records) from UE Readers and sends to AF. No additional enhancement is required on top of Rel-19 of TS 23.369.
-
The AIOTF may provide the assistance information as specified in clause 5.4 of TS 23.369 to UE Reader (via NG-RAN):
Editor's note:
For topology 2, whether the aggregation can be performed by the RAN is FFS and coordination with RAN WGs is needed.

-
The AIOTF may provide the follow on command indication to UE Reader (via NG-RAN).

-
When the AIOTF sends an operation request to a UE Reader (via NG-RAN), a response and one or more reports with the results of the AIoT service operation is returned to the AIOTF with the results of the AIoT service operation, and the AIOTF needs to correlate the results to a given operation request. The AMF additionally provides an AIOTF identifier with the request from the AIOTF which is returned with the response(s) related to the request, so the AMF can be routed back the requesting AIOTF.

UE reader authorization and revocation part:

-
Subscription aspects:

-
The UE subscription in the UDM will be extended with UE Reader subscription information, which consists of the following:

-
information indicating whether the UE is allowed to operate as a UE Reader.

Editor’s note:
Additional subscription information, e.g. validity information, for the UE Reader is FFS.

-
UE Reader subscription information is available to AMF and AIOTF.

-
If AMF receives, as part of the subscription information, the indication that the UE is authorized to operate as a UE Reader, then AMF informs NG-RAN that the UE is authorized to operate as a UE Reader.
-
If the subscription information has been revoked, the indication that the UE is not authorized to operate as a UE Reader from the UDM, then AMF informs NG-RAN that the UE is not authorized to operate as a UE Reader.
Editor’s note:
Whether and how to enable authorization to the UE is FFS.

-
Radio resource management for UE Reader operation:

-
If the gNB has received the indication that a UE is authorized to operate as a UE Reader, then the gNB may assign radio resources to the UE for UE Reader operation.

-
The UE Reader is assumed to request radio resources for Reader operation (e.g. taking into account assistance information received from the AIOTF) from the gNB.

NOTE 2:
The details of UE Reader radio resource management will be defined by RAN WG2.

Message and protocol stack
-
Messages between the UE Reader and the AIoTF are delivered using RRC between UE and RRC and NGAP between gNB and AMF, and using an SBI interface between AMF and AIOTF. The related protocol stack is shown in Figure 7.1.1-1.

Editor's note:
How addressing works for UL is FFS.
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Figure 7.1.1-1: Protocol Stack for the RRC option

UE reader selection part:

-
the AIOTF selects the UE readers (e.g. candidate or final UE readers) and provides the selected UE Reader list to the RAN. If a single UE Reader ID is provided by the AF via the NEF for the operation, then that is used as the selected Reader.

Editor’s note:
Any parts of UE reader selection are FFS.

* * * * Next Change * * * *
7.2
Topics for further consideration

7.2.1
Topics for further consideration for KI#1

To be added
* * * * Next Change * * * *(For information only)
6.2.2A
Inventory Procedure for RRC based topology 2
Figure 6.2.2A-1 describes the inventory procedure for RRC based topology 2.
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Figure 6.2.2-1: Inventory Procedure

1.
The AF invokes Nnef_AIoT_Inventory(AF ID, [External Target Area information], [information about the target AIoT Device(s)], [Approximate number of AIoT Devices], [time interval], [UE Reader ID]) service operation request to the NEF.


Information about the target AIoT Device(s) may include Filtering Information, as described in clause 5.8, or include complete AIoT Device Identifier(s).


The approximate number of AIoT Devices, if provided, is used to determine the number of AIoT Devices expected to respond to this inventory service operation, which is sent by AIOTF to the NG-RAN in the assistance information for NG-RAN in step 7 for proper radio resource allocation.


The time interval, if provided, is described in clause 5.9.

The AF may also provide the UE Reader ID for this specific AIoT service operation request.
2.
The NEF may further authorize the AF request as specified in clause 5.6.

The NEF determines the Target Area information from the External Target Area information, and selects one or multiple AIOTF(s) to handle the request as specified in clause 5.3.1. The Target Area information is specified in clause 5.3.

If the AF provides UE reader ID, how the NEF selects the AIOTF is FFS, the possible alternatives can be:
a)
The NEF may perform the ID mapping between external UE reader ID and internal UE reader IE, and select the AIOTF by querying the UDM (assuming the AIOTF is registered to the UDM when the UE is registered to the AIOTF);

b)
other alternatives?
3.
The NEF invokes the Naiotf_AIoT_Inventory(AF ID, [Target Area information], [information about the target AIoT Device(s)], [Approximate number of AIoT Devices], [time interval], [UE Reader ID]) service operation towards to the selected AIOTF(s).

4.
The AIOTF receives the AIoT service operation request and checks the parameters included in the request. The AIOTF may perform authorization as specified in clause 5.6. If the AIoT service operation request cannot be processed, the AIOTF rejects the AIoT service operation request with an appropriate cause code, and step 7 onwards are skipped.


The AIOTF generates a Correlation ID corresponding to this AF service operation request.


The AIoT Identification Information to be provided to NG-RAN can include Filtering Information, as defined in clause 5.8, or a single AIoT Device Identifier.

AIOTF performs UE Reader Selection, see clause 8 of TR 23.700-30.


The AIOTF may also use the last serving Reader to assist with determining which Readers to use for an AFs request targeting for a specific AIoT Device.


The AIOTF determines assistance information as described in clause 5.4, taking into account the parameters provided in the service request.

5.
AIOTF sends the AIoT Inventory Service Response to the NEF containing the accept or reject result for the AIoT Inventory service operation request based on step 4.

6.
NEF sends the AIoT service operation response to the AF, containing the accept or reject result for the AIoT Inventory service operation request as specified in clause 8.3.

7.
The AIOTF sends the Inventory Request message including the Correlation ID, the AIoT Identification Information to be included in the paging message, and assistance information to the selected NG-RAN via AMF as specified in TS 38.413 [10]. The AIOTF may also provide UE reader ID or the UE reader selection assistance information to the NG-RAN for UE reader selection. The details are documented in clause 8 of TR 23.700-30.
7a. The NG-RAN send a RRC message to the selected UE reader including the AIoT Identification Information to be included in the paging message, and assistance information.
7b.The UE sends a RRC message to NG-RAN to indicate that the request for Inventory is received successfully and will perform the service operation accordingly.
8.
The NG-RAN sends an Inventory Response to the AIOTF with the Correlation ID indicating that the Inventory Request is received successfully and will perform the service operation accordingly as specified in TS 38.413 [10].

9.
For topology 2, upon reception of the RRC message for the Inventory, the UE Reader(s) will execute the inventory operation as specified in TS 38.300 [5] and TS 38.391 [11]. The UE Reader(s) broadcast the paging message that includes the AIoT Identification Information.

The AIoT Device determines whether it matches the AIoT Identification Information, as described in clause 5.8.


If an AIoT device matches the AIoT Identification Information in the paging message, the AIoT Device responds to the paging message and sends an AIOT NAS message that includes its AIoT identity.

Editor's note:
Whether and how the Device ID is concealed or encrypted will be determined and aligned with SA WG3.

10.
For topology 2, NG-RAN sends one or more Inventory Report messages to the AIOTF including the Correlation ID, UE Reader ID and the AIOT NAS message(s) from the AIoT Device(s) as specified in TS 38.413 [10]. The NG-RAN may aggregate multiple Inventory Report messages based on the assistance information before reporting the response to the AIOTF as described in clause 5.9. The AIOTF stores the mapping between the Reader ID and AIoT Device ID(s).

Editor's note:
 other details requires more discussion?
Editor's note:
aggregation for topology 2 requires more discussion
NOTE:
When to erase the stored mapping between the Reader ID and AIoT device ID(s) is up to implementation and local configuration.

11.
The AIOTF validates the results, using local stored device information or device profile data retrieved from the ADM. The AIOTF may aggregate the results.

12.
Optionally, if the UE reader detects that no more AIoT Devices will respond to the inventory procedure, the UE reader informs the AIOTF via NG-RAN that the procedure is complete and the last inventory result. After the procedure has completed NG-RAN will not send any further Inventory Reports for this requested Inventory. (This part will be merged in to Invenory report procedure)
Editor's note:
The details about completion of the procedure need to be aligned with RAN.

13.
The AIOTF reports the progress of the AIoT inventory request to the NEF by sending the Naiotf_AIoT_Notify message including a list of AIoT Device Permanent Identifier (s). The AIOTF may send multiple reports. The AIOTF in the final Naiotf_AIoT_Notify message indicates it is the last report for this operation. If multiple AIOTFs are involved in the procedure, the NEF may receive the AIoT_Notify from multiple AIOTFs.

14.
When receiving the Naiotf_AIoT_Notify message from AIOTF, the NEF informs the AF of the outcome of the AIoT_Inventory request by sending the Nnef_AIoT_Notify message(s) including the AIoT Device Permanent Identifier(s). The NEF in the final Nnef_AIoT_Notify message indicates that it is the last report for this operation.

* * * *Next Change * * * *(For information only)
6.2.3A
Command Procedure

Figure 6.2.3-1 depicts the command procedure.

The procedure focuses on the messages and parameters used for the communication between AIOTF and NG-RAN regardless of the path to access NG-RAN, see clause 4.2.2.1. The handling of the different communication paths is described in clause 6.2.4.
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Figure 6.2.3-1: Command Procedure

1.
The AF sends the Nnef_AIoT_Command (in case of untrusted AF) Request (AF ID, Command Type, information about the target AIoT Device(s), [External Target Area information],  [Approximate number of AIoT Devices], [Approximate D2R message size], [Command type specific parameters], [UE Reader ID]) message to NEF.


Information about the target AIoT Device(s) may include Filtering Information, as described in clause 5.8, or include complete AIoT Device Identifier(s).


The External Target Area information is specified in clause 5.3.


The approximate number of AIoT Devices (see clause 5.4), if provided, is used to indicate the number of AIoT Devices expected to respond to this command service operation, which is sent by AIOTF to the NG-RAN in the assistance information as specified in clause 5.4.


Command Type provides the operation to be performed and the Command type specific parameters provides the required parameters for the operation. The service operations are described in clause 5.2.2.

The AF may also provide the UE Reader ID for this specific AIoT service operation request.
2.
The NEF selects the AIOTF(s) as described in clause 5.3.1. If no AIOTF can be selected, the NEF rejects the AIoT Command request with an appropriate cause code and step 6 is performed before ending the procedure.

If the AF provides UE reader ID, how the NEF selects the AIOTF is FFS:

a)
The NEF may perform the ID mapping between external UE reader ID and internal UE reader IE, and select the AIOTF by queryin the UDM (assuming the AIOTF is registered to the UDM when the UE is registered to the AIOTF);

b)
other alternative?
3.
The NEF sends Naiotf_AIoT_Command Request message (AF ID, Command Type, information about the target AIoT Device(s), [Target area information], [Approximate number of AIoT Devices], [Approximate D2R message size], [Command type specific parameters], [UE Reader ID]) message to the selected AIOTF.

4.
The AIOTF receives the AIoT command operation request and checks the parameters included in the request. The AIOTF performs NG- RAN and optionally RAN Reader selection as specified in clause 5.3.3. If no NG-RAN or RAN Reader can be selected, the AIOTF rejects the AIoT Command request with an appropriate cause code. The AIOTF performs the UE reader selection, see clause 8.

The AIOTF generates a Correlation ID corresponding to this AF service operation request, and is used for the AIOTF to correlate the service operation responses to the request.

The AIOTF determines assistance information as described in clause 5.4.

The AIOTF performs AF authorization for AIoT command operation as described in clause 5.6.

The AIOTF performs AMF selection as described in clause 5.3.4.
5.
AIOTF sends the Naiotf_AIoT_Command Response message (accept or reject, [cause code]) to the NEF.

6.
NEF sends the Nnef_AIoT_Command Response message (accept or reject, [cause code]) to the AF. If the response was a reject the procedure stops here.

7.
Step 7 to step12 of procedure for Inventory specified in clause 6.2.2A are performed with the following clarifications:
-
In step 7, the AIOTF also includes follow on command indication in the Inventory Request message to inform the NG-RAN command delivery occurs after the inventory.
-
In step 7a, the NR-RAN also includes follow on command indication in the DL RRC message to inform the UE reader command delivery occurs after the inventory. 

Editor's note:
more details will be determined by RAN WGs.
-
In step 10, the NG-RAN also includes the RAN AIoT Device NGAP ID for each AIoT Device in the Inventory Report as specified in TS 38.413 [10].
Editor's note:
whether the RAN AIoT Device NGAP ID is used to identify the AIoT Device will be determined by RAN WGs.
-
In step 11, the AIOTF validates the results as specified in TS 33.369 [9], and determines whether the command should be sent to an AIoT Device, e.g., by checking the Target AIoT device information. The AIOTF updates the corresponding AIoT device context in the AIOTF to include the RAN AIoT Device NGAP ID.

If none of successful Inventory response is received, Step 8 -11 is not performed and the AIOTF sends a failure report to the NEF in step 12.
8.
For each successful Inventory response received, the AIOTF sends Command Request message (Correlation ID, [Reader ID], NAS Command Request, [Approximate D2R message size] ) to the NG-RAN as a NGAP AIoT information via an AMF as specified in clause 6.2.4. The NAS Command Request message includes the AIoT data. The Correlation ID is as the same as the Correlation ID generated in step 4. The RAN AIoT Device NGAP ID for each AIoT Device is used by the NG-RAN to determine the AIoT device context in NG-RAN as specified in TS 38.413 [10].
Editor's note:
whether the RAN AIoT Device NGAP ID is used to identify the AIoT Device will be determined by RAN WGs.

The AIOTF uses the Command Type and Command type specific parameters received in Step 3 to determine the NAS Command Request to send to the AIoT Device, as described in clause 5.2.2.

NOTE:
Command Request(s) can be sent to NG-RAN and UE reader when inventory procedure is ongoing.

Editor's note:
Additional information included in the NAS Command Request for security will be determined and aligned with SA WG3.

9a.
The NG-RAN sends the RRC message to the selected UE reader.
9.
The UE reader sends the AS R2D message (NAS Command Request) to the AIoT Device as defined in TS 38.391 [11]. 
10.
The AIoT Device sends the AS D2R message (NAS Command Response) to the UE reader as defined in TS 38.391 [11]. The NAS Command Response message may include the AIoT data.
Editor's note:
Additional information included in the NAS Command Response for security will be determined and aligned with SA WG3.

10a,
The UE reader sends the RRC message to the NG-RAN. This step will be defined in RAN2.
11.
The NG-RAN responds with a Command Response message (Correlation ID, Reader ID, NAS Command Response, RAN AIoT Device NGAP ID) to the AIOTF directly or as a NGAP AIoT information via an AMF as specified in clause 6.2.4. The AIOTF determines the AIoT device context by the RAN AIoT Device NGAP ID received.
Editor's note:
whether the RAN AIoT Device NGAP ID is used to identify the AIoT Device will be determined by RAN WGs.

12.
The AIOTF reports the result of the AIoT Command request to the NEF by sending the Naiotf_AIoT_Command Notify message (a list of AIoT Device(s) response information (AIoT Device ID(s), AIoT data), AF ID, [Last Report Indication]).

13.
The NEF informs the AF of the result of the AIoT_Command request by sending the Nnef_AIoT_Command Notify message (a list of AIoT Device(s) response information (AIoT Device ID(s), AIoT data), AF ID,  [Last Report Indication]).

* * * * End of Changes * * * *
�Frrom clause 8.1.1 of TR 23.700-13


�From clause 8.3.4 of TR 23.700-13


�This is the EN in TR 23.700-13 clause 8.1.1


�whether this is required requires more discussion.


�The discussion was in Rel-19:


 The authorization is not required to the UE;


 The authorization is sent to the UE via registration accept or the UE configuration update.


 The UE authorization is sent to the UE from PCF via DL NAS TRANSPORT (sth like UE reader policy)


�This is from clause 8.1.3.3 of TR 23.700-13


�From clause 8.3.4 of TR 23.700-13
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