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	Reason for change:
	SA3 sent LS (S3-253683) to SA2 to clarify the storage of the device credentials: 
SA2 has specified in TS 23.369 that UDR may store AIoT data including AIoT device profile data and AF authorization data. However, SA3 has specified that device credentials can be stored only in the ADM.

From SA3, the device credentials are stored in the ADM only while the AIoT Device Profile Data may be stored in the UDR as specified in TS 23.369. Also, the service operations in Nadm_Sec specified by SA3 uses the device credentials, while the service operations in Nadm_DM specified by SA2 uses the AIoT Device Profile Data. For the Nadm_DM_Query operation, the device credentials are not expected to be included, which are to be accessed by the service operations in Nadm_Sec.

The device credentials should not be regarded as a part of AIoT Device Profile Data. And thus, the ADM needs to manage device security data, as specified in TS 33.369.

	
	

	Summary of change:
	· Introduce device security data management in ADM.
· Update the description to separate device credentials from the AIoT Device Profile Data.

	
	

	Consequences if not approved:
	· Incorrect description of the device credentials.
· Missing function description of ADM.
· Misalignment with SA3
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[bookmark: _Toc191462368][bookmark: _Toc195709882][bookmark: _Toc209591601]4.5.9	ADM
The ADM supports the following functions:
-	Management of AIoT device profile data.
-	Management of AIoT device security data including device credentials as defined in clause 4.2.3 of TS 33.369 [9].
-	Management of AF authorization data.
[bookmark: _CR4_6]The AIoT device profile data and AF authorization data used by the ADM may be stored in the UDR.
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5.5	AIoT Device Profile Management
The ADM may hold operator’s subscription AIoT Device Profile Ddata for the AIoT Device used in the network. If the AIoT Device is managed by the network, then the profile data for an AIoT Device is managed in the ADMrequired in the network, otherwise the corresponding profile data (e.g. AIoT Device Permanent ID or credentials) is stored external to the network.
The AIoT Device Permanent ID is used by the AIOTF together with local configuration, 3rd party related context to locate the entity which stores the profile data of an AIoT Device.
In case the AIoT Device is managed by the network, the AIOTF checks whether the AIoT Device Permanent ID from AIoT Device has the profile data in the network and retrieves the profile data. The profile data for AIoT Device is different with UE subscription data as defined in clause 5.2.3 of TS 23.502 [4], it is stored in the ADM  network entity that exclusively supports management of AIoT Device’s profile data. The AIoT Device Permanent ID is the primary key for AIoT device profile data in the ADM.
The table 5.5-1 below describes information storage structures for AIoT device profile data.
Table 5.5-1: AIoT Device Profile Data
	Field
	Description

	AIoT Device Permanent ID
	Uniquely identifies the AIoT Device.

	Last known AIOTF information
	Indicate the last known AIOTF that serves the AIoT device, or unknown



NOTE:	In addition to the AIoT device profile data, the ADM also manages AIoT device Ssecurity data including device credentials materials and security mechanism involving ADM are as specified in TS 33.369 [9].
>>>>END OF CHANGES<<<<
