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1. Introduction

In SA2#172, the agreed principles for KI#2 on DO-A data transfer aspects are included in clause 7.1.2.2 of TS 23.700-30 as below:
[bookmark: _Toc215064162]7.1.2.2	DO-A data transfer aspects
The following principles have been agreed for DO-A data transfer aspects in KI#2:
-	DO-A capable AIoT Devices initiates DO-A data transfer, triggered by the conditions which can be stored in local configuration or device implementation. The local configuration can be configured by the AF using the AIoT command procedure.
Editor's note:	It is FFS on the potential enhancement of Rel-19 command procedure to support configuration by the AF to the AIoT Device.
Editor's note:	It is FFS to support the periodic data collection.
NOTE 1:	The conditions in the local configuration are on application-level and out of scope of 3GPP.
-	DO-A capable AIoT Devices send DO-A data to the AIOTF via AIoT NAS message. The AIoT NAS message is security protected.
NOTE 2:	The details of security protection of AIoT NAS message will be determined by SA WG3.
Editor's note:	Whether a NAS ACK response is needed is FFS, and it also depends on RAN WG2 to determine whether a NAS ACK response message is needed as an acknowledgement in MAC layer.
Editor's note:	Other information provided by AIoT Devices is FFS, including temporary ID, AIOTF ID, AF information and follow-up message indication.
-	After the AIOTF receives the AIoT NAS message, the AIOTF retrieves the target address from the AIoT Device Profile Data in ADM if not available locally.
-	The AIOTF notifies the DO-A data and the AIoT Device Permanent ID to the AF(s), optionally via the NEF.
Editor's note:	It is FFS on whether the AIOTF routes the DO-A data based on the AF information from AIoT Devices.
Editor's note:	It is FFS on whether the AIoT Device Profile Data stores multiple target addresses.
-	The AF subscribes to the AIOTF for the DO-A data delivery of AIoT Devices directly or via the NEF, with target address provided.
Editor's note:	Whether subscription is used is FFS.
-	The network performs AF authorization for the subscribe request from the AF. If authorized, the target address is stored in the AIoT Device Profile Data. 
Editor's note:	It is FFS on the OAM option and the configuration solution.

[Proposal-1] It is proposed to agree the conclusions based on the agreed principles. The Editor’s notes listed need to be further analyzed and discussed.

Trigger of the DO-A Data Transfer
In the interim agreement, the triggers of the DO-A data transfer can be stored according to the local configuration or device implementation. The local configuration can be achieved using the AIoT command procedure. And, there is one EN left: 
Editor's note:	It is FFS on the potential enhancement of Rel-19 command procedure to support configuration by the AF to the AIoT Device.
Using the Rel-19 command procedure, the AF can send a WRITE command to the AIoT devices with the memory offset of the User Memory and the configuration data. By filling the User Memory properly, the required functionality can be achieved. For example, to configure the upper limit of a threshold of temprature sensor, the AF needs to put the value of the threshold to the proper location of the User Memory. However, the Rel-19 command mechanism was introduced due to the extremely limited capability of the type 1 devices. 
[bookmark: S2-2510082]Assuming that DO-A capable AIoT type 2b or type C devices are more capable comparing to type 1 devices, the more powerful/flexible mechanism can be considered. In SA2#172, S2-2510082 proposed “application-specific” command mechnism that can be utilized by exploiting the configuration. This solution had been presented in the SA2 CC but unforuntately didn’t get time to be handled in SA2#172. In this pCR, the solution is included in the Appendix for information.
The “application-specific” command is similar to the vendor-specific command in case of RFID. Using the “application-specific” command, the AF can send a command like “update configuration” or “update upper limit” depending on the implementation of the AF and AIoT devices, in the example above. It can effectively de-couple the business logic from the logic/physical memory address management. In fact, for some capable type C devices, the memory size can also be much larger than for the type 1 devices. It is inefficient if the business logic is still coupled with the logic/physical memory address.
[Proposal-2] It is proposed to use “application-specific” command to enhance the configuration of the triggers of the DO-A data transfer. 

Periodic Data Collection
To periodically collect the sensor data, there is an EN left:
Editor's note:	It is FFS to support the periodic data collection.
If the DO-A capable AIoT Devices support a timer, the priodic data collection can be achieved by triggering periodic reporting from the device. Otherwise, the data from the devices need to be collected by the network periodically by sending the command to the AIoT Devices.
In case of the data collection by the network, there are several options about which entity can trigger the periodic command:
· AF: Natually, AF can invoke the command service operation periodically.
· AIOTF: If the AF provides the periodicity information to the network, the AIOTF can also trigger the periodic data collection on behalf of the AF.
· Reader: The AF can further provide the periodicity information to a reader (i.e. a RAN reader and/or a UE reader). But if it is the reader triggering the priodic data collection, the RANDAIOT_n obtained from the AIOTF in the Inventory Request cannot be updated, which implies, potentially, some security concerns.
[Proposal-3] To achieve periodic data collection, it is proposed to let AFs to trigger the command periodically to collect data from AIoT Devices. In case AIoT Devices support timer, AIoT Devices can perform the periodic reporting. If the AF provides the periodicity information to the AIOTF, the AIOTF can trigger the command periodically on behalf of the AF.

NAS Acknowledgement
In SA2#172, there are discussions on whether the NAS Ackowledgement is needed or not. The majority view is that, assuming the AS ACK is provided, there are no needs to introduce acknowledgement mechanisms in multiple layers. It was also agreed that, if the AS ACK relies on the NAS ACK, the NAS ACK can be introduced as the EN below:
Editor's note:	Whether a NAS ACK response is needed is FFS, and it also depends on RAN WG2 to determine whether a NAS ACK response message is needed as an acknowledgement in MAC layer.
Additionally, there could be an issue with the expiration of the device context:
When the AIoT Device performs the Initial Registration to the network, the device context is established between the AIoT Device and the AIOTF. The device context is not expected to be kept in the AIOTF indefinitely. If there is no mechanism to refresh the device context periodically, it will expire after a certain period of time. When the AIoT Device sends DO-A data over NAS, the AIOTF cannot authenticate the AIoT device and decrypt the security protected data in case the device context has expired in the AIOTF.
In the case above, if there is no feedback from the AIOTF, the AIoT Device will not be aware of the following two issues:
· The AIOT Deevice context has expired, and the AIOT Device needs to (re-)register to the network.
· The DO-A data transfer has failed, and the AIOT Device needs to send the DO-A dara again after the AIOT Device context has been (re-)established.
One possible solution would be to inform the AIoT Device via the NAS response message of DO-A data delivery. It is also possible to let the AIOTF trigger a command to inform the AIoT Device. And it is obvious that the command solution is more complex and inefficient compared with the NAS response message.
However, the security related aspects are under the remit of SA3. In our view, if SA3 acknoweldges/insists on having the NAS response message upon the successful DO-A data delivery, SA2 needs to align accordingly.
[Proposal-4] It is proposed to add dependency with SA3 about the NAS ACK message.

Message Routing from CN to the AF
Regarding message routing from the CN to the AF, there are several ENs related:
Editor's note:	Other information provided by AIoT Devices is FFS, including temporary ID, AIOTF ID, AF information and follow-up message indication.
Editor's note:	It is FFS on whether the AIOTF routes the DO-A data based on the AF information from AIoT Devices.
In general, there are two options discussed in SA2:
· Option-1: AIoT device includes AF information (e.g., AF ID) in the DO-A Delivery message. Based on the AF information, the AIOTF can determine the target AF address, e.g., by the local configuration.
· Option-2: The AIOTF obtains the target AF address from the AIoT Device Profile Data that is written by the network by handling the subscribe request or configuration request from the AF.
The comparsion of these two options can be performed based on the following aspects:
· Radio resource efficiency: Option-1 includes the AF information in the DO-A Delivery message, which brings additional overhead; this overhead can be avoided by using Option-2.
· Configuration efforts: Option-1 requires that the AF information is configured in the AIoT device and also in the network; Option-2 only requires that the AF information is configured in the network. In case the target address(es) need to be updated, Option-2 is simplier compared with Option-1; moreover, there is no need to reconfigure the AIoT Devices.
· NEF involvement: If the AF is outside operator’s trust domain, the AIOTF needs to route the data to the NEF and then the NEF forwards the data to the AIOTF.
· In Option-1, it is unclear how the NEF is selected, how the NEF notification endpoint is provided to the AIOTF, and how the AF notification endpoint is provided to the NEF. 
· In Option-2, the AF provides the notification endpoint to the NEF using the subscribe/configure operations, the NEF notification endpoint is then stored in the AIoT Device Profile Data. When the AIoT Device Profile Data is updated, the serving AIOTF (the AIOTF that holds the device context) needs to be notified so that the serving AIOTF can be kept synchornized.
[Proposal-5] It is proposed to agree on that the AIOTF routes the DO-A data based on the target address(es) in the AIoT Device Profile Data, instead of the AF information stored/obtained from the AIoT Device.

Multiple Target Addresses
There is one EN about whether the multiple target addresses are stored in the AIoT Device Profile Data.
Editor's note:	It is FFS on whether the AIoT Device Profile Data stores multiple target addresses.
In our view, there could be scenarios when multiple applications want to get the DO-A data from one specific AIoT Device. In case of RFID, GS1 is standardizing EPCIS (Electronic Product Code Information Services) -- an open, global standard for capturing and sharing supply chain event data. EPCIS 2.0 introduces several features to handle the active, real-time data flow typical of active RFID systems.
If there are no technical obstacles, we do not see a reason why the multiple target addresses cannot be supported. The subscribe/notification mechanism provided by SBA framework inherently supports senarios when multiple NFs/AFs subscribe to receive notifications on the same event.
[Proposal-6] It is proposed to agree on that the AIoT Device Profile Data contains/stores multiple target addresses.

Information from the AIoT Devices
There is one EN about the information provided by the AIoT Devices:
Editor's note:	Other information provided by AIoT Devices is FFS, including temporary ID, AIOTF ID, AF information and follow-up message indication.
As proposed in [Proposal-5], the AF information is not expected to be provided by the AIoT Devices. Regarding the AIOTF ID, it is necessary to enable the message routing from the NG-RAN to the AIOTF. However, it requires coordination with SA3 on whether the AIOTF ID is included in the temporary ID or as a separate information element.
[Proposal-7] It is proposed to finalize the details in the normative phase.

Subscription and/or configuration and/or OAM
Regarding how the target address(es) are provisioned into AIoT Device Profile Data, three options were discussed in SA2#172:
· Subscription Option: the AF subscribes to the DO-A data delivery towards the AIOTF. The AIOTF performs the AF authorization and updates the target address (the notification endpoint of the NEF or the AF depends on whether the AF sends the request to the AIOTF via the NEF or directly) in the AIoT Device Profile Data.
· Configuration Option: the AF sends a configuration request towards the NEF. The NEF updates the target address (the notification endpoint of the NEF) in the AIoT Device Profile Data.
· OAM Option: The target address(es) are provisioned by OAM.
There are two ENs related to this topic:
Editor's note:	Whether subscription is used is FFS.
Editor's note:	It is FFS on the OAM option and the configuration solution.
Comparing Subscription Option and Configuration Option:
· SBI framework:
· Subscription Option uses the “subscribe-notify” mechanism within the NF service framework, which is aligned with the SBI principles. The “subscribe-notify” applies to the interactions between the AF and the NEF, as well as between the NEF and the AIOTF.
· For Configuration Option, for the interactions between the AF and the NEF, there is no explicit subscription that would trigger a notification; the “configuration request” can be interpreted as an implicit subscription. For the interactions between the NEF and the AIOTF, there is neither explicit subscription nor implicit subscription from the NEF to the AIOTF. The Configuration Option is also different from the NIDD. In the NIDD, the SMF-NEF connection is established when the SMF invokes Nnef_SMContext_Create Request, while in this case there are no similar interactions between the AIOTF and the NEF.
· From the SBI principal perspective, Subscription Option is a cleaner option.
· AF authorization:
· Subscription Option follows the AF authorization solution in Rel-19. Specifically, in order not to overload the NEF, the AIOTF is responsible for the AF authorization of AIoT specific services, moreover, the “Allowed service operations” has been already defined as an IE in the AF authorization data.
· For Configuration Option, it is unclear which NF performs the AF authorization. If it is NEF, it brings extra complexity, and we wanted to avoid such complexity in Rel-19. If it is ADM, the ADM needs to check the AF authorization data for the “update” operation of the AIoT Device Profile Data, and it is a cross-dataset operation. From implementation perspective, it is also less good.
· From the AF authorization perspective, Subsription Option better aligns with Rel-19 solution.
Regarding the OAM option, usually the AIoT Device Profile Data can always be provisioned by OAM. It is also fine to provide the target address(es) via OAM. There are no issues for the AIOTF, if the AIOTF can be notified by the ADM about the updated target address(es). However, the unclear aspect remains for the NEF, i.e., how the NEF can be ready to receive the DO-A data from the AIOTF and forward to the AF.
[Proposal-8] It is proposed to agree on the Subscription Option. 

2. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-30:


* * * Start of Change * * * *
7.1.2.2	DO-A data transfer aspects
The following principles have been agreed for DO-A data transfer aspects in KI#2:
-	DO-A capable AIoT Devices initiates DO-A data transfer, triggered by the conditions which can be stored in local configuration or device implementation. The local configuration can be configured by the AF using the AIoT command procedure. The AF can use the Write Command or enhanced “Application-Specific” Command for the configuration update.
NOTE 1:	The “Application-Specific” Command allows the network transparently transmit the command and command result in application layer containers between the AF and the AIoT devices.
Editor's note:	It is FFS on the potential enhancement of Rel-19 command procedure to support configuration by the AF to the AIoT Device.
Editor's note:	It is FFS to support the periodic data collection.
NOTE 21:	The conditions in the local configuration are on application-level and out of scope of 3GPP.
-	In order to achieve periodic data reporting from the AIoT Devices, the following approaches can be used:
-	The AF can trigger command periodically to collect data from the AIoT Devices. 
-	If the AF provides periodicity information to the AIOTF, the AIOTF can trigger the command periodically on behalf of the AF.
-	If DO-A capable AIoT Devices support a timer, the periodic data collection can be achieved by periodic reporting from the AIoT Devices. 
-	DO-A capable AIoT Devices send DO-A data to the AIOTF via AIoT NAS message. The AIoT NAS message is security protected.
NOTE 23:	The details of security protection of AIoT NAS message will be determined by SA WG3.
NOTE 4:	Whether a NAS response is needed, it can be determined in the normative phase. For instance, in the absence of AS ACK, NAS response is needed. However, it also needs to be determined whether a NAS response is needed to inform the AIoT Device in scenarios when the AIoT Device sends DO-A data to the AIOTF but the device context in the AIOTF has been already expired.
Editor's note:	Whether a NAS ACK response is needed is FFS, and it also depends on RAN WG2 to determine whether a NAS ACK response message is needed as an acknowledgement in MAC layer.
NOTE 5: 	Other information provided by AIoT Devices is to be finalized in the normative phase. The temporary ID and AIOTF ID are needed while their forms are to be determined.
Editor's note:	Other information provided by AIoT Devices is FFS, including temporary ID, AIOTF ID, AF information and follow-up message indication.
-	After the AIOTF receives the AIoT NAS message, the AIOTF retrieves the target address from the AIoT Device Profile Data in ADM if not available locally.
-	The AIOTF notifies the DO-A data and the AIoT Device Permanent ID to the AF(s), optionally via the NEF.
Editor's note:	It is FFS on whether the AIOTF routes the DO-A data based on the AF information from AIoT Devices.
Editor's note:	It is FFS on whether the AIoT Device Profile Data stores multiple target addresses.
-	The AF subscribes to the AIOTF for the DO-A data delivery of AIoT Devices directly or via the NEF, with target address provided.
Editor's note:	Whether subscription is used is FFS.
-	The network AIOTF performs AF authorization for the subscribe request from the AF. If authorized, the target address is stored in the AIoT Device Profile Data. When AIoT Device Profile Data is updated, the ADM notifies the serving AIOTF for the relevant AIoT Devices.
Editor's note:	It is FFS on the OAM option and the configuration solution.

* * * Next Change (All texts are new) * * * *

8.2	Conclusions on Key Issue #2	Comment by Ericsson: The texts in blue are newly proposed on top of the interim agreements reached last SA2 meeting
8.2.X	DO-A data transfer aspects
The following principles apply to DO-A data transfer aspects in Key Issue #2:
-	DO-A capable AIoT Devices initiates DO-A data transfer, triggered by the conditions which can be stored in local configuration or device implementation. The local configuration can be configured by the AF using the AIoT command procedure. The AF can use the Write Command or enhanced “Application-Specific” Command for the configuration update.
NOTE 1:	The “Application-Specific” Command allows the network transparently transmit the command and command result in application layer containers between the AF and the AIoT devices.
NOTE 2:	The conditions in the local configuration are on application-level and out of scope of 3GPP.
-	In order to achieve periodic data reporting from the AIoT Devices, the following approaches can be used:
-	The AF can trigger command periodically to collect data from the AIoT Devices. 
-	If the AF provides periodicity information to the AIOTF, the AIOTF can trigger the command periodically on behalf of the AF.
-	If DO-A capable AIoT Devices support a timer, the periodic data collection can be achieved by periodic reporting from the AIoT Devices. 
-	DO-A capable AIoT Devices send DO-A data to the AIOTF via AIoT NAS message. The AIoT NAS message is security protected.
NOTE 3:	The details of security protection of AIoT NAS message will be determined by SA WG3.
NOTE 4:	Whether a NAS response is needed, it can be determined in the normative phase. For instance, in the absence of AS ACK, NAS response is needed. However, it also needs to be determined whether a NAS response is needed to inform the AIoT Device in scenarios when the AIoT Device sends DO-A data to the AIOTF but the device context in the AIOTF has been already expired.
NOTE 5: 	Other information provided by AIoT Devices is to be finalized in the normative phase. The temporary ID and AIOTF ID are needed while their forms are to be determined.
-	After the AIOTF receives the AIoT NAS message, the AIOTF retrieves the target address from the AIoT Device Profile Data in ADM if not available locally.
-	The AIOTF notifies the DO-A data and the AIoT Device Permanent ID to the AF(s), optionally via the NEF.
-	The AF subscribes to the AIOTF for the DO-A data delivery of AIoT Devices directly or via the NEF, with target address provided.
-	The AIOTF performs AF authorization for the subscribe request from the AF. If authorized, the target address is stored in the AIoT Device Profile Data. When AIoT Device Profile Data is updated, the ADM notifies the serving AIOTF for the relevant AIoT Devices. 

* * * End of Change * * * *
Appendix
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc207771810][bookmark: _Toc199433919][bookmark: _Toc199925451][bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]6.X	Solution #X: Application-Specific Command
6.X.0	High-level Solution Principles
The solution is based on the following general principles to support application-specific command:
-	The network supports the application-specific command by transmitting the command and command result in application layer containers between the AF and the AIoT devices.

[bookmark: _Toc207771812][bookmark: _Toc199433920][bookmark: _Toc199925452]6.X.1	Description
[bookmark: _Toc500949101]This solution addresses KI#2 and focuses on the following aspects to support application-specific command:
-	Whether and how to enhance the Inventory and Command procedures defined in TS 23.369 [3] to support DO-A capable AIoT Devices.
-	Naiotf, Namf and Nnef interface enhancements to support DO-A capable AIoT Device.

In Rel-19, the AIoT command service supports read, write and disable operations, which are the very basic operations for type 1 devices. The DO-A capable devices (type 2b/C devices) are more powerful compared with type 1 devices. They are not necessarily limited by those very basic operations. 
RFID tags (espcially the active tags) may support vendor-specific commands, which makes the function implementation more flexible and communication more efficient. Similar ideas can be introduced for those DO-A capable devices. 
The AF and the AIoT devices support application-specific command and the command result, which are transferred in application layer containers. The AIOTF and the NEF support the transfer of application layer containers in Command Request and Notify messages. The AIOTF and the AIoT devices support the application-specific command in the AIoT NAS layer.

[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc199433921][bookmark: _Toc199925453]6.X.2	Procedures
6.X.2.1	Command Procedure for Application-Specific Command


Figure 6.X.2.1-1 Command Procedure
Figure 6.X.2.1-1 is the Command Procedure in clause 6.2.3 of TS 23.369 [3]. The additions to the Command Procedure are described as below:
· In step 1, in Nnef_AIoT_Command Request, the AF set the Command Type to application-specific command and include the command details in "application command information" parameter which is an application layer container. The AF also provides Size of the Command Response message.
-	In step 3, the NEF sends the Naiotf_AIoT_Command Request message to the AIOTF(s) which contains the application-specific command.
-	In step 4, the AIOTF performs AF authorizaiton to check whether the AF is authorized to send application-specific command.
-	In step 8, for application-specific command, the AIOTF constructs the NAS Application-Specific Command Request to the AIoT device. Within the NAS Request message, the "application command information" parameter is included. In the assistance information provided to the NG-RAN, the AIOTF uses Size of the Command Response message from the AF.
-	In step 9, the AIoT device receives the NAS Application-Specific Command Request in AS R2D message and executes the command within the "application command information" parameter.
-	In step 10, the AIoT device constructs the NAS Application-Specific Command Response message and includes the command execution result in "application command result" parameter which is also an application layer container. The AIoT device sends the NAS Application-Specific Command Response message to the AIOTF.
-	In step 12, the AIOTF includes the "application command result" as AIoT data in Naiotf_AIoT_Command Notify message.
-	In step 13, the NEF forwards the "application command result" as AIoT data in Nnef_AIoT_Command Notify message.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc199433922][bookmark: _Toc199925454]6.X.3	Impacts on Services, Entities and Interfaces
The following NFs are impacted::
-	NEF:
-	Supports a new Command Type for application-specific command and includes "application command information" (an application layer container) in Nnef_Command Request.
-	Support "application command result" (an application layer container) in Nnef_Command Notify message.
-	AIOTF:
-	Supports a new Command Type for application-specific command and includes "application command information" in Naiotf_Command Request.
-	Support "application command result" in Naiotf_Command Notify message.
-	AIoT NAS layer support for application-specific command
-	Enhance AF authorization for application-specific command from the AF.
-	ADM:
-	Enhance AF authorization data for the application-specific command
-	AIoT Device:
-	AIoT NAS layer support for application-specific command.
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