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6.X.4.2	Procedure for SMF subscribe abnormal traffic analytic for UPF 
UPF
SMF
1. N6 rule configuration (for abnormal traffic handling)
NWDAF
2. Nnwdaf_AnalyticsSubscription_subscribe request (analytic ID = Abnormal user plane traffic, Notification Target Address = UPF address)
AF
3. Data collection from UPF, SMF and AF
4. NWDAF derives analytic output
6. Map N6 rule and notification based on abnormal type and handle the abnormal traffic
5. Nnwdaf_AnalyticsSubscription_Notify (information to activate N6 rule)

Figure 6.X.4.2-1: SMF subscribes abnormal user plane traffic analytic for UPF
When UPF is the analytic consumer, the SMF could subscribe the abnormal traffic analytic to NWDAF for the UPF and the UPF is configured with one or several N6 rules to suppress the abnormal traffic for a UPF node (i.e. traffic from N6 side) based on the analytic output.
1. The SMF configures one or several N6 rules (as described in table 6.X.4.2-1) for UPF node level abnormal traffic handling on UPF as described in clause 4.4 of TS 23.502 [3]. The N6 rule is generated by SMF based on local configuration or previous subscription for “Abnormal user plane traffic” from the NWDAF as described in clause 6.X.4.1 
The format of N6 rule sent from SMF to UPF is as follows:
Table 6.X.4.2-1: N6 rule configured on UPF by SMF
	Attribute
	Description

	N6 rule ID
	Unique identifier to identify this rule.

	Type of Abnormal traffic
	Contains one of the type of abnormal traffic as described in clause 6.X.3.

	Action
	Identifies the action to apply to the packet corresponding to the Packet detection information or Abnormal type. 
Contains one of the following actions: packet drop, redirection, data rate limitation.


The N6 rule includes the mapping table between abnormal type and corresponding action. 
2. The SMF subscribes to NWDAF for the "Abnormal user plane traffic" analytics and set the Notification target Address to the address of UPF. 
NOTE : The Notification target Address can also include SMF address to subscribe same analytic as described  	 in clause 6.X.4.1. The SMF may use the analytic output to configure the N6 rule in step 1 (i.e. in this 	 case, step 1 is performed after step 2).
3. The NWDAF collects input data from UPF, SMF and AF as described in clause 6.X.4.1. 
4. The NWDAF derives the analytic output for the UPF node as described in clause 6.X.4.1. 
5. The NWDAF notifies the analytic output information as described in clause 6.X.3 directly to the UPF.
6.	 Based on the analytic output from NWDAF, the UPF maps the type of abnormal type in the analytic output (received from NWDAF) with the one from the N6 rule. If they are the same, the UPF handles the packets identified by the Identification of the traffic flows information in the analytic output based on the corresponding action in the N6 rule.
* * * * End of changes * * * *
3GPP
SA WG2 TD

