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* * *Start of Changes (new text) * * * 
[bookmark: _CR6_18_1][bookmark: _Toc170188570]6.x	Abnormal User Plane Traffic Analytics 
[bookmark: _Toc170188569]6.x.1	General
Clause 6.x describes how NWDAF can provide statistics and predictions of Abnormal User Plane Traffic Analytics, based on the consumer request. The consumer can either subscribe to analytics notifications (i.e. a Subscribe-Notify model) or request a single notification (i.e. using a Request-Response model).
The service consumer may be a SMF, PCF, AF, UPF.
The Abnormal User Plane Traffic Analytics provides statistics and predictions of the Abnormal User Plane Traffic Analytics, including the Type of abnormal traffic, Information of the detected anomaly or malicious (e.g. malformed, unexpected traffic volume, burst, DDoS etc.), data volume, rate or burst size of the abnormal traffic, associated identification information of the abnormal flow(s) and the affected UE(s) or UPF(s), and the associated time window. 
Based on the analytics outputs, for the detected abnormal traffic: 
-	the SMF as analytics consumer may determine the mitigation actions; 
-	the UPF as consumer may perform Downlink traffic suppression of detected abnormal traffic; 
-	the PCF as consumer may create or update policies and provision to SMF or adjusting QoS parameters; 
-	the AF as a consumer (e.g. IoT server) may correct abnormal traffic.
When the UPF is a consumer, the subscription initiation follows the "Subscribe-Notify" as in clause 7.1.2 of TS 23.501 [2] (Figure 7.1.2-3). In this case, the SMF subscribes to NWDAF services on the new Analytics ID on abnormal data packets patterns on behalf of the UPF and indicate that reduced output is requested, and the NWDAF can send directly the analytics to the UPF for activation and deactivation of the related rules in the UPF for the abnormal data packet handling, such as enforcing the downlink traffic suppression (e.g., selective packet dropping or packet per second limitations) or adjust the packet processing resources.
To reduce UPF load of data reporting for NWDAF input data collection:,
-	The analytics consumer may include the Analytics Filter Information (as described in clause 6.1.3), based which the NWDAF may derive the related parameters for the event subscription towards the UPF or SMF for input data filtering. 
-	The consumer may also provision the skip and/or combine reporting instruction information in the subscription request, then the UPF do not send the event reports if they meet the skip reporting instruction or UPF may bundle event reports of multiple subscriptions in a same Notify request (see TS 29.564 [51]).
-	The event subscription by NWDAF to UPF may Target any UE or specific UEs and provide information about targeted traffic abnormalities, thresholds for the volume/burst and/or sampling periods. When the NWDAF requests to report traffic abnormalities, then the UPF only reports when corresponding traffic abnormalities are detected and threshold are exceeded.
NOTE 1:	Whether OAM can be the Analytics consumer will be determined in the normative phase, coordination with SA5 is needed.
The analytics consumer may indicate the following information in the request or subscription:
-	Analytics ID = "Abnormal User Plane Traffic Analytics".
-	Target of Analytics Reporting any UE.
-	Optional, instruction information of skip and/or combine event reports of data sources (e.g. UPF). 
-	Optional, traffic abnormalities for reporting.
-	Analytics Filter Information optionally includes:
-	DNN;
-	S-NSSAI;
-	Area of Interest (AOI(s));
-	UE IDs or UE addresses;
-	Application description or information, e.g. Application ID, Packet Filter Set, identifier of the service data flow(s);
-	The transport protocol of the traffic flow, e.g. TCP, UDP, SCTP, QUIC, etc.
-	List of analytics subsets that are requested, (see clause 6.x.3), e.g. parameter(s) in Abnormal User Plane Traffic.
-	An Analytics target period indicates the time period over which the analytics are requested.
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
-	Reporting Thresholds, which apply only for subscriptions and indicate conditions on the levels to be reached for the respective analytics subsets (see clause 6.x.3).
-	Maximum number of objects, e.g. number of traffic flows, UPFs, Ues, etc. 
6.x.2	Input Data
The NWDAF supporting Abnormal User Plane Traffic Analytics shall be able to collect information from UPF, SMF or AF. 

Table 6.x.2-1: Input data from 5GC NF related to Abnormal User Plane Traffic information 
	Information
	Source
	Description

	Application ID 
	SMF/ AF
	Identifies the application service provider of the traffic flow.

	Packet filter Set
	SMF/ AF
	The packet filter of the traffic flow associated to the above application ID. For example, the traffic flow, Source and/or, destination IP address and port, etc. 

	Protocol Type
	SMF/ AF
	The protocol type of the corresponding traffic flow, e.g. TCP, UDP, QUIC, SCTP, etc.), etc.

	URL lists
	SMF/ AF
	The URL list of the corresponding traffic flow. 

	QFI
	SMF
	QoS Flow Identifier that carries the corresponding abnormal traffic flow.

	PDU session 
	SMF
	The PDU session Identifier that contains the QoS flow.

	UE identifier 
	SMF/ AF
	The identifier of associated UEs, e.g. SUPI, GPSI, IP address, etc.

	Parameters of data flow from 5G NF
	SMF/ UPF
	The information/parameters related to the characteristics of the associated traffic flow. 

	  > measured UL/DL data volumes 
	
	The measured data volume of the flow, e.g. UL, DL.

	  > measured UL/DL data rates
	
	The measured data rate of the flow, e.g. UL, DL.

	  > Information of UP pattern 
	
	Information of UP pattern, e.g. pattern type, including malformed, unknown, duplicate, fragmented, DDoS, etc.

	  > UPF info
	
	Address or identifier of the serving UPF of the traffic flow.

	Parameters of data flow from AF
	AF
	Traffic characteristics of normal traffic and abnormal traffic from external server/AF.

	  > Traffic parameters 
	
	Traffic parameters of the traffic flow that may include the UL/DL/ round trip of Data Burst Size, traffic patterns, traffic volume, the number of data packets, traffic rate (e.g. packet rate, bit flow rate, etc.), packet delay, loss rate, throughput, etc. within the measurement period. 

	  > the abnormal type for the abnormal traffic
	
	The abnormal type for the abnormal traffic, which can be used by the NWDAF to determine whether the input traffic is abnormal traffic by comparing the characteristics of input traffic with the characteristics of normal traffic or abnormal traffic, e.g. malformed packets, unknown packets, duplicate packets, fragmented packets, DDoS, etc. 

	Time window/ stamp(s)
	SMF/ UPF/ AF
	The time information associated to the measured data. 


Editor’s Note:	How UPF provides information of traffic abnormalities to NWDAF is FFS. 
Editor’s Note:	Related UPF and SMF events for data collection is FFS. Whether the "User Data Usage Measures" event or another existing event is extended or new event(s) is FFS.

[bookmark: _Toc170188571]6.x.3	Output Analytics
The NWDAF shall be able to provide the statistics and predictions on Abnormal User Plane Traffic Analytics to consumer NF, e.g. SMF, PCF, AF, UPF, as defined in Table 6.x.3-1 and Table 6.x.3-2.
When the UPF is the consumer, the UPF will only receive Analytics with reduced Output, i.e. type of abnormal traffic and traffic descriptor.
Table 6.x.3-1: Abnormal User Plane Traffic statistics 
	Information
	Description

	Time slot entry (1..max)
	List of time slots during the Analytics target period.

	> Time slot start
	Time slot start within the Analytics target period.

	> Duration
	Duration of the time slot.

	> Abnormal User Plane Traffic (1…max) (NOTE 1) 
	Predictions of a list of Abnormal User Plane Traffic Pattern information. 
Max. is the number of the abnormal user plane traffic flows, if applicable.

	  >> Traffic flow identification 
	Identification of the traffic flow, e.g. may include traffic descriptors, application descriptors or identification, IP or NON-IP descriptors, etc.

	  >> Data source
	Identifiers/ information of the traffic source, e.g. IP packet filter(s), IP Protocol (TCP, UDP, etc.), application ID, etc.

	  >> Type of detected anomaly
	Type of the detected anomaly, such as (e.g. malformed, unexpected traffic volume, burst, etc.), malicious (e.g. DDoS).

	  >> Traffic parameters 
	The parameters/ characteristics of abnormal traffic flow, e.g. UL and/or DL volume, data rate or burst size of abnormal traffic.

	  >> UPF ID 
	Optional, the UPF that is handling the abnormal traffic flow. 

	  >> UE ID(s) 
	List of UE(s) that are affected by the abnormal user plane traffic flow, e.g. SUPI, IP address. 

	  >> PDU session(s)
	List of PDU session(s) that are affected by the abnormal user plane traffic flow, e.g. PDU session ID.

	    >>> QFI(s)
	List of QoS Flow(s) are affected by the abnormal user plane traffic flow within the PDU session.

	  >> Time information
	The time information associated to the anomaly, e.g. start and stop timestamp, duration.

	  >> Validity period
	The validity period within the time slot for the analytics in clause 6.1.3.

	  >> Spatial validity
	Area where the analytics applies.

	NOTE 1:	Analytics subset that can be used in "list of analytics subsets that are requested" and "Reporting Thresholds".




Table 6.x.3-2: Abnormal User Plane Traffic prediction 
	Information
	Description

	Time slot entry (1..max)
	List of time slots during the Analytics target period.

	> Time slot start
	Time slot start within the Analytics target period.

	> Duration
	Duration of the time slot.

	> Abnormal User Plane Traffic (1…max) (NOTE 1) 
	Predictions of a list of Abnormal User Plane Traffic Pattern information. 
Max. is the number of the abnormal user plane traffic flows, if applicable.

	  >> Traffic flow identification 
	Identification of the traffic flow, e.g. may include traffic descriptors, application descriptors or identification, IP or NON-IP descriptors, etc.

	  >> Data source
	Identifiers/ information of the traffic source, e.g. IP packet filter(s), IP Protocol (TCP, UDP, etc.), application ID, etc.

	  >> Type of detected anomaly
	Type of the detected anomaly, such as (e.g. malformed, unexpected traffic volume, burst, etc.), malicious (e.g. DDoS).

	  >> Traffic parameters 
	The parameters/ characteristics of abnormal traffic flow, e.g. UL and/or DL volume, data rate or burst size of abnormal traffic.

	  >> UPF ID 
	Optional, the UPF that is handling the abnormal traffic flow. 

	  >> UE ID(s) 
	List of UE(s) that are affected by the abnormal user plane traffic flow, e.g. SUPI, IP address. 

	  >> PDU session(s)
	List of PDU session(s) that are affected by the abnormal user plane traffic flow, e.g. PDU session ID.

	    >>> QFI(s)
	List of QoS Flow(s) are affected by the abnormal user plane traffic flow within the PDU session.

	  >> Time information
	The time information associated to the anomaly, e.g. start and stop timestamp, duration.

	  >> Validity period
	The validity period within the time slot for the analytics in clause 6.1.3.

	  >> Spatial validity
	Area where the analytics applies.

	> Confidence
	Confidence of this prediction.

	NOTE 1:	Analytics subset that can be used in "list of analytics subsets that are requested" and "Reporting Thresholds".





[bookmark: _Toc170188572]6.x.4	Procedures
Figure 6.x.4 shows the procedure for the NWDAF to derive and provide the Abnormal User Plane Traffic Analytics to a consumers, e.g. SMF, PCF, AF, UPF.


Figure 6.x.4-1: Procedure for Abnormal User Plane Traffic Analytics 
1.	The Consumer NF, e.g. SMF, PCF, AF, UPF, requests or subscribes to Abnormal User Plane Traffic Analytics from NWDAF.
-	1a.	if the consumer is SMF, PCF, AF, the consumer requests or subscribes to Abnormal User Plane Traffic Analytics from NWDAF (via NEF in case the consumer NF is an untrusted AF) and provides the input information as specified in clause 6.x.1 to NWDAF.
-	1b.	if the consumer is UPF, the UPF request or subscribes to the Abnormal User Plane Traffic Analytics from NWDAF via SMF. The SMF provides the input information as specified in clause 6.x.1 to NWDAF.
Editor’s Note: the details regarding how the UPF subscribes to the Abnormal User Plane Traffic Analytics via SMF is FFS.
2a.	The NWDAF may subscribe to the service data from 5GC NFs, e.g. SMF, UPF, etc. as defined in clause 6.x.2 by invoking the corresponding NF event exposure service operation, e.g. using Nsmf_EventExposure_Subscribe service operation and/or Nupf_EventExposure_Subscribe service operation (Event ID, parameters related to abnormal traffic, SUPI(s) or Application ID); etc.
If individual UEs are targeted, the NWDAF subscribes at the SMF to obtain related information from the UPF. 
2b.	The NWDAF may subscribe to the service data from AF as defined in Table 6.x-2-1 by invoking Nnef_EventExposure_Subscribe or Naf_EventExposure_Subscribe service (Event ID, Application ID, Event Filter information, Target of Event Reporting) as defined in TS 23.502 [3].
3.	The NWDAF derives the requested analytics on Abnormal User Plane Traffic based on NWDAF internal logic and based on operator policies. 
4.	The NWDAF provides the requested Abnormal User Plane Traffic to the consumer NF, using either Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service operation used in step 1.
	If the consumer UPF request or subscribes to the analytics via SMF, the NWDAF directly sends the analytics outputs to the UPF. 
Editor’s Note: the details regarding how the UPF subscribes to the Abnormal User Plane Traffic Analytics via SMF is FFS.
The SMF as consumer of NWDAF analytics may determine the mitigation actions for example:
-	UPF reselection to distribute the load across UPF instances (as defined in clause 6.3.3 of TS 23.501 [2] and clause 4.3.5 of TS 23.502 [3]).
-	Configuring UPF to enforce the downlink traffic suppression (e.g., selective packet dropping or packet per second limitations) or shape abnormal traffic, to enforce bandwidth limitations. For each observed traffic anomaly that can be reported by the NWDAF, corresponding mitigation actions are configured in the SMF. Then, the SMF provides them to the UPF. The SMF may use actions on non-PDU session level applicable to any PDU session. 
The UPF as consumer of NWDAF analytics may for instance take the following actions upon the detection of the abnormal traffic:
-	Downlink traffic suppression (e.g. selective packet dropping or rate limitations).
-	When the UPF is consumer, the subscription initiation follows the “Subscribe-Notify” as per TS 23.501 [2] clause 7.1.2 (Figure 7.1.2-3). In this case, the SMF subscribes to NWDAF services on the new Analytics ID on abnormal data packets patterns on behalf of the UPF and indicate that reduced output is requested, and the NWDAF can send directly the analytics to the UPF for activation and deactivation of the related rules in the UPF for the abnormal data packet handling, such as enforcing the downlink traffic suppression (e.g., selective packet dropping or packet per second limitations) or adjust the packet processing resources. 
NOTE:	As stated in the architecture assumptions the UPF can detect abnormal traffic. When the abnormal traffic is detected the UPF can take actions to improve user plane performance using existing PDRs, and associated N4 rules such as QER or FAR, this is independent on the use of analytics.
Editor’s note:	Whether and how to configure the UPF with actions from OAM or SMF for abnormal traffic handling will be determined during normative work.
The PCF as consumer of NWDAF analytics may for instance take the following actions upon the detection of the abnormal traffic:
-	Policy creation or update and provisioning to SMF, e.g. executing traffic gating or shaping, enforcing bandwidth parameters (e.g. rate limiting) or adjusting QoS parameters.
The AF (e.g. IoT server) as consumer of NWDAF analytics could take action to correct abnormal traffic.

5-7.	If the consumer NF subscribes to Abnormal User Plane Traffic in step 1, once the NWDAF generates new analytics, it provides notification using Nnwdaf_AnalyticsSubscription_Notify to the Consumer NF.
	If the consumer UPF request or subscribes to the analytics via SMF, the NWDAF directly sends the analytics outputs to the UPF. 


* * *Next Change * * * 
[bookmark: _Toc170188589]7.1	General
Table 7.1-1 illustrates the NWDAF Services.
[bookmark: _CRTable7_11]Table 7.1-1: NF services provided by NWDAF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnwdaf_AnalyticsSubscription
	Subscribe
	Subscribe / Notify
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, LMF

	
	Unsubscribe
	
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, LMF

	
	Notify
	
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, MFAF, LMF, UPF

	
	Transfer
	Request / Response
	NWDAF

	Nnwdaf_AnalyticsInfo
	Request
	Request / Response
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, LMF

	
	ContextTransfer
	Request / Response
	NWDAF

	Nnwdaf_DataManagement
	Subscribe
	Subscribe / Notify
	NWDAF, DCCF

	
	Notify
	
	NWDAF, DCCF, MFAF, ADRF

	
	Fetch
	Request / Response
	NWDAF, DCCF, MFAF, ADRF

	Nnwdaf_MLModelProvision
	Subscribe
	Subscribe / Notify
	NWDAF

	
	Unsubscribe
	
	NWDAF

	
	Notify
	
	NWDAF

	Nnwdaf_MLModelInfo
	Request
	Request / Response
	NWDAF

	Nnwdaf_MLModelMonitor
	Subscribe
	Subscribe / Notify
	NWDAF

	
	Unsubscribe
	
	NWDAF

	
	Notify
	
	NWDAF

	
	Register
	Request / Response
	NWDAF

	
	Request
	
	NWDAF

	Nnwdaf_MLModelTraining
	Subscribe
	Subscribe / Notify
	NWDAF

	
	Unsubscribe
	
	NWDAF

	
	Notify
	
	NWDAF

	Nnwdaf_MLModelTrainingInfo
	Request
	Request / Response
	NWDAF

	Nnwdaf_RoamingAnalytics
	Subscribe
	Subscribe / Notify
	H-RE-NWDAF, V-RE-NWDAF

	
	Unsubscribe
	
	H-RE-NWDAF, V-RE-NWDAF

	
	Notify
	
	H-RE-NWDAF, V-RE-NWDAF

	
	Request
	Request / Response
	H-RE-NWDAF, V-RE-NWDAF

	Nnwdaf_RoamingData
	Subscribe
	Subscribe / Notify
	H-RE-NWDAF, V-RE-NWDAF

	
	Unsubscribe
	
	H-RE-NWDAF, V-RE-NWDAF

	
	Notify
	
	H-RE-NWDAF, V-RE-NWDAF

	NOTE 1:	How OAM consumes Nnwdaf services and which Analytics information is relevant is defined in TS 28.550 [7] Annex H and out of the scope of this TS.
NOTE 2:	How CEF consumes Nnwdaf services and which Analytics information is relevant is defined in TS 28.201 [21] and out of the scope of this TS.
NOTE 3:	The Nnwdaf_MLModelProvision service and the Nnwdaf_MLModelInfo service are provided by an NWDAF containing MTLF and consumed by an NWDAF containing AnLF or provided by an NWDAF containing MTLF supporting FL as a server and consumed by an NWDAF containing MTLF.



Table 7.1-2 shows the analytics information provided by NWDAF service.
[bookmark: _CRTable7_12]Table 7.1-2: Analytics information provided by NWDAF
	Analytics Information
	Request Description
	Response Description

	Slice Load level information
	Analytics ID: load level information
	Load level provided as number of UE registrations and number of PDU sessions for a Network Slice and Network Slice instances as well as resource utilization for Network Slice instances.

	Observed Service experience information
	Analytics ID: Service Experience
	Observed Service experience statistics or predictions may be provided for a Network Slice or an Application. They may be derived from an individual UE, a group of UEs or any UE. For slice service experience, they may be derived from an Application, a set of Applications or all Applications on the Network Slice.

	NF Load information
	Analytics ID: NF load information
	Load statistics or predictions information for specific NF(s).

	Network Performance information
	Analytics ID: Network Performance
	Statistics or predictions on the load in an Area of Interest; in addition, statistics or predictions on the number of UEs that are located in that Area of Interest.

	UE mobility information
	Analytics ID: UE Mobility
	Statistics or predictions on UE mobility. When visited AOI(s) is included in the Analytics Filter information, only statistics on UE mobility can be provided.

	UE Communication information
	Analytics ID: UE Communication
	Statistics or predictions on UE communication.

	Expected UE behavioural parameters
	Analytics ID: UE Mobility and/or UE Communication
	Analytics on UE Mobility and/or UE Communication.

	UE Abnormal behaviour information
	Analytics ID: Abnormal behaviour
	List of observed or expected exceptions, with Exception ID, Exception Level and other information, depending on the observed or expected exceptions.

	End-to-end data volume transfer time
	Analytics ID: E2E data volume transfer time
	Analytics on E2E data volume transfer time.

	User Data Congestion information
	Analytics ID: User Data Congestion
	Statistics or predictions on the user data congestion for transfer over the user plane, for transfer over the control plane, or for both.

	QoS Sustainability
	Analytics ID: QoS Sustainability
	For statistics, the information on the location and the time for the QoS change and the threshold(s) that were crossed; or, for predictions, the information on the location and the time when a potential QoS change may occur and what threshold(s) may be crossed.

	Session Management Congestion Control Experience
	Analytics ID: Session Management Congestion Control Experience
	Statistics on session management congestion control experience for specific DNN and/or S-NSSAI.

	Redundant Transmission Experience
	Analytics ID: Redundant Transmission Experience
	Statistics or predictions aimed at supporting redundant transmission decisions for URLLC services.

	WLAN performance
	Analytics ID: WLAN performance
	Statistics or predictions on WLAN performance of UE.

	Dispersion
	Analytics ID: UE Dispersion
	Statistics or predictions that identify the location (i.e. areas of interest) or network slice(s) where a UE, or a group of UEs disperse their data volume, or disperse mobility or session management transactions or both.

	DN Performance
	Analytics ID: DN Performance
	Statistics or predictions on user plane performance for a specific Edge Computing application.

	PFD Determination
	Analytics ID: PFD Determination
	Statistics on PFD information for a known application identifier(s).

	Movement Behaviour
	Analytics ID: Movement Behaviour
	Statistics or predictions on movement behaviour for an applicable area.

	Location Accuracy
	Analytics ID: Location Accuracy
	Predictions on Location Accuracy.

	Relative Proximity
	Analytics ID: Relative Proximity
	Statistics or predictions on Relative Proximity among UEs.

	PDU Session traffic
	Analytics ID: PDU Session traffic
	Statistics on whether traffic of UEs via one or multiple PDU sessions is according to the information provided by the service consumer.

	Abnormal User Plane Traffic 
	Analytics ID: Abnormal User Plane Traffic 
	Analytics on statistics and predictions on the abnormal user plane traffic.




* * *End of Changes * * * 
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