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**** First Change ****
[bookmark: _Toc216856675]6.24	Abnormal User Plane Traffic Analytics
[bookmark: _CR6_22_1][bookmark: _Toc216856676]6.24.1	General
This clause specifies analytics for abnormal user plane traffic.
The abnormal user plane traffic analytics provides analytics information (statistics or predictions) regarding abnormal user plane traffic. Abnormal user plane traffic refers to traffic patterns that significantly deviate from expected or baseline behavior. This can include, for example, unexpected traffic volume and/or rate, traffic anomalies associated with security threats (such as DDoS), unexpected traffic bursts, unexpected UE wake-up, and an unexpected number of malformed, duplicate, retransmitted or fragmented packets.
The output of the analytics of abnormal user plane traffic is basically statistics or predictions of (observed or predicted) abnormal traffic pattern(s) and associated information (e.g. IP packet filter(s) and/or Application ID(s) as information on the traffic source; UE(s), PDU Session(s) and/or UPF(s) affected on a per observed or predicted abnormal traffic pattern).
The NWDAF provides statistics and/or prediction analytics to consumer NFs, e.g. SMF, PCF, UPF and AF.
The consumer of these analytics indicates in the request or subscription:
-	Analytics ID = "Abnormal User Plane Traffic";
-	Target of Analytics Reporting as defined in clause 6.1.3;
-	An Analytics target period indicates the time period over which the statistics or predictions are requested;
-	Analytics Filter Information optionally including:
-	list of abnormal traffic pattern ID, where each abnormal traffic pattern ID refers to a user plane traffic abnormality of interest, e.g. unexpected traffic volume and/or rate, traffic anomalies associated with security threats (such as DDoS), unexpected traffic bursts, unexpected UE wake-up, and an unexpected number of malformed, duplicate, retransmitted or fragmented packets;
-	Area of interest;
-	Application ID;
-	DNN;
-	S-NSSAI.
[bookmark: _CR6_22_2][bookmark: _Toc216856677]6.24.2	Input data
The NWDAF supporting abnormal user plane traffic analytics shall be able to collect information from UPF, SMF and optionally from AF, OAM and NRF.
NWDAF triggers data collection from UPF (and SMF) to retrieve user plane traffic related parameters and abnormalities. The detailed input data is described in Table 6.24.2-1.

Table 6.24.2-1: Input data
	Information
	Source
	Description

	UE ID (NOTE 1)
	SMF, UPF
	Identifier of the UE (e.g. SUPI)

	UE IP Address
	SMF, UPF
	UE IP address

	S-NSSAI
	SMF, UPF
	Network Slice

	DNN
	SMF, UPF
	Data Network Name

	PDU Session ID
	SMF
	PDU Session identifier

	numSessRep
	SMF
	Number of received Session Report from UPF triggered by DL packet in case of PDU Session is in 5GCM-idle state

	UPF ID
	UPF
	IP address or FQDN of the UPF

	Application ID
	UPF
	Identifies the application

	Traffic Abnormality ID (1..max)
	UPF
	Identifies the traffic abnormality

	Application Traffic Flow Information (1..max) (NOTE 2)
	UPF
	Per Application Traffic flow related information

	   > IP 5-tuple
	UPF
	Identifies a service flow of the UE that uses the application

	   > Start time
	UPF
	Start time of traffic detection for the flow

	   > End time
	UPF
	End time of traffic detection for the flow

	   > UL Data volume
	UPF
	Measured UL data traffic volume for the flow

	   > DL Data volume
	UPF
	Measured DL data traffic volume for the flow

	   > UL Data Rate
	UPF
	Measured UL data rate for the flow

	   > DL Data Rate
	UPF
	Measured DL data rate for the flow

	   > URL list
	UPF
	List of URLs extracted from the inspected user plane packets in the flow

	   > Domain Name list
	UPF
	List of domain names extracted from the inspected user plane packets in the flow

	   > UL Traffic Bursts
	UPF
	Number of detected UL traffic bursts in the flow

	   > DL Traffic Bursts
	UPF
	Number of detected DL traffic bursts in the flow

	   > UL Malformed packets
	UPF
	Number of UL malformed packets in the flow.

	   > DL Malformed packets
	UPF
	Number of DL malformed packets in the flow

	   > UL Duplicate packets
	UPF
	Number of UL duplicate packets in the flow

	   > DL Duplicate packets
	UPF
	Number of DL duplicate packets in the flow

	   > UL Retransmitted packets
	UPF
	Number of UL retransmitted packets in the flow

	   > DL Retransmitted packets
	UPF
	Number of DL retransmitted packets in the flow

	   > UL Fragmented packets
	UPF
	Number of UL fragmented packets in the flow

	   > DL Fragmented packets
	UPF
	Number of DL fragmented packets in the flow

	   > Per flow stats
	UPF
	Statistics e.g. average packet size, average packet inter-arrival, etc

	NOTE 1: 	The event subscription by NWDAF to UPF can target any UE or specific UEs and provides information about targeted traffic abnormalities and associated thresholds. When the NWDAF requests to report traffic abnormalities, then the UPF only reports when the corresponding traffic abnormalities are detected and the associated threshold(s) are exceeded.

NOTE 2:	Application Traffic Flow Information is only reported by UPF for those flows where some abnormality has been detected (e.g. based on thresholds provided by consumer or configured by operator e.g. at UPF). 



NWDAF might also trigger data collection (e.g. from OAM, NRF, UPF) to retrieve information relative to UPF load via existing mechanisms.
NWDAF might also trigger data collection from AF to retrieve traffic characteristics of normal traffic (this can be used by the NWDAF to determine whether the input traffic is abnormal traffic by comparing the characteristics of input traffic with the characteristics of normal traffic). Alternatively, this might be configured by the operator (e.g. in NWDAF).
[bookmark: _Toc216856683]6.24.3	Output Analytics
The abnormal user plane traffic analytics result provided by the NWDAF is defined in Table 6.24.3-1 and Table 6.24.3-2.
Abnormal user plane traffic statistics information is defined in Table 6.24.3-1.
Table 6.24.3-1: Abnormal user plane traffic statistics
	Information
	Description

	Abnormalities (1..max)
	List of observed abnormalities (abnormal user plane traffic)

	  > Abnormal traffic pattern ID
	The identifier of the observed abnormality

	  > Severity level
	Scalar value indicating the severity of the observed abnormality

	  > Trend
	Measured trend (up/down/unknown/stable) of the observed abnormality

	  > S-NSSAI
	Network Slice associated to the observed abnormality

	  > DNN
	Data Network Name associated to the observed abnormality

	  > UE list (1..max)
	List of UEs (SUPIs) affected by the observed abnormality. When the consumer requests the analytics for “any UE”, this information is not present.

	  > Ratio
	Estimated percentage of UEs affected by the observed abnormality within the Target of Analytics Reporting

	  > List of UPF Instance ID
	List of UPFs affected by the observed abnormality

	  > Application traffic info (1..max)
	Application traffic related information associated to the observed abnormality

	   >> Application ID list (0..max)
	(If available) Application ID(s) affected by the observed abnormality

	   >> IP packet filter set (1..max)
	List of IP packet filters (e.g. 3-tuples) affected by the observed abnormality

	  > Time slot information (1..max)
	List of time slots associated to the observed abnormality

	   >> Time slot start
	Time slot start

	   >> Duration
	Duration of the time slot



Abnormal user plane traffic predictions information is defined in Table 6.24.3-2.
Table 6.24.3-2: Abnormal user plane traffic predictions
	Information
	Description

	Abnormalities (1..max)
	List of predicted abnormalities (abnormal user plane traffic)

	  > Abnormal traffic pattern ID
	The identifier of the predicted abnormality

	  > Severity level
	Scalar value indicating the severity of the predicted abnormality

	  > Trend
	Measured trend (up/down/unknown/stable) of the predicted abnormality

	  > S-NSSAI
	Network Slice associated to the predicted abnormality

	  > DNN
	Data Network Name associated to the predicted abnormality

	  > UE list (1..max)
	List of UEs (SUPIs) affected by the predicted abnormality. When the consumer requests the analytics for “any UE”, this information is not present.

	  > Ratio
	Estimated percentage of UEs affected by the predicted abnormality within the Target of Analytics Reporting

	  > List of UPF Instance ID
	List of UPFs affected by the predicted abnormality

	  > Application traffic info (1..max)
	Application traffic related information associated to the predicted abnormality

	   >> Application ID list (0..max)
	(If available) Application ID(s) affected by the predicted abnormality

	   >> IP packet filter set (1..max)
	List of IP packet filters (e.g. 3-tuples) affected by the predicted abnormality

	  > Time slot information (1..max)
	List of time slots associated to the predicted abnormality

	   >> Time slot start
	Time slot start

	   >> Duration
	Duration of the time slot

	  > Confidence
	Confidence of this prediction



Abnormal traffic pattern ID can be unexpected traffic volume and/or rate, traffic anomalies associated with security threats (such as DDoS), unexpected traffic bursts, unexpected UE wake-up, and an unexpected number of malformed, duplicate, retransmitted or fragmented packets, or operator specific abnormal traffic pattern ID(s).
[bookmark: _Toc216856684]6.24.4	Procedures
Figure 6.24.4-1 shows the procedure for deriving and providing the abnormal user plane traffic analytics to a consumer (e.g. SMF).



Figure 6.24.4-1: Procedure for analytics on abnormal user plane traffic
1	Consumer (e.g. PCF, SMF) subscribes to NWDAF analytics on abnormal user plane traffic, by triggering Nnwdaf_AnalyticsSubscription_Subscribe request message including as analytics identifier ("Abnormal User Plane Traffic"), including as analytic filter a list of user plane traffic data abnormalities of interest (abnormal traffic pattern ID) e.g. unexpected traffic volume and/or rate, traffic anomalies associated with security threats (such as DDoS), unexpected traffic bursts, unexpected UE wake-up, and an unexpected number of malformed, duplicate, retransmitted or fragmented packets, the DNN, S-NSSAI and/or Area of Interest, as analytic target a list of SUPIs, a group of SUPIs or any UE, and this either for the traffic of the whole PDU session or for certain application identifier(s).
2	NWDAF triggers data collection, e.g. from SMF to retrieve session parameters, and e.g. from OAM, NRF, UPF to retrieve information relative to UPF load via existing mechanisms.
3	NWDAF triggers data collection from UPF to retrieve user plane traffic parameters and abnormalities, by triggering a Nupf_EventExposure_Subscribe request message, including e.g. as eventType="USER_DATA_ABNORMALITIES", and a list of user plane traffic data abnormalities of interest (traffic abnormality ID), and for each optionally a threshold, e.g. to report only when the percentage of fragmented packets goes over a certain threshold (when the threshold is included it is assumed to be locally configured at NWDAF; when not included, it is assumed the threshold to be locally configured at UPF), and the target SUPI(s) and application identifier(s).
NOTE: To reduce the reporting load from UPF, the NF event consumer (NWDAF) might support the provisioning of the skip reporting instruction information in the subscription request, then the UPF does not send the event reports if they meet the skip reporting instruction, or UPF may bundle event reports of multiple subscriptions in a same Notify request, see TS 29.564.
4	UPF collects data for the above event, specifically the user plane traffic related parameters and abnormalities of interest: metrics or KPIs like volume, data rate, etc and/or packet parameters like 5-tuple(s), SNI(s), domain name(s), etc and/or classification related information, if available, like application identifier(s), traffic burst(s), malformed, duplicate, retransmitted and/or fragmented packets.
5	UPF notifies NWDAF by triggering a Nupf_EventExposure_Notify request message, including the eventType=" USER_DATA_ABNORMALITIES " and the event information, specifically the user plane traffic parameters and abnormalities indicated above (when the corresponding thresholds are surpassed).
6	NWDAF runs analytics based on collected data and derives the analytics result, specifically a list of Abnormal traffic pattern ID corresponding to observed or predicted abnormal user plane traffic, e.g. when the number and/or percentage of fragmented packets is over the threshold, indicating for which UE(s), application identifier(s) and/or server IP addresses it applies to. NWDAF can also determine and indicate to the consumer if and how the abnormal user plane traffic has any impact on the UPF load.
7	NWDAF notifies the analytic consumer by triggering Nnwdaf_AnalyticsSubscription_Notify request message including the analytics identifier ("Abnormal User Plane Traffic") and the analytics result. Based on the analytics result, the consumer can apply actions to improve user plane performance, e.g. to avoid abnormal traffic.
[bookmark: _Toc207704292][bookmark: _Toc214958087][bookmark: _Toc215067467][bookmark: _Toc215067732][bookmark: _Toc215067998][bookmark: _Toc215068264][bookmark: _Toc215468089]Table 6.24.4-1: Example action of the consumer
	Consumer
	Example of actions

	UPF
	-	Downlink traffic suppression (e.g., selective packet dropping or rate limitations). 
-	Adjust the packet processing resources. NOTE 1

	[bookmark: _PERM_MCCTEMPBM_CRPT09790021___2]SMF
	-	UPF reselection to distribute the load across UPF instances
-	Configuring UPF to enforce the downlink traffic suppression (e.g., selective packet dropping or packet per second limitations) or shape abnormal traffic, to enforce bandwidth limitations. For each observed traffic anomaly that can be reported by the NWDAF, corresponding mitigation actions are configured in the SMF. Then, the SMF provides them to the UPF. The SMF may use actions on non-PDU session level applicable to any PDU session, via node rules in a N4 Node level procedure where SMF instructs UPF to apply actions (e.g. block or shape) on data flows that match the provided packet filters. NOTE 2

	PCF
	[bookmark: _PERM_MCCTEMPBM_CRPT09790023___2]-	Policy creation or update and provisioning to SMF, e.g. executing traffic gating or shaping, enforcing bandwidth parameters (e.g. rate limiting) or adjusting QoS parameters.

	AF
	-	Correct abnormal traffic.

	NOTE 1:	When UPF is consumer, the subscription initiation follows the "Subscribe-Notify" as in clause 7.1.2 of TS 23.501 [2] (Figure 7.1.2-3). In this case, the SMF subscribes to NWDAF services on the new Analytics ID on abnormal data packets patterns on behalf of the UPF and indicates that reduced output is requested, and the NWDAF can send directly the analytics to the UPF for activation and deactivation of the related rules in the UPF for the abnormal data packet handling, such as enforcing the downlink traffic suppression (e.g., selective packet dropping or packet per second limitations) or adjust the packet processing resources.UPF will only receive Analytics with reduced Output (i.e. type of abnormal traffic and traffic descriptor). UPF has operator-configured policies corresponding to the types of abnormal traffic, that can be activated for the received traffic descriptor. This does not apply on PDU-session level.

NOTE 2:	Any actions that are provisioned via the node level procedure shall be taken before the normal PDR packet handling.



UPF can detect abnormal traffic. When the abnormal traffic is detected, the UPF can take actions to improve user plane performance using existing PDRs, and associated N4 rules such as QER or FAR, this is independent on the use of analytics. This can be done either by detection of abnormal traffic at UPF with reporting to SMF that results in related N4 rules or directly detection and enforcement of N4 rules at the UPF.
6.24.4.1	Provisioning of N4 rules to take mitigation actions on node level
Figure 6.24.4.1-1 depicts the procedure for the example Use Case of mitigation actions on a per node level basis, which applies to the case when the consumer (i.e. SMF) subscribes/requests the AnalyticsID for any UE, and e.g. when an Abnormal traffic pattern ID is reported with Severity level indicating high severity, and the Ratio (as estimated percentage of UEs affected by the Exception within the Target of Analytics Reporting) is high.
NOTE:	Not depicted in Figure 6.24.4.1-1, but in the case that the consumer (SMF) subscribes/requests the AnalyticsID for a list of SUPIs or for a group of SUPIs, it is assumed the mitigation actions are to be applied on a per individual SUPI basis (not per node), e.g. when an Abnormal traffic pattern ID is reported with Severity level indicating high severity, and for the SUPIs included in the PDU Session list in the analytics output, as such the procedure in clause 6.24.4 applies.


Figure 6.24.4.1-1: Procedure for mitigation actions on a per node level basis
1	Consumer (SMF) subscribes to NWDAF on AnalyticsID related to "Abnormal User Plane Traffic" for any UE. This step corresponds to steps 1-6 in Figure 6.24.4.1-1.
2	NWDAF sends the notification report(s) according to the subscription. The report includes (as analytic output) the Abnormal traffic pattern ID(s) and the (if available) application ID(s) and/or packet filter(s) of the source of the traffic causing the exception(s). This step corresponds to step 7 in Figure 6.24.4-1.
3	Based on analytics output received from NWDAF, SMF decides to trigger mitigation actions towards UPF via a new PFCP per Node procedure.
4	SMF triggers a N4 PFCP Node Traffic Control Request message including the following information as node rules:
-	Application ID/IP Packet Filter Set: Indicates the traffic for which to apply the actions on a per N4 level (i.e. for all UE´s PFCP sessions).
-	Action (drop, throttle, inhibit DLDR): Indicates the action(s) to be applied to the traffic matching the rules above.
5	UE #1 transmits/receives user plane traffic passing through UPF.
6	Based on the information (node rules) received in step 4 above, UPF matches traffic (irrespective of the UE) based on Application ID/IP Packet Filter Set and applies the corresponding action(s):
-	Drop: Block traffic matching Application ID/IP Packet Filter Set.
-	Throttle: Apply bandwidth limitation (e.g. to a pre-configured value in Mbps) to the traffic matching Application ID/IP Packet Filter Set.
-	Inhibit DLDR: When UE is in IDLE mode and receives (DL) traffic matching Application ID/IP Packet Filter Set, UPF does not trigger N4 DLDR notification towards SMF, thus avoiding waking up UE unnecessarily (due to abnormal traffic).
7	UE #2 transmits/receives user plane traffic passing through UPF.
8	Based on the information received in step 4 above (node rules), UPF matches traffic (irrespective of the UE) against the node rules based on Application ID/IP Packet Filter Set Traffic and applies the corresponding action(s), same as above.
Finally, another alternative of this solution when no NWDAF is deployed, the cNF (i.e. SMF) can directly subscribe to Nupf_EventExposure (i.e. steps 3 to 5 in the sequence diagram in Figure 6.24.4-1) with the event extensions proposed. The thresholds are set to differentiate data flows with abnormal behaviour(s), and cNF can take actions to mitigate the impact of abnormal traffic based on UPF reporting. Alternatively, when the UPF has the N4 rules to be applied to mitigate the abnormal traffic, actions can be taken locally at UPF without reporting to SMF.
**** End of First Change ****
**** Second Change ****
[bookmark: _Toc216856685]7	Nnwdaf Services Description
[bookmark: _CR7_1][bookmark: _Toc216856686]7.1	General
Table 7.1-1 illustrates the NWDAF Services.
[bookmark: _CRTable7_11]Table 7.1-1: NF services provided by NWDAF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnwdaf_AnalyticsSubscription
	Subscribe
	Subscribe / Notify
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, LMF, NRF, SCP, ADRF

	
	Unsubscribe
	
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, LMF, NRF, SCP, ADRF

	
	Notify
	
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, MFAF, LMF, NRF, SCP, ADRF

	
	Transfer
	Request / Response
	NWDAF

	Nnwdaf_AnalyticsInfo
	Request
	Request / Response
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF, NWDAF, DCCF, LMF, NRF, SCP, ADRF

	
	ContextTransfer
	Request / Response
	NWDAF

	Nnwdaf_DataManagement
	Subscribe
	Subscribe / Notify
	NWDAF, DCCF

	
	Notify
	
	NWDAF, DCCF, MFAF, ADRF

	
	Fetch
	Request / Response
	NWDAF, DCCF, MFAF, ADRF

	Nnwdaf_MLModelProvision
	Subscribe
	Subscribe / Notify
	NWDAF, LMF

	
	Unsubscribe
	
	NWDAF, LMF

	
	Notify
	
	NWDAF, LMF

	Nnwdaf_MLModelInfo
	Request
	Request / Response
	NWDAF, LMF

	Nnwdaf_MLModelMonitor
	Subscribe
	Subscribe / Notify
	NWDAF

	
	Unsubscribe
	
	NWDAF

	
	Notify
	
	NWDAF

	
	Register
	Request / Response
	NWDAF

	
	Deregister
	
	NWDAF

	Nnwdaf_MLModelTraining
	Subscribe
	Subscribe / Notify
	NWDAF

	
	Unsubscribe
	
	NWDAF

	
	Notify
	
	NWDAF

	Nnwdaf_MLModelTrainingInfo
	Request
	Request / Response
	NWDAF

	Nnwdaf_RoamingAnalytics
	Subscribe
	Subscribe / Notify
	H-RE-NWDAF, V-RE-NWDAF

	
	Unsubscribe
	
	H-RE-NWDAF, V-RE-NWDAF

	
	Notify
	
	H-RE-NWDAF, V-RE-NWDAF

	
	Request
	Request / Response
	H-RE-NWDAF, V-RE-NWDAF

	Nnwdaf_RoamingData
	Subscribe
	Subscribe / Notify
	H-RE-NWDAF, V-RE-NWDAF

	
	Unsubscribe
	
	H-RE-NWDAF, V-RE-NWDAF

	
	Notify
	
	H-RE-NWDAF, V-RE-NWDAF

	Nnwdaf_VFLTraining
	Subscribe
	Subscribe / Notify
	NWDAF, AF, NEF

	
	Unsubscribe
	
	NWDAF, AF, NEF

	
	Notify
	
	NWDAF, AF, NEF

	
	Request
	Request / Response
	NWDAF, AF, NEF

	Nnwdaf_VFLInference
	Subscribe
	Subscribe / Notify
	NWDAF, AF, NEF

	
	Unsubscribe
	
	NWDAF, AF, NEF

	
	Notify
	
	NWDAF, AF, NEF

	
	Request
	Request / Response
	NWDAF, AF, NEF

	NOTE 1:	How OAM consumes Nnwdaf services and which Analytics information is relevant is defined in TS 28.550 [7] Annex H and out of the scope of this TS.
NOTE 2:	How CEF consumes Nnwdaf services and which Analytics information is relevant is defined in TS 28.201 [21] and out of the scope of this TS.
NOTE 3:	The Nnwdaf_MLModelProvision service and the Nnwdaf_MLModelInfo service are provided by an NWDAF containing MTLF and consumed by an NWDAF containing AnLF or LMF. The services are also provided by an NWDAF containing MTLF supporting FL as a server and consumed by an NWDAF containing MTLF.



Table 7.1-2 shows the analytics information provided by NWDAF service.
[bookmark: _CRTable7_12]Table 7.1-2: Analytics information provided by NWDAF
	Analytics Information
	Request Description
	Response Description

	Slice Load level information
	Analytics ID: load level information
	Load level provided as number of UE registrations and number of PDU sessions for a Network Slice and Network Slice instances as well as resource utilization for Network Slice instances.

	Observed Service experience information
	Analytics ID: Service Experience
	Observed Service experience statistics or predictions may be provided for a Network Slice or an Application. They may be derived from an individual UE, a group of UEs or any UE. For slice service experience, they may be derived from an Application, a set of Applications or all Applications on the Network Slice.

	NF Load information
	Analytics ID: NF load information
	Load statistics or predictions information for specific NF(s).

	Network Performance information
	Analytics ID: Network Performance
	Statistics or predictions on the load in an Area of Interest; in addition, statistics or predictions on the number of UEs that are located in that Area of Interest.

	UE mobility information
	Analytics ID: UE Mobility
	Statistics or predictions on UE mobility. When visited AOI(s) is included in the Analytics Filter information, only statistics on UE mobility can be provided.

	UE Communication information
	Analytics ID: UE Communication
	Statistics or predictions on UE communication.

	Expected UE behavioural parameters
	Analytics ID: UE Mobility and/or UE Communication
	Analytics on UE Mobility and/or UE Communication.

	UE Abnormal behaviour information
	Analytics ID: Abnormal behaviour
	List of observed or expected exceptions, with Exception ID, Exception Level and other information, depending on the observed or expected exceptions.

	End-to-end data volume transfer time
	Analytics ID: E2E data volume transfer time
	Analytics on E2E data volume transfer time.

	User Data Congestion information
	Analytics ID: User Data Congestion
	Statistics or predictions on the user data congestion for transfer over the user plane, for transfer over the control plane, or for both.

	QoS Sustainability
	Analytics ID: QoS Sustainability
	For statistics, the information on the location and the time for the QoS change and the threshold(s) that were crossed; or, for predictions, the information on the location and the time when a potential QoS change may occur and what threshold(s) may be crossed.

	Session Management Congestion Control Experience
	Analytics ID: Session Management Congestion Control Experience
	Statistics on session management congestion control experience for specific DNN and/or S-NSSAI.

	Redundant Transmission Experience
	Analytics ID: Redundant Transmission Experience
	Statistics or predictions aimed at supporting redundant transmission decisions for URLLC services.

	WLAN performance
	Analytics ID: WLAN performance
	Statistics or predictions on WLAN performance of UE.

	Dispersion
	Analytics ID: UE Dispersion
	Statistics or predictions that identify the location (i.e. areas of interest) or network slice(s) where a UE, or a group of UEs disperse their data volume, or disperse mobility or session management transactions or both.

	DN Performance
	Analytics ID: DN Performance
	Statistics or predictions on user plane performance for a specific Edge Computing application.

	PFD Determination
	Analytics ID: PFD Determination
	Statistics on PFD information for a known application identifier(s).

	Movement Behaviour
	Analytics ID: Movement Behaviour
	Statistics or predictions on movement behaviour for an applicable area.

	Location Accuracy
	Analytics ID: Location Accuracy
	Predictions on Location Accuracy.

	Relative Proximity
	Analytics ID: Relative Proximity
	Statistics or predictions on Relative Proximity among UEs.

	PDU Session traffic
	Analytics ID: PDU Session traffic
	Statistics on whether traffic of UEs via one or multiple PDU sessions is according to the information provided by the service consumer.

	Signalling Storm
	Analytics ID: Signalling storm
	Statistics or predictions for signalling storm mitigation or prevention.

	QoS and Policy Assistance
	Analytics ID: QoS and Policy Assistance
	Analytics on predicted QoE for QoS parameter set(s) and candidate QoS parameter sets associated to the corresponding predicted QoE.

	Abnormal User Plane Traffic
	Analytics ID: Abnormal User Plane Traffic
	Statistics or predictions on abnormal user plane traffic



**** End of Changes ****
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