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Abstract: This paper proposes the use of MASQUE over QUIC within non-3GPP untrusted and trusted accesses (i.e., N3IWF and TNGF) alleviating the use of EAP-5G and IPSec.  
1. Introduction
This pCR proposes a solution for KI#2.2: Simplified ATSSS architecture over non-3GPP.
2. Proposal
This contribution proposes to include Solution #Z in TR 23.700-54 clause 6.2.Y with the associated updates to clause 2 and Table 6.0-2.
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6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of DualSteer Solutions to Key Issues
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Table 6.0-2: Mapping of ATSSS_Ph4 Solutions to Key Issues
	
	Key Issues for ATSSS_Ph4

	Solution#
	<Key Issue #2.1>
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	#2.Z Implementing MASQUE for non-3GPP networks (i.e., eN3IWF/eTNGF)
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Start of 3rd changes (all new text)
6.2	Solutions for ATSSS_Ph4
[bookmark: _Toc155268363]6.2.Y	Solution #Z: ATSSS architectures over non-3GPP access, alleviating the use of EAP-5G and IPsec by leveraging MASQUE over QUIC
[bookmark: _Toc155268364]6.2.Y.1	Description
[bookmark: _Toc155268365]6.2.Y.1.1	General
ATSSS requires gateway functions on the non-3GPP access such as an TNGF and N3IWF to function properly.  Reference architectures utilizing TNGF and N3IWF can be found in TS23.501 [3] clause 4.2.8.2 Figures 4.2.8.2.1-1 & 4.2.8.2.1-2.  
MASQUE (Multiplexed Application Substrate over QUIC Encryption) was introduced in 3GPP R18 as part of ATSSS higher layer steering functionality called MPQUIC Functionality for UDP traffic.  As proposed by others (i.e., S2-2306574, slide 5) during R19 SID proposals, there is an opportunity for 5GS to generalize the usage of MASQUE that has been introduced for ATSSS in Release 18.
CONNECT-UDP[6] and CONNECT-IP[7] was developed by the IETF MASQUE working group (https://datatracker.ietf.org/wg/masque/about/).  The primary goal of the IETF MASQUE working group is to develop mechanism(s) that allow configuring and concurrently running multiple proxied stream- and datagram-based flows inside an HTTP connection.  The IETF MASQUE group has specified CONNECT-UDP[6] and CONNECT-IP[7], collectively known as MASQUE, to enable this functionality. 
· MASQUE leverages the HTTP request/response semantics, multiplexes flow over streams, uses a unified congestion controller, encrypts flow metadata, and enables unreliable delivery suitable for UDP and IP-based applications.
· Exercising the extension points defined by CONNECT-UDP[6] and CONNECT-IP[7] helps to make it easier to support new use cases or accommodate changes in the environment in which these protocols are deployed. 
Proxying enables endpoints to communicate when end-to-end connectivity is not possible or to apply additional encryption where desirable.  Throughout the remainder of this clause the use of MASQUE-xxx is equivalent to CONNECT-UDP[6], CONNECT-IP[7], or CONNECT-xxx where xxx could be GRE or possibly EAP-5G or NAS.  GRE is considered in all the solutions described below.
Figure 6.2.Y.1.1-1 is an illustration of how a UE might manage one logical QUIC connection to an enhanced interworking function (i.e., eN3IWF or eTNGF where HTTP/3 & QUIC are implemented within an N3IWF or TNGF) identified by QUIC Connection IDs within a single peer-to-peer QUIC connection.  All the logical QUIC connections share a common TLS based security association. There is a QUIC connection between UE and the eN3IWF/eTNGF using a pre-defined Connection ID range that allows routing CP information to the AMF and SMF and an independent pre-defined Connection ID range allowing routing UP information to the UPF. 
[image: ]
Figure 6.2.Y.1.1-1 UE and enhanced N3IWF/TNGF with MASQUE support (UE utilizing one logical QUIC connection).
The subsequent clauses describe a solution that leverages the use of MASQUE over QUIC, that modifies the current N3IWF or TNGF (i.e., eN3IWF or eTNGF) to lower the entry-bar for ATSSS realization. Clauses 6.2.Y.1.3 and 6.2.Y.1.4 depict potential realizations of this solution.
For each of these solutions, a mechanism to distinguish between control plan and user plane traffic within QUIC is also needed.  Clause 6.2.Y.1.2 propose 2 options.  
Editor’s note: The AMF and UPF addresses are not visible to the UE, so the use of “target_host” and “target_port” variables (in the URI Template of the request message to the MASQUE/QUIC Proxy) for routing CP and UP traffic to AMF and UPF, respectively, is FFS.  
6.2.Y.1.2	Distinguishing Control Plane and User Plane traffic in QUIC
In QUIC, a single logical connection can have more than one Connection ID. Hence, when employing a QUIC-based architecture as proposed, two different options are provided:
A. Each significant communication leg (e.g., control plane carrying NAS (N1/N2) signalling, PDU Session#1, PDU Session#2, etc.) uses its own set of Connection IDs. Not illustrated explicitly in Figure 6.2.Y.1.2-1, but each significant communication leg (e.g., PDU Session#1) may also employ multiple Connection IDs based on additional criteria such as QFIs.   [image: ]
Figure 6.2.Y.1.2-1 QUIC Connection ID grouping for CP & UP signalling. 
B. All significant communications (e.g., control plane carrying NAS (N1/N2) signalling, PDU Session#1, PDU Session#2 etc.) use a single connection indicated by a set of Connection IDs. This would require an additional “application-level” header to allow the UE, eN3IWF, and eTNGF to distinguish the appropriate treatment to be provided to the type of data being carried in the QUIC payload. Figure 6.2.Y.1.2-2 illustrates QUIC with an “application-level” header to distinguish between control plane and user plane signalling.

A 2-bit header with following values is proposed:
a. 00 – Control (i.e., control plane) signalling
b. 01- Data (i.e., user plane) signalling
c. 10 – Reserved 
d. 11 - Reserved
   [image: ]Figure 6.2.Y.1.2-2 QUIC with Application-Level Header for CP & UP signalling. 

6.2.Y.1.3	Implementing MASQUE for untrusted non-3GPP networks
In up to 3GPP Rel-18 architecture, IKEv2 is used to establish a secure CP between UE and N3IWF connection via IPsec. The security credentials used to establish IPsec SAs are tied into EAP-5G protocol between UE and the Network (N3IWF, AMF, AUSF). Upon establishment of a secure transport link (secured via IPsec SAs per above), NAS signalling can be tunnelled between UE and AMF via N3IWF. 
Each PDU session receives its own pair of IPsec SAs (TS23.502[4] clause 4.12.5) which are different to the IPsec SAs used to carry N1& N2 signalling. 
In this solution, transport protocol stacks for control-plane (CP) and user-plane (UP) implementation are replaced with HTTP/3 and MASQUE over QUIC. NAS encapsulation via EAP-5G is replaced with NAS encapsulation inside GRE. EAP-5G messages are transferred as part of the NAS encapsulation inside GRE, which shall support all EAP-5G message formats as defined in TS24.502[a] clause 9.3.2.
GRE is a protocol designed for tunnelling of a network layer protocol over another network layer protocol and in 3GPP GRE is primarily used to carry the PDUs between UE and non-3GPP access (i.e., N3IWF and TNGF) which also includes the QFI value and the RQI indicator for reflective QoS in the GRE header for each PDU.  The proposed solutions extend GRE to also carry EAP-5G and NAS packets which may require additional extensions to the GRE header.
[bookmark: _Toc143005666][bookmark: _Toc144971916][bookmark: _Toc143005667][bookmark: _Toc144971917]For CP traffic, Initial Establishment: 
The use of IKEv2 + IPsec is replaced by QUIC which provides built-in transport layer security. The credentials used to establish QUIC connection between UE and N3IWF can either be UICC-based or certificates.
a. In the case of former, a new Key Derivation Function (KDF) will be required which can take AKA derivative keys (as received from AUSF, AMF) and modify QUIC’s TLS security layer to ingest the keys. 
b. In case of the latter, the two main issues to satisfy are: 
a. How to get certificates (to be used for QUIC authentication) to UE and eN3IWF, where multiple solutions can exist:
i. The PLMN operator issues client-certificate to each UE and eN3IWF using many of the existing X.509 certificate creation and distributions mechanism (e.g., via provisioning OA&M).
ii. A protocol such as ACME is employed.
b. How to link credentialing process with AKA to that of QUIC? This is illustrated in Figure 6.2.Y.2-1.
UICC-credentials (via EAP-5G) or certificate (via EAP-TLS or EAP-TTLS) are carried over MASQUE instead of over IKEv2 when executing authentication and authorization procedure between UE and Core Network (N3IWF, AMF, AUSF).  This is illustrated in clause 6.2.Y.2, Figure 6.2.Y.2-1.
For reference, TS23.501[3] Figure 8.2.4-1 illustrate control plane before the signalling IPsec SA is established between UE and N3IWF.
[image: ] 
Figure 6.2.Y.1.3-1 illustrates NAS payload being carried over GRE which is then tunnelled inside of MASQUE.  
[image: ]
Figure 6.2.Y.1.3-1 QUIC Connection carrying NAS (N1/N2) payload over GRE in a non-3GPP untrusted access.
[bookmark: _Toc143005668][bookmark: _Toc144971918]Subsequent communication:
NAS can be carried over IP (which takes care of fragmentation) which can be tunnelled inside MASQUE over secure QUIC transport established upon successful completion of initial establishment, which is illustrated in Figure 6.2.Y.1.3-2.
[image: ]
Figure 6.2.Y.1.3-2 QUIC Connection carrying NAS (N1/N2) payload over IP in a non-3GPP untrusted access.
[bookmark: _Toc143005669][bookmark: _Toc144971919]Session Management related signalling:
Any N1- procedures other than initial registration will utilize the secure QUIC transport connection established above. This includes setup, teardown, and modification of PDU session(s). As only the underlying transport protocol changes, the procedures would be similar to TS23.502[4] clause 4.12.5-1 except for when option B is employed; in which case a new header will be appended to the application payload.
[bookmark: _Toc143005670][bookmark: _Toc144971920]For UP traffic:
UP link is established using appropriate NAS signalling in PDU session establishment procedure. In up to 3GPP Rel-18 architecture, UE encapsulates PDU payload inside a GRE tunnel over IPsec tunnel mode. The IPsec SAs used to establish this secure link are derived using the same authentication procedure mentioned above. 
For reference, TS23.501[3] Figure 8.3.2-1 illustrate User Plane via N3IWF.
[image: ]
As proposed for the CP stack, the following changes are applied to the UP stack and illustrated in Figure 6.2.Y.1.3-3:
a. IPsec layer is replaceable via QUIC.
b. Tunnelling of PDU payload over GRE can be done via MASQUE over QUIC.

 [image: ]
Figure 6.2.Y.1.3-3 QUIC Connection carrying PDU payload over GRE.
6.2.Y.1.4	Implementing MASQUE for trusted non-3GPP networks
The concept of employing MASQUE to remove the entry barrier for untrusted non-3GPP networks also applies to trusted non-3GPP networks. Employing GRE to transport upper-layer protocols may allow further harmonization of protocol stacks (and therefore capabilities) of untrusted and trusted non-3GPP networks.
It is worth noting that for TNGF deployments, IPsec SAs over the NWt interface apply NULL encryption for both CP and UP to avoid double encryption since the link layer is trusted.  QUIC (i.e., TLS1.3) currently does not support Null encryption.
[bookmark: _Toc143005675][bookmark: _Toc144971927][bookmark: _Toc143005676][bookmark: _Toc144971928]For CP traffic, Initial communication:
For reference, TS23.501[3] Figure 8.2.5-1 illustrates Control Plane before the NWt connection (i.e., connection between TNAP and TNGF) is established between UE and TNGF.
[image: ]
The above stack is leveraged and unchanged, for initial communication as well as the Registration Procedures 0 through 12 of TS23.502[4] Figure 4.12a.2.2-1 as illustrated in clause 6.2.Y.2.
Procedures 13 through 21 utilize the stack diagram of Figure 6.2.Y.1.4-1 once the QUIC connection is established as illustrated in clause 6.2.Y.2.
 [image: ]
Figure 6.2.Y.1.4-1 QUIC Connection carrying NAS (N1/N2) payload over GRE in a non-3GPP trusted access.
[bookmark: _Toc143005677][bookmark: _Toc144971929]Subsequent communication:
Subsequent communication is similar to clause 6.2.Y.1.3 with the non-3GPP AN and eN3IWF replaced with TNAP and eTNGF, respectively.
For reference, TS23.501[3] Figure 8.2.5-2 illustrates Control Plane after the NWt connection (i.e., connection between TNAP and TNGF) is established between UE and TNGF.
[image: ]
Figure 6.2.Y.1.4-2 protocol stack diagram is similar to the diagram in clause 6.2.Y.1.3 where the non-3GPP AN is replaced with TNAP and the eN3IWF is replaced with eTNGF.
[image: ]
Figure 6.2.Y.1.4-2 QUIC Connection carrying NAS (N1/N2) payload over IP in a non-3GPP trusted access.
[bookmark: _Toc143005678][bookmark: _Toc144971930]For UP traffic:
UP traffic is similar to clause 6.2.Y.1.3 with the non-3GPP AN and eN3IWF replaced with TNAP and eTNGF, respectively.
For reference, 3GPP R18 TS23.501[3] Figure 8.3.2-1 illustrates User Plane via TNGF.
[image: ]
The protocol stack for UP communication is similar to clause 6.2.Y.1.3 with the non-3GPP AN replaced with TNAP and the eN3IWF is replaced with eTNGF.  
[image: ]
Figure 6.2.Y.1.4-3 QUIC Connection carrying PDU payload over GRE.
6.2.Y.2	Procedures
The signal flow diagram in Figure 6.2.Y.2-1 illustrates how the initial QUIC connection between the UE and eN3IWF is setup and then existing registration procedures are leveraged with the modification that IKEv2 and IPsec messages between UE and eN3IWF are replaced with QUIC messages.  This solution assumes that the PLM operator provisions valid certificates UE_cert and N3IWF_cert in the UE and eN3IWF, respectively.
[bookmark: _Toc155268366][image: ]
Figure 6.2.Y.2-1 modified Registration Procedures for untrusted utilizing QUIC. 
The QUIC Initial Connection Setup process is performed once address validation exchange are complete.  A cryptographic handshake is used to agree on cryptographic keys as described in RFC9000[12] Section 7.1.
1. UE sends a QUIC packet of type Initial with packet number 0 (i.e., Initial[0]) containing a CRYPTO frame carrying ClientHello with key_share (i.e., CRYPTO[CH{key_share}]).  This is similar functionality as performed in TS23.502 Figure 4.12.2.2-1 steps 2 and 3, assuming the UE is provisioned with the N3IWF root certificate.
2. eN3IWF sends a QUIC packet of type Initial with packet number 0 (i.e., Initial[0]) containing a CRYPTO frame carrying ServerHello with key_share (i.e., CRYPTO[SH{key_share}] and an ACK[0] frame. This is similar functionality as performed in TS23.502 Figure 4.12.2.2-1 step 4, assuming the UE is provisioned with the N3IWF root certificate.
3. eN3IWF sends a QUIC packet of type Handshake containing a CRYPTO frame carrying EE (Encryption Extension), CERT (Certificate), CV (Certificate Verify), and FIN (Finish) (i.e., CRYPTO[EE, CERT, CV, FIN]).
4. UE sends a QUIC packet of type Initial with packet number 1 (i.e., Initial[1]) containing an ACK[0] frame.
5. UE sends a QUIC packet of type Handshake containing a CRYPTO frame carrying FIN and an ACK[0] frame.
6. UE sends a QUIC packet of type CONN with packet number 1 (i.e., CONN[1](Enc)) containing encapsulated 5G-NAS payload within a GRE packet.  This is similar functionality as performed in TS23.502[4] Figure 4.12.2.2-1 step 5, where the UE sends EAP-Response/5G-NAS packet that contains the Access Network parameters (AN parameters) and a Registration Request message.
7. eN3IWF sends a QUIC packet of type Handshake containing an ACK[0] frame.
8. eN3IWF sends a QUIC packet of type CONN with packet number 1 (i.e., CONN[1](Enc)) containing encapsulated 5G-NAS payload within a GRE packet.  This is similar functionality as performed in TS23.502[4] Figure 4.12.2.2-1 step 7b, where the UE sends EAP-Response/5G-NAS packet that contains the Access Network parameters (AN parameters) and a Registration Request message.
The signal flow diagram in Figure 6.2.Y.2-2 illustrates how a QUIC connection and Connection IDs (i.e., using both option A and option B for distinguishing control plane and user plane traffic) are used to transfer CP and UP messages between the UE and eN3IWF for use during PDU Session Establishment procedures.
[image: ]Figure 6.2.Y.2-2 modified PDU Session Establishment Procedures for untrusted utilizing QUIC.
PDU Session Establishment procedures as described in TS23.502[4] clause 4.12.5 are performed using QUIC Connection packets, where for option A Connection IDs are used to indicate CP or UP traffic and for option B a new IE “3GPP Payload type” is used to indicate CP or UP traffic. QUIC Connection IDs are also used to replace IPsec Child SAs, where each Connection ID contains(a) the QFI(s) associated with the Connection ID, (b) the identity of the PDU Session associated with this Connection ID, (c) optionally, a DSCP value associated with the Connection ID, (d) optionally a Default Connection ID indication and (e) optionally, the Additional QoS Information specified in TS23.502[4] clause 4.12a.5.  Additional Connection IDs are used, each one associated with one or more QFI(s), optionally with a DSCP value, with a UP_IP_ADDRESS and optionally with the Additional QoS Information specified in TS23.502[4] clause 4.12a.5.
The signal flow diagram in Figure 6.2.Y.2-3 illustrates how the initial QUIC connection between the UE and eTNGF is setup and then existing registration procedures are leveraged with the modification that IKEv2 and IPsec messages between UE and eTNGF are replaced with QUIC messages.  This solution assumes that the PLMN operator provisions a valid certificate UE_cert in the UE.
[image: ]Figure 6.2.Y.2-3 modified Registration Procedures for trusted utilizing QUIC.
The QUIC Initial Connection Setup process is performed once address validation exchange are complete.  The exact same steps as in Figure 6.2.Y.2-1 are performed for trusted, by replacing Untrusted non-3GPP Access Network and eN3IWF nodes with TNAP and eTNGF nodes, respectively.
6.2.Y.3	Impacts on services, entities, and interfaces 
UPF:
· Support MASQUE proxy functionality (i.e., HTPP/3 w/ CONNECT-GRE and CONNECT-IP + QUIC)
N3IWF:
· An enhanced N3IWF (e.g. eN3IWF), which removes EAP-5G, IKEv2, and IPsec protocol layers and adds MASQUE proxy functionality (i.e., HTPP/3 w/ CONNECT-GRE and CONNECT-IP + QUIC)
TNGF:
· An enhanced TNGF (e.g., eTNGF), which removes EAP-5G, IKEv2, and IPsec protocol layers and adds MASQUE proxy functionality (i.e., HTPP/3 w/ CONNECT-GRE and CONNECT-IP + QUIC)
UE:
· Support MASQUE proxy functionality (i.e., HTPP/3 w/ CONNECT-GRE and CONNECT-IP + QUIC)
[bookmark: _Hlk157117274]
Editor’s Note:  Whether or not separate policy controls are required for a new/enhanced N3IWF/TNGF is FFS. 
NOTE:   CONNECT-GRE is currently not defined by IETF MASQUE working group.
NOTE:  Coordination with SA3 due to replacing EAP-5G, IKEv2, & IPsec with QUIC/TLS1.3.
End of changes
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Steps 6a through 18 of TS23502 clause 4.12.2.2.-1 with modification that IKEv2, IPsec messages between UE and N3IWF are replaced with encrypted QUIC messages



QUIC Initial Connection Setup



Registration Procedure for untrusted non-3GPP access (modified Figure 4.12.2.2.-1)



UE AUSFUntrusted non-3GPP 
Access Network



1. QUIC Initial[0]: CRYPTO[CH{key_share}]



PLMN operator provisions a valid certificate (UE_cert)



Step 1a & 1b of TS23.502 Clause 4.12.2.2-1



2. QUIC Initial[0]: CRYPTO[SH{key_share}}, ACK[0]



3. QUIC Handshake[0]: CRYPTO[EE, CERT, CV, FIN]



4. QUIC Initial [1]: ACK[0]



5. QUIC Handshake[0]: CRYPTO[FIN], ACK[0]



6. QUIC CONN[1](Enc): (GRE/NAS payload), ACK[0]



AMFeN3IWF



PLMN operator provisions a valid certificate (N3IWF_cert)



7. Handshake[1]: ACK[0]



8. QUIC CONN[1](Enc): HANDSHAKE_DONE, (GRE/NAS payload), ACK[0]










Steps 6a through 18 of TS23502 clause 4.12.2.2.-1 with modification that IKEv2, IPsec messages between UE and N3IWF are replacedwith encrypted QUIC messages

QUIC Initial Connection Setup

Registration Procedure for untrusted non-3GPP access (modified Figure 4.12.2.2.-1)
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Option B



Option A



PDU Session Establishment Procedure for untrusted non-3GPP access (modified Figure 4.12.5-1)
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Steps 2a through 6 of TS23502 clause 4.12.5.-1 with modification that IKEv2, IPsec messages between UE and N3IWF are replaced with encrypted QUIC messages



Steps 2a through 6 of TS23502 clause 4.12.5.-1 with modification that IKEv2, IPsec messages between UE and N3IWF are replaced with encrypted QUIC messages



QUIC CONN[X](Enc): (3GPP Payload type[01], First Uplink Data) First Uplink Data



Steps 7 through 8b of TS23502 clause 4.12.5.-1



QUIC CONN[X](Enc): (3GPP Payload type[01], First Downlink Data) First Downlink Data



Steps 7 through 8b of TS23502 clause 4.12.5.-1



QUIC CONN[X, Connection ID N+1](Enc): (First Downlink Data) First Downlink Data



QUIC CONN[X, Connection ID N](Enc): (First Uplink Data) First Uplink Data
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Steps 2a through 6 of TS23502 clause 4.12.5.-1 with modification that IKEv2, IPsec messages between UE and N3IWF are replaced with encrypted QUIC messages
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Steps 13 of TS23.502 clause 4.12a.2.2.-1 with modification that IKEv2, IPsec messages between UE and TNGF are replaced with encrypted QUIC messages
Steps 14 through 21 of TS23.502 clause 4.12a.2.2.-1



Registration Procedure for trusted non-3GPP access (modified Figure 4.12a.2.2.-1)



UE AUSFAMFeTNGFTNAP



Trusted Non-3GPP Access Network (eTNAN)



QUIC Initial Connection Setup



1. QUIC Initial[0]: CRYPTO[CH{key_share}]



2. QUIC Initial[0]: CRYPTO[SH{key_share}}, ACK[0]



3. QUIC Handshake[0]: CRYPTO[EE, CERT, CV, FIN]



4. QUIC Initial [1]: ACK[0]



5. QUIC Handshake[0]: CRYPTO[FIN], ACK[0]



6. QUIC CONN[1](Enc): (GRE/NAS payload), ACK[0]



7. Handshake[1]: ACK[0]



8. QUIC CONN[1](Enc): HANDSHAKE_DONE, (GRE/NAS payload), ACK[0]



PLMN operator provisions a valid certificate (UE_cert)



Step 0 through 12 of TS23.502 Clause 4.12a.2.2-1










Steps 13 of TS23.502 clause 4.12a.2.2.-1 with modification that IKEv2, IPsec messages between UE and TNGF are replaced with encrypted QUIC messages

Steps 14 through 21 of TS23.502 clause 4.12a.2.2.-1

Registration Procedure for trusted non-3GPP access (modified Figure 4.12a.2.2.-1)
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8. QUIC CONN[1](Enc): HANDSHAKE_DONE, (GRE/NAS payload), ACK[0]

PLMN operator provisions a valid certificate (UE_cert)

Step 0 through 12 of TS23.502 Clause 4.12a.2.2-1


