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1. Introduction
In Rel-17, SA2 introduced the NEF Nnef_UEId service for getting a UE identifier from a GPSI or UE address or External Group Identifiers. The main motivation for this service was SA6 requirement to enable exposure of network services to AF (e.g. EAS/EES) using a static identifier, when only an IP address of the UE is known. Based on SA3 guidance [1][2], the exposed identifier was defined as an AF specific UE Identifier in the form of an External Identifier. This AF specific UE identifier could be used to invoke other NEF services. In Rel-18 the service was extended to handle external NAT-ed IP Addresses as input.    
2. Discussion
In SA2#158, SA2 started discussing the CRs allowing GPSI in the form of MSISDN to be exposed through NEF UEId service [3]. Initial proposal in the CR was to allow exposure of MSISDN to trusted AF to which the MNO has a service level agreement [4]. An LS was sent to SA3 [5] which highlighted the GSMA Operator Platform use case where MSISDN can be exposed as part of UEId Service and GSMA OP would further expose anonymized identifier towards application providers.   

	It has been brought to SA2’s attention that there are use cases where this restriction may not be necessary or desired i.e. when the AF can be trusted to manage user ID privacy and security. The GSMA OPG Operator Platform is an example of a use case where the MSISDN can be exposed from the NEF to the Operator Platform (acting as trusted AF). In this case the Operator Platform northbound API (NBI) towards application providers may use IP addresses or anonymised User IDs to identify the users.



In SA2#160-ah, the CRs [6][7] revised the conditions for exposure of MSISDN and subsequently the question to SA3 was modified as in [8] 

	[bookmark: _Hlk157209451][bookmark: _Hlk157209399]While waiting for a response from SA3, SA2 started to work on CRs that allows MSISDN exposure in very limited cases as described in in the attached draft 23.502CR4509/S2-2401649. The details of the solution are under discussion in SA2.

The condition for exposure of the MSISDN (GPSI in the form of MSISDN) is described in clause 4.15.10A in the draft 23.502CR4509. If SA3 has any concern with the condition for MSISDN exposure, SA3 is requested to provide feedback to SA2 before the end of SA2#161




In SA2#161, SA3 responded in [9] allowing MSISDN exposure for the specific conditions SA2 had requested. The CRs were subsequently agreed in SA2 and approved in SA#103. 

Observation 1: Exposure to trusted AF was in the original question to SA3 which got superseded by the question about limited exposure since it was deemed important to meet this requirement in Rel-18.   

Before discussing the expanded condition, let us examine the use case that necessitates the expanded condition. 

An additional use case is brought up for SA2’s consideration where it is suggested that an MNO may want to provide MSISDN through NEF UEId service to a trusted AF not owned and operated by the MNO. Fraud prevention is an example use case. One way to realize this use case is by AF requesting 5GC to map a UE IP address to MSISDN. AF then compares this information against the MSISDN presented to it/stored in its records by the user.   

While acknowledging that this is indeed a valid implementation option, we should analyse whether there are better alternatives that helps MNO meet this requirement without exposing sensitive information outside their domain. From the ‘OPG0.9 Open Gateway NBI APIs realization in the SBI’ [10] one can find that Number Verification API service fulfils the requirement for this use case. An analysis of this API shows that MSISDN need not be exposed to the invoking application service provider. Instead, the application service provider invokes the service with the MSISDN that it stored in the application provider’s record or presented by the user and device identifier (e.g., UE Address) it wants to verify. The Operator Platform can verify whether the MSISDN in the request is indeed the one associated with the device. Since MSISDN is an asset of the MNO, performing the verification within operator domain seems to be a better, privacy preserving solution. The sensitive nature of MSISDN is also acknowledged in the GSMA OPG0.3 Clause 3.1.1. 

	Some APIs may need to identify the user to ensure the correct implementation of the end-to-end flow. An example of such identifier could be MSISDN, Private IP, other. Whilst these identifiers are valid as a personal identifier, the end user will unlikely consent to some of this information to be shared with every Application Provider for privacy reasons.



The current conditions for exposure of MSISDN to an AF owned and operated by the MNO is sufficient for fulfilling the fraud prevention use case.   

Observation 2: Fraud prevention can be realized in ways that do not require exposure of MSISDN beyond operator domain. Number Verification API service fulfils the requirement for this use case without exposing MSISDN to the invoking application provider.    

Proposal: It is proposed that SA2 carefully analyse alternatives for fulfilling use cases and endorse adoption of privacy preserving solutions.   
  
3. Conclusion 
Observation 1: Exposure to trusted AF was in the original question to SA3 which got superseded by the question about limited exposure since it was deemed important to meet this requirement in Rel-18.

Observation 2: Fraud prevention can be realized in ways that do not require exposure of MSISDN beyond operator domain. Number Verification API service fulfils the requirement for this use case without exposing MSISDN to the invoking application provider.    

Proposal: It is proposed that SA2 carefully analyse alternatives for fulfilling use cases and endorse adoption of privacy preserving solutions.   
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