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Abstract: This paper solves all the Editor’s Notes (except SA3 related ENs) in the solution #2.6, and introduces an alternative for the SMF to trigger the authentication procedure.
1. Introduction/Discussion
There are a few Editor’s Notes in solution #2.6, it is proposed to resolve them as belows:
Editor's note:	When the deactivation of UP connection over 3GPP side occurs, whether to release the IPSec tunnel over non-3GPP is FFS.
For this EN, it is proposed that when the deactivation of UP connection of over 3GPP access occurs, the UE can keep the IPsec tunnel via Non-3GPP access, which follows the existing ATSSS mechanism.
Editor's note:	Whether to reuse "MA PDU session indication" or to define a new indication is FFS.
Editor's note:	Whether to define a new ATSSS-Lite capability in the UE's ATSSS Capabilities is FFS.
For these two ENs, a new Request Type is introduced as "ATSSS-lite MA PDU request" during the PDU Session establishment procedure, which could also indicate that the UE supports ATSSS-lite.
Editor's note:	Whether there is some impact on the use of MA PDU Session Control information is FFS.
There is no impact on MA PDU Session Control information, so this EN is simply removed.
Editor's note:	It is FFS how to correlate the traffic over 3GPP access and non 3GPP access in the UPF for the MA PDU Session, e.g. by using the N3 tunnel info over 3GPP access and the SPI associated with the IPsec over non 3GPP access.
It is proposed to correlate the traffic over 3GPP access and non-3GPP access in the UPF based on the N3 tunnel info over 3GPP access and the SPI associated with the IPSec over non-3GPP access.
Editor's note:	Whether there is any security risk to expose the public IP address of the UPF to the UE is to be investigated by SA WG3.
This is a common issue to most solutions and an LS needs to be sent to SA3 for their investigation.
Editor's note:	Other system impact is FFS.
No other system impact is identified, so this EN is simply removed.
In addition, this contribution introduces an alternative for the SMF to trigger the authentication procedure, i.e. rather than interacting with AUSF directly, the SMF sends sends the authentication request to the AMF, and then the AMF performs the existing UE authentication procedure towards the AUSF, which could avoid defining a new interface between SMF and AUSF.
2. Text Proposal
It is proposed to capture the following changes (all new texts) vs. TR 23.700-54.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc161061148]6.2.6	Solution #2.6: for KI#2.2
[bookmark: _Toc161061149]6.2.6.0	Introduction
As shown in the following figure, the UE accesses via both 3GPP and non-3GPP (WLAN) accesses to the network. On the 3GPP side, the UE transfers the NAS message to the AMF, and receives the UPF IP Address for non-3GPP access in the PDU Session establishment accept message. On the non-3GPP sides, the UE connects to the UPF indicated by the UPF IP address received from PDU Session establishment accept message. In order to establish the security connection via non-3GPP access, the UE shall use the IKEv2 messages in order to establish the IPSec security association.
In this architecture, the UPF is enhanced to support a new functionality with a public UPF IP addressfor the IPSec tunnel to be established between the UPF and the UE. The procedure to establish the IPSec tunnel is similar as the procedure defined for the UE and the ePDG. 
In this solution, the UE only registers to the 3GPP side, and there is no registration via non-3GPP. A new PDU Session type, named as ATSSS-lite MA PDU Session, is defined for the UE establishing PDU session over 3GPP access first and then adding a non-3GPP leg without registering to the 5GC via non-3GPP access. If the UE is deregistered from 3GPP side or if the ATSSS-lite MA PDU session is released via 3GPP access, all the related CN resource including the IPSec tunnel if existing in the UPF shall be released. When the deactivation of UP connection of ATSSS-lite MA PDU Session via 3GPP access occurs, the UE can keep the IPsec tunnel via Non-3GPP access. For instance, even when the UE is in CM IDLE mode, the ATSSS-lite MA PDU Session may not be released, and the IPSec tunnel on Non-3GPP access may still exist. 
Editor’s note: When the deactivation of UP connection over 3GPP side occurs, whether to release the IPSec tunnel over non-3GPP is FFS. 


Figure x.1 ATSSS-Lite solution #1 architecture
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Figure 6.2.6.1: PDU Session establishment of Solution #2.6
[bookmark: _Hlk163202942]3GPP Access:
1.	The UE sends MA PDU Session establishment request, with Request Type set to "ATSSS-lite MA PDU request" in the UL NAS transport message if the AMF indicates during the Registration procedure ATSSS-lite is supported, to the AMF based on the current specification.
NOTE:	The "ATSSS-lite MA PDU request" also indicates that the UE supports ATSSS-lite.
Editor's note:	Whether to reuse "MA PDU session indication" or to define a new indication is FFS.
Editor's note:	Whether to define a new ATSSS-Lite capability in the UE's ATSSS Capabilities is FFS.
2.	The AMF selects the SMF which supports the ATSSS-lite and sends the CreateSMContext Message and the "ATSSS-lite MA PDU request" to the SMF.
3.	The SMF retrieves the SM subscription data of the UE from UDM.
SM subscription data of the UE is extended to include the ATSSS-lite MA PDU session allowed indication.
4.	If dynamic PCC is to be used for the MA PDU Session, the SMF sends an "MA PDU Request" indication and ATSSS Capabilities to the PCF in the SM Policy Control Create message PDU Session. The PCF provides PCC rules that include MA PDU Session Control information, as specified in TS 23.503 [5] to enable SMF to create the applicable N4 rules and ATSSS rules to the UPF and the UE.
Editor's note:	Whether there is some impact on the use of MA PDU Session Control information is FFS.
5.	SMF selects the UPF, and initiates the N4 Session Establishment procedure with the selected UPF.
6.	The SMF requests the UPF to activate the IPSec functionality of the UPF, apart from the existing operation, e.g. to activate the MPTCP functionality/MPQUIC functionality as defined in TS 23.502 [4]. Based on the SMF request, the UPF allocates the IP address for the IPSec functionality of the UPF.
When receiving the "ATSSS-lite MA PDU Request" indication from the AMF, and if ATSSS-lite MA PDU Request is allowed according to the SM subscription data of the UE, the SMF requests the UPF to activate IPSec functionality of the UPF.
7.	The UPF responds to the SMF the N4 Session Establishment Accept message including the UPF IP address which is to be used for establishment of the IPSec tunnel with the UE. The UPF IP address sent to the UE can be the same for different UE and PDU sessions.
As an alternative to step 6&7, the SMF sends to the UPF with the PDU Session ID and GPSI, and the UPF allocates IP address for the IPSec functionality of the UPF related to the PDU Session ID and GPSI.
8.	SMF sends N1N2 message to AMF including the PDU Session Establishment Accept message. In this PDU Session Establishment Accept message, the SMF includes the ATSSS rules for the MA PDU Session, and may include Measurement Assistance Information and/or the "MPTCP link-specific multipath" and/or "MPQUIC link-specific multipath" addresses/prefixes of the UE if the ATSSS-LL functionality or/and MPTCP functionality or/and MPQUIC functionality is to be applied. Additionally, the SMF also includes the UPF IP address received in step 7 from UPF in the PDU Session Establishment Accept message.
9-10.	AMF transfers the PDU Session Establishment Accept message to the UE via RAN. The UE receives the UPF IP address from SMF.
Until now, the UE established the MA PDU Session but with only one leg via 3GPP access.
Non-3GPP Access:
1.	Data Link Layer L2 is connected. The UE obtains the UE IP address from WLAN access network for the IPSec Tunnel Establishment with the UPF.
2.	The UE starts the IPSec Tunnel Establishment procedure to the UPF indicated by the UPF IP address received in PDU Session Establishment Accept message via 3GPP access, and exchanges the first pair of messages known as IKE_SA_INIT.
3.	UE sends the IKE_AUTH_request to UPF with the UE NAI and the UE IP address received from the PDU Session Establishment Accept message via 3GPP access.
Alternatively, the UE requests connectivity to the PDU Session providing the PDU Session ID and GPSI, that are conveyed with IKEv2 (e.g. in the IDr payload).
4.	UPF determines the related N4 Session based on the UE IP address, then sends the UE NAI to the SMF via the related N4 Session. If the UPF cannot find the N4 Session according to the UE IP address, the UPF shall reject the UE request.
5.	Based on the received UE NAI, the SMF triggers the authentication procedure.
There are two options to authenticate the UE: 
Option A) define new service between the SMF and the AUSF. 
Option B) define new service between the SMF and the AMF, but reuse the existing authentication mechanism between the AMF and the AUSF.
Option A):
5a.  The SMF constructs an EAP Response/Identity message that contains the UE NAI and sends the EAP Response/Identity message within Nausf_SMauthentication_Authenticate Request message to the AUSF.
6a.	The AUSF selects a UDM as described in clause 6.3.8 of TS 23.501 [3] and obtains the authentication data from UDM for this UE.
7a-9a.	Based on the UE authentication data, the AUSF creates the EAP-Request/AKA'-Challenge message to the SMF in a Nausf_SMAuthentication_Authenticate Response message. The SMF shall transparently forward the EAP-Request/AKA'-Challenge message to the UPF via the related PFCF session. Then the UPF sends the EAP-Request/AKA'-Challenge message to the UE via IKE_AUTH Answer message. The IKEv2 messages exchanged between the UE and the UPF are the same as the IKEv2 messages exchanged between the UE and the ePDG as defined in TS 33.402 [20] clause 8.2.2.
10a.	The AUSF and the UE may exchange EAP-Request/Response messages via the SMF and UPF. The SMF and UPF shall transparently forward these messages.
11a-12a.	After the UE is successfully authenticated, the AUSF shall send an EAP-Success message and security key to the SMF inside Nausf_SMAuthentication_Authenticate Response message. The SMF forwards the EAP-Success message and the key to the UPF via N4 Session. Then go to Step 13-14.
Option B): 
5b.	The SMF triggers the UE authentication procedure by sending Namf_UEAuthenticaion_Request message with the UE NAI to the AMF.
6b.	When the AMF receives Namf_UEAuthenticaion_Request message from the SMF, the AMF performs the existing UE authentication procedure to send the Nausf_UEAuthentication_Authenticate Request message to the AUSF. Alternatively, the AMF may decide not to perform the UE authentication procedure via non-3GPP access. If so, this step 6b and the following step 7b-11b are skipped. 
7b-8b.	The AUSF and UDM procedure is the same as defined in the TS 33.501 subclause 6.1.3.
9b.	The AMF forwards the EAP Request/AKA-challenge message to the SMF with a new Namf_UEAuthentication_Response message. 
10b.	The SMF forwards EAP Request/AKA-challenge message to the UPF via the related N4 session. Then the UPF sends the EAP-Request/AKA'-Challenge message to the UE via IKE_AUTH Answer message. 
NOTE:	The IKEv2 messages exchanged between the UE and the UPF are the same as the IKEv2 messages exchanged between the UE and the ePDG as defined in TS 33.402 subclause 8.2.2.
11b-12b.	The AUSF and the UE may exchange EAP-Request/Response messages via the AMF, SMF and UPF. The AMF, SMF and UPF shall transparently forward these messages.
After the UE is successfully authenticated, the AUSF shall send an EAP-Success message and security key to the AMF in the Nausf_UEAuthentication_Authenticate Response message. The AMF forwards the EAP-Success message and the key to the SMF via Namf_UEAuthentication_Response message. The SMF forwards the EAP-Success message and the key to the UPF via N4 Session. If the AMF can generate the security key without the UE authentication procedures via non-3GPP access as mentioned in step 6b, the AMF sends the key to the SMF, and SMF forwards it to UPF via N4 Session. The UPF creates the EAP-Success message and sends to the UE after receiving the key from SMF.
13-14.	The UPF sends EAP-Success message to the UE, and completes the IPSec Tunnel establishment procedure based on the Key received from the SMF.
The UE establishes the MA PDU Session with two legs on both 3GPP and non 3GPP access, and performs the traffic steering, switching and splitting based on the ATSSS rules following the current mechanism. The UE sends the uplink data encapsulated in the IPSec tunnel with the inner source IP address set to the UE IP address or "MPTCP link-specific multipath" addresses/prefixes of the UE or "MPQUIC link-specific multipath" addresses/prefixes of the UE based on the steering functionality to be applied. The correlation of the traffic over 3GPP access and non-3GPP access in the UPF is based on the N3 tunnel info over 3GPP access and the SPI associated with the IPSec over non-3GPP access.
Editor's note:	It is FFS how to correlate the traffic over 3GPP access and non 3GPP access in the UPF for the MA PDU Session, e.g. by using the N3 tunnel info over 3GPP access and the SPI associated with the IPsec over non 3GPP access.
Editor's note:	Whether there is any security risk to expose the public IP address of the UPF to the UE is to be investigated by SA WG3.
[bookmark: _Toc161061151]6.2.6.2	System impact
The solution has impact on the UE and some NFs, as follows.
UPF:
-	Supports the ATSSS-Lite functionality, including allocation of the public IP address for this ATSSS-Lite functionality, establishment of the IPSec tunnel with the UE, and forwarding the UE NAI and EAP messages to the SMF via the N4 Session.
SMF:
-	Supports the new ATSSS-lite MA PDU session type. In addition, the N4 interface needs to be enhanced to transport the UE NAI, EAP messages and security Key.
Option A): Supports a new interface with AUSF for exchanging the new Nausf_SMAuthentication_Authenticate Request/Response messages. In addition, the N4 interface needs to be enhanced to transport the UE NAI, EAP messages and security Key.
Option B): Supports the new message with AMF for UE authentication.
AUSF:
-	Option A): Supports a new interface with SMF for exchanging the new Nausf_SMAuthentication_Authenticate Request/Response messages.
Option B): no impact
AMF:
-	Supports the new ATSSS-lite MA PDU session type.
-	Option A): no impact 
Option B): Supports the new message with SMF for UE authentication.
UE:
-	Supports to transfer the UPF IP address for non-3GPP access in the NAS message over 3GPP access, and supports to establish IPSec tunnel with the UPF for transport of traffic over non-3GPP access.
-	Support the new ATSSS-lite MA PDU session type.
Editor's note:	Other system impact is FFS.
* * * * End of changes * * * *
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