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Abstract of the contribution: The contribution proposes a solution for KI#1 and KI#2, Device Identification to support Ambient IoT.
1. Introduction
Key Issue #1 is regarding Architecture support of Ambient IoT Devices. This key issue will address the system architecture to support Ambient IoT Devices, especially on the following aspects:

-
System architecture identified along with the solutions for KI#2 and KI#3.
-
Authentication and authorization for the Ambient IoT Device;
-
Validation of the Ambient IoT Device identifier;
NOTE 1:
Format of the Ambient IoT Device identifier is addressed in KI#2.
-
Whether and how to secure device operations and services for an Ambient IoT Device or a group of Ambient IoT Devices;

NOTE 2:
This key issue will take into account the outcome of RAN study in TR 38.769 [8].

NOTE 3: 
The security aspects related to this key issue, including the enable/disable device operation, requires coordination with SA WG3.
For considering KI#1, we need to see the use cases of Ambient IoTs.

Use cases of Ambient IoTs are like the following.

1. Pre-stored data report

· Information (e.g., identity) is stored in a small size, ultra-low cost, and battery-less Ambient IoT device, mainly for production material, asset and goods inventory and tracking

· Typical use cases include supply chain management in manufacturing, warehouse logistics, asset management in healthcare, etc.

2. Sensing data report

· Information (e.g., temperature) is generated and transmitted by wireless sensor without battery replacement during long lifetime

· Typical use cases include wireless sensor for environment, equipment, and living things monitoring in industries such as electric power, chemical, livestock farming, manufacturing, etc.

As the usages of Ambient IoTs are for specific Application Services, AF specific ID of Ambient IoTs are needed. The following can be the requirements of Ambient IoT Device Identifiers.

· Support scenarios: Pre-configured, provisioned, self-configured

· (may) Contain information of MNO

· Contain information of AF

· Contain information regarding device type and connectivity capability

· (may) Contain specific information regarding use cases

· (Globally) Unique Device ID

This solution is also related with Format of the Ambient IoT Device identifier, which is the scope of Key Issue #2.

Key Issue #2 is Identification, Subscription, Registration and Connection management. This Key Issue pertains to the authorization and management of Ambient IoT Devices to support Ambient IoT services.
Considering that Ambient IoT Devices are a new type of reduced capabilities devices, the existing subscription model may not be suitable. Specifically, there is the need to study the device identification method to support Ambient IoT devices which are under operator control.
Based on the above consideration, the aspects to be studied in this key issue include:
-
Study whether subscription management, registration management and/or connection management are necessary for an Ambient IoT Device or a group of Ambient IoT Devices, and if so identify the necessary state machine(s), procedures and functionality considering the Ambient IoT Devices capability and characteristics.
-
Study whether and how reachability and paging apply to Ambient IoT Device(s) considering the Ambient IoT devices capability and characteristics, and if so, what are the impacts.
-
Study how to identify Ambient IoT Device or group of devices and how to format the identifier.

NOTE:
NAS based Congestion control are not in the scope of this study.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-13.

* * * * First change * * * *
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	#1
	
	X
	

	#2
	
	X
	

	#3
	X
	X
	X

	#4
	X
	X
	X

	#5
	
	X
	X

	#6
	X
	X
	X

	#7
	X
	X
	

	#8
	X
	X
	

	#9
	X
	X
	X

	#10
	X
	X
	

	#11
	
	
	X

	#12
	X
	X
	X

	#X
	X
	X
	


* * * * Second change * * * *(all new texts)
6.X
Solution #X: Device Identification for AmbientIoT
6.X.1
Description
This solution is targeting Key Issue #1, which is regarding Architecture support of Ambient IoT Devices. It is also related with Format of the Ambient IoT Device identifier, which is the scope of Key Issue #2.

Use cases of Ambient IoTs are like the following.

- 
Pre-stored data report

- 
Information (e.g., identity) is stored in a small size, ultra-low cost, and battery-less Ambient IoT device, mainly for production material, asset and goods inventory and tracking

- 
Typical use cases include supply chain management in manufacturing, warehouse logistics, asset management in healthcare, etc.

- 
Sensing data report

- 
Information (e.g., temperature) is generated and transmitted by wireless sensor without battery replacement during long lifetime

- 
Typical use cases include wireless sensor for environment, equipment, and living things monitoring in industries such as electric power, chemical, livestock farming, manufacturing, etc.

As the usages of Ambient IoTs are for specific Application Services, AF specific ID of Ambient IoTs are needed. The requirements of Ambient IoT Device identifier can be the following.

- 
Support scenarios: Pre-configured, provisioned, and self-configured 
- 
(may) Contain information of MNO

- 
Contain information of AF

- 
Contain information regarding device type and connectivity capability

- 
(may) Contain specific information regarding use cases

- 
(Globally) Unique Device ID

Elements of Ambient IoT should include the following.

- 
MNO ID: ID of MNO (either <MCC><MNC> or <MNC>)

- 
Enterprise ID: ID of 3rd Party Server/Service

- 
AF ID: ID of Application Function

- 
Group ID: ID of Group of devices (it can be replaced by Device Type ID or Connectivity Type ID)

- 
Device Type ID: Represent type of device (e.g. A or B or C)
- 
Connectivity Type ID: Represent type of capable connectivity of device (e.g. T1: BS-AIoT, T2: BS-UE-AIoT)
- 
Use case specific ID: ID regarding deployment scenarios

- 
Unique Device ID: Identify device within MNO or AF (e.g. serial number of device)
Allocation of Ambient IoT ID can be by pre-configuration, provisioning or self-configuration.

- 
Pre-configured Ambient IoT ID
- 
Pre-configured as following ID(s) either by AF or MNO before deployment

- 
AF ID, Device Type ID, Connectivity Type ID, Unique Device ID
- 
This ID can be stored in MNO or AF
- 
Provisioned Ambient IoT ID
- 
Pre-configured as following ID(s) either by AF or MNO before deployment

- 
(MNO ID), AF ID, Device Type ID, Connectivity Type ID, Unique Device ID

- 
Provisioning use case specific information or modified ID after deployment
- 
Self-Configured Ambient IoT ID
- 
Pre-configured as following ID(s) either by AF or MNO before deployment

- 
(MNO ID), AF ID, Device Type ID, Connectivity Type ID, (Unique Device ID)

- 
Self-configured with use case specific information after deployment

- 
If this ID is unique, no need Unique Device ID 
- 
E.g. geographical information, sensed information (product ID in warehouse) 

6.X.2
Procedures
The procedure for allocation of Provisioned Ambient IoT ID is depicted in Figure 6.X.2-1.
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Figure 6.X.2-1: Allocation of Provisioned Ambient IoT ID
0. 
Pre-configured as following ID(s) either by AF or MNO before deployment: AF ID, Device Type ID, Connectivity Type ID, Unique Device ID
1.
IoT Devices are deployed by airplane.
2.
AF sends provisioning request to AMF(PLMN). It includes location information like area codes, e.g. location1: AC_A, location2: AC_B, location3: AC_C, location4: AC_D and location5: AC_E. PLMN maps Area Codes to TAs and sends Area Code according to TAs. Each IoT Device configures its ID with the Area Code, e.g. AC_A in TA1-TA3, AC_B in TA4-TA6, and so on.

3.
IoT Device may send Provisioning IoT devices Response to AF. 
4.
AF configures its maintenance table for IoTs with Area Code.

5.
AF send Report Change Request to IoT Devices. E.g., it includes the following information: AC_A: 1, AC_B: 2, AC_C: 2, AC_D: 1, AC_E: 3

6.
IoT Devices change their report schedule based on the Group ID (Area Codes)
Procedure for Self-Configured Device ID is depicted in Figure 6.X.2-2.
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Figure 6.X.2-2: Procedure for Self-Configured Device ID
0. 
Pre-configuration of ID of IoTs are done between IoTs and AF. (AF ID, Device Type ID, Connectivity Type ID, Unique Device ID) 
1. 
Deployment of IoT devices by various methods (Air Plane, car, people and so on)
2. 
Each Ambient IoT configures or updates its pre-configured ID with its sensed information. (E.g. geographical information, product ID in warehouse)
3. 
Each IoT Device sends Device ID Update to AF via SMF/NEF. 
4. 
AF and/or UDM update information of Ambient IoTs with updated self-configured Device ID.
5. 
AF sends Task Change Request to IoT Devices.
6. 
IoT Devices send Notification/Report to AF.
6.X.3
Impacts on services, entities and interfaces
AF:
- 
Preconfigures Ambient IoT Device IDs to the Devices.

- 
Provisioning to the AMF/UDM regarding the IoT Devices, which may include location condition for pre-configured deployment.

- 
Updates information of Ambient IoTs with the request from the Ambient IoT Devices, and then updates the provisioning information to the UDM, for self-configuration deployment. 
SMF/UDM/NEF:

- 
Delivers Self-configuration ID Update Request from the Device to AF.

-
Delivers Update information from AF to apply Ambient IoT Device IDs with self-configured Device ID.
UDM

- 
Stores pre-configured AMF IoT Device IDs for supporting pre-configured deployment.

-
Updates information from AF to apply Ambient IoT Device IDs with self-configured Device ID.

Device: 

- 
Supports the pre-configurations with AF.
- 
Supports the Provisioning and may send Provisioning response to AF.
- 
Supports the self-configurations and sends ID Update requests to AF.
* * * * End of change * * * *
IoT Device(s)
NG-RAN(s)
AMF(PLMN)
AF
1. Deployment of IoT devices by Air Plane
0. pre-configuration of ID of IoTs with (AF ID, Device Type ID, Connectivity Type ID, Unique Device ID) between IoTs and AF
2. Provisioning IoT devices (e.g. Area Codes)
3. (optional) Provisioning IoT devices Response
E.g. (AF ID : AC_A : Device Type ID : Connectivity Type ID : Unique Device ID)
4. AF configures its maintenance table for IoTs with Area Code
5. Report_Change Request
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