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Abstract of the contribution: proposes solution update to resolve ENs
1	Discussion
Following ENs are resolved:
Editor’s Note:	Whether to use Start of Traffic (usage report) or a new parameter is FFS
Since the Start of Traffic trigger is usually used in case when an application traffic is detected in UP path for the first time, using the same trigger may be not correct. So SA2 can just specify that N4 session report is used to notify the detection of header to SMF, while Stage-3 can define which particular trigger to use.

Editor’s Note:	What parameters are to be used in Nsmf_EventExposure for header/tag handling is FFS
It is specified what information can the Nsmf_EventExposure notify can include that is relevant for the parties, apart from just notifying detection of header.
Figure 6.1.2.2-2 is also simplified in order to depict only the relevant signallings.
2 	Proposal
[bookmark: _Hlk513714389][bookmark: _Hlk91782779]It is proposed to adopt the following changes to TR 23.700-63.
*** Start of the change***
[bookmark: _Toc160444854][bookmark: _Toc160444918][bookmark: _Toc160444980][bookmark: _Toc148498832][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157448170]6.1	Solution #1: Provisioning of information for header handling
[bookmark: _Toc160444855][bookmark: _Toc160444919][bookmark: _Toc160444981]6.1.1	Description
Network operators can reach agreements with Application Service Providers to handle traffic specific to their applications in a particular way and/or under specific conditions, in terms of SLAs between both business parties. 
Automation capabilities of 5G for network slicing, charging, interactions with AFs, use of analytics, etc permit MNOs to engage in agreements with Application service providers in a dynamic way compared to previous technologies and to provide relevant configurations for devices and network nodes using rules and policies to support such agreements.
One way of implementing agreements with an ASP is by exchanging in-band information included in the relevant protocols. Client, server or proxies in the traffic path can insert specific information or use specific protocols that imply a particular behaviour for the receiving entity. An example of insertion of information in Release 18 is the use of ECN for L4S to permit rate adaptation for a particular flow.
Release 18 specifications have also included functionality for Service Function Chaining capabilities so that an Application Function can request a particular steering of user plan traffic towards specific service functions in the N6-LAN. Additionally, in earlier releases, the enrichment of packet headers was possible in the uplink direction by including specifically the IMEI as part of the header. This capability has evolved in 5G to be more generic and make use of containers in FAR rules, however, it is still not available for request from the AF/operator platform and no functionality exists for notification upon detection of headers.
Recenly, different standards organizations are engaged in developing protocols and market is developing mechanisms that permit the network to recognise the content so specific handling can be provided, while keeping the content encrypted.
The solution leverages existing functionality to address mechanisms that facilitate SLAs, in an environment where the variety of mechanisms and protocols keep on growing, using in-band information specific to the particular agreement:
-	Header/tag(s) handling request in N6 or in N3 and reporting.
The existing functionality for AF traffic influencing, together with use of PFDs as needed, is used as baseline for the solution proposed.
Different use cases may require procedures at different levels. The HTTP traffic is being reduced while encrypted protocols grow, so any potential insertion or detection would need to be at different layers, mainly transport and IP. To make the mechanism generic for different cases, it is proposed to use a rule referred to by an AF.
[bookmark: _Toc160444856][bookmark: _Toc160444920][bookmark: _Toc160444982]6.1.2	Procedures
[bookmark: _Toc160444857][bookmark: _Toc160444921][bookmark: _Toc160444983]6.1.2.1	Insertion/detection request
The proposed rule shall include:
-	Identifier
-	Conditions for header/tag handling e.g. always, at initiation, during certain period; 
-	Actions: Add, Remove, Replace, Modify, Detect one or more header/tag(s); Actions or operations specific to SMF or UPF to perform when a particular header/tag is detected.
-	Information related to header/tag: e.g. Type of header (IP or TCP or HTTP), Header field (e.g. protocol type) and value
-	Reporting conditions: Threshold based, periodical with the relevant threshold values and periodicity or indication that reporting to AF is not required;
-	Reporting content e.g. header/tag “x” detected, header/tag “a” is replaced by header/tag “b”, header/tag “c” is added, etc.
- 	Information relevant to parties in SLA (e.g. GPSI of UE etc.)   
The information relevant to the parties in the SLA is handled as metadata and is assumed as pre-agreed information between the parties to include header/tags related information. 
Leveraging on the NF service Nnef_TrafficInfluence, and following the description in clauses 5.6.7 and  5.6.16 of TS 23.501, an AF may request the SMF, via NEF and PCF, handling some header/tag to the protocol at the user plane for:
-	a particular S-NSSAI/DNN and 
-	a particular application and/or 
-	a particular UE/group of UEs or any UE. 
The actual rule(s) is(are) provided in the relevant Nnef_TrafficInfluence operation (create/update/delete) by the AF, together with the direction for handling, i.e. uplink, downlink. As opposed to influencing on routing or SFC, in this case the AF request may not always need to be linked to an ongoing PDU session. The request can be applied to the ongoing or future PDU session.  
The following sequence is extracted from TS 23.502 clause 4.3.6.2 to apply for this solution:


Figure 6.1.2-1 Nnef_TrafficInfluence operation (TS 23 502 [3] clause 4.3.6.2)
In step#1, the AF inserts the rule contents, including the information that is relevant for the parties (as metadata). The request may target “any UE”.
In step#2, NEF confirms the AF is authorised to use this rule based on local configuration, and then will store/update the received data in the UDR for data set pointing to application data.  
At notification from UDR, PCF verifies the content of the metadata as the pre-agreed information between the parties and transforms it in the relevant information to be inserted/detected (e.g. header/tag, protocol layer, etc), including in addition the rule contents together with the direction of handling, in the PCC rule. If the AF requests reporting on header/tag detection, the PCF includes in the PCC rule(s) the information required for reporting the event.
In step#5, the PCF determines if existing PDU Sessions are potentially impacted by the AF request. For each of these PDU Sessions, the PCF updates the SMF with corresponding new policy information about the PDU Session.
For future PDU Sessions, PCF delivers policy information during SM policy establishment.
In step#6, SMF installs PDR/FAR and URR (if reporting required) rules using N4 procedures into the UPF. Further some action maybe directed for SMF to perform in case of detection of particular header/tag.   
Editor’s Note:	Whether header handling exposure is part of Nnef_TrafficInfluence or another service (e.g. a new service) is FFS
[bookmark: _Toc160444858][bookmark: _Toc160444922][bookmark: _Toc160444984]6.1.2.2	Header/tag reporting/notification leveraging Nnef_TrafficInfluence_Notify
When a detection action is requested by the AF, SMF and UPF are instructed to report information included by the client or server side under the SLA. The instruction for detecting a header/tag may or may not be associated with an insertion/removal/modification/replacement. 
In case the detection action is not associated with any insertion/removal/modification/replacement, the procedure in TS 23.502 clause 4.4.2.2 is applicable to this solution upon detection in the UPF of a PDR associated to a URR.


Figure 6.1.2.2-1 N4 Session Report (TS 23.502[3] clause 4.4.2.2)
Upon When UPF detectsdetection of the header/tag requested by the AF, the UPF notifies with N4 Session Report with “Start of Traffic (usage report)” is assumed to be used by UPF.to the SMF. The N4 session reportis usage report shall include the information related to the header/tag that has been detected. 
If the detection action is associated with an insertion/removal, modification or replacement, the UPF again uses N4 Session report to notify the SMFwith “Start of Traffic (usage report)” is proposed to be used as well by the UPF. The usage N4 session report shall include instead information about the header/tag detected and the action performed on it.
Editor’s Note:	Whether to use Start of Traffic (usage report) or a new parameter is FFS

The following sequence from TS 23.502 clauses 4.3.6.3 to apply for this solution upon notification from the UPF:



Figure 6.1.2.2-2 Notification of header detection to AF using Nnef_TrafficInfluence servicefrom UPF(TS 23.502 [3] clause 4.3.6.3)
Based on the configuration by AF, upon receiving N4 Session Repost from SMF, SMF may use Nsmf_EventExposure_Notify operation to expose relevant information for the AF (e.g. Header/Tag detected, GPSI of the UE) or to some other NF (e.g. PCF).
Editor’s Note:	What parameters are to be used in Nsmf_EventExposure for header/tag handling is FFS
After the step 2b, the actions the AF may execute are not depicted; those will depend on the agreement with the MNO.
After the Step 3a, the actions the PCF may execute are not depicted and may depend on the SLA between AF and MNO.
NOTE:	Reporting detection of a header for Any UE or for some popular applications can cause UPF to issue lots of reports and consequently high signaling load. Requesting reporting of a header/tag detection in UEs traffic needs to be considered with care.
[bookmark: _Toc157584574][bookmark: _Toc160444859][bookmark: _Toc160444923][bookmark: _Toc160444985]6.1.3	Impacts on services, entities and interfaces
-	NEF
-	Nnef_TrafficInfluence service, adding optional header tag rule Id, container/metadata, direction (uplink/downlink) and handling new event in the Event ID reported to AF
-	UDR
-	Nudr_DataManagement service, adding new data subset in the Application data set.
-	PCF
-	PCC rule to add a header tag identifier and metadata, and specify UPF/SMF behaviour on detection of a header.
-	SMF
-	Nsmf_EventExposure service, to include new event for notification to the AF
-	To depict PDR/FAR/URR rules handling for header/tag handling. 
-	N4 updates
-	UPF
-	N4 updates: Header handling capability, for insertion/modification/removal/replacement and/or detection

*** End of the changes ***
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