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Abstract: This PCR provides the initial Table 14.1.2-1 for consolidation discussions.
1. Introduction
The remaining potential requirements need to be consolidated prior to sending to SA for approval and publication. This pCR provides the latest version of the CPR table as the basis for discussions at this meeting.
2. Reason for Change
S1-254020 was the initial basis for this pCR. With modifications from SA1 #112 (Dallas) and #112 ad hoc (January e-meeting). 
In particular, the following TDOCs were used to update this table:
· S1-254411, Output of intial consolidation discussions for Basic Serices & Capabilities (SA1 #112)
· S1-254250r1, Qualcomm contribution
· S1-254166, CEWiT contribution
Orig PRs were added (shaded in grey) for information and rapporteur notes added to provide additional information.
Clause (Use Case) 5.5.6 was deleted in SA1 112 Ad Hoc-e, so the PR referenced in the EN below the Table is also deleted.
Differences from the latest draft version:
· Removed initial CPRs if alternative(s) were proposed
· Removed CPRs if company proposing them requested them to be removed/withdrawn.
· Removed comments no longer needed (Table moved, alignment notes)
· Cleaned up CPR numbering
· Remove PR 5.5.5.3-1 as it will be addressed in Table 14.1.5-3: Data Collection and Consumption
· Added PR 5.7.4.2-1 from Table 14.1.1-2: Enhancements to legacy services and capabilities
This doc includes proposed changes from Airbus/CATT on New CPR #1 (Positioning Integrity)
This revision captures the discussions in the CPR discussions. Changes from the last version include:
· Revising the CPR numbers, removing change marks and comments from “green” CPRs (e.g., preparing them to final form for agreement). Removing “gray” (orig PRs provided in Table for info).
· Removed PR 7.12.6-2 (did not conoslidate) as the decision was that it ws covered by 5G TS22.137

3. Proposal
It is proposed to agree the following changes to 3GPP  TR 22.870 v1.1.0.
* * * First Change * * *
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Table 14.1.2-1: Security and Privacy

	CPR #
	Consolidated Potential Requirement
	Original PR #
	Comment

	CPR 14.1.2-1-1 
	The 6G system shall provide FWA security and privacy protection comparable to other 6G services.
	PR 5.7.1.2-4
	

	CPR 14.1.2-1-2
	The 6G system shall be able to ensure subscriber identity privacy.
	PR 5.5.7.3-3
PR 5.5.2.6-1
	

	CPR 14.1.2-1-3
	The 6G network shall provide security mechanisms for secure access to elements of the core network of the 6G system and enable the network operator to ensure there are no unintended changes of the elements of the 6G network
	PR 5.5.1.2-1
PR 5.5.1.2-3
	

	CPR 14.1.2-1-4
	The 6G network shall support establishment of secure communication between elements of the network and secure communication on all 3GPP defined interfaces of the core network of the 6G system while protecting network related information (e.g. network element identities, topology) from disclosure to unauthorized parties.
	PR 5.5.1.2-1
PR 5.5.1.2-2
	

	CPR 14.1.2-1-5
	The 6G system shall provide security protection for communication (e.g. authentication methods) against the potential attacks posed by quantum computing.
	PR 5.5.2.6-1
	

	CPR 14.1.2-1-6
	The 6G system shall ensure cryptographic agility (e.g. post-quantum cryptography algorithms  smooth migration, switching, update) in order to provide security against new threats.
	PR 5.5.2.6-3
	

	CPR 14.1.2-1-7
	Subject to operator’s policy and regulatory requirements, the 6G system shall support a means for a UE to be able to distinguish a False Base Station from an authentic Base Station.
	PR 5.5.3.2-1
	

	CPR 14.1.2-1-8
	The 6G system shall provide mechanisms to support authentication and secure communication in inter-PLMN and intra-PLMN networks.
	PR 5.5.4.2-1
	

	CPR 14.1.2-1-9
	The 6G system shall support differentiated security with sufficient granularity  isolation based on to meet the security needs of different businesses requirements for intra-PLMN networks.

Original PR: The 6G system fine grained security isolation based on the security needs of different business requirements of intra-PLMN network.

Proposed to be removed: to be checked with CMCC

	PR 5.5.4.2-2
	System Security
Network Security
Huawei: flexible security capabilities are not clear. Prefer different wording.

	CPR 14.1.2-1-10
	The 6G system shall be able to provide flexible security capabilities to meet customized security requirements from different PLMN subscribers.
	PR 5.5.4.2-3
	

	CPR 14.1.2-1-11
	The 6G network shall support security management capabilities that enable
· the identification of potential security threats to communication and network elements,
· security analysis and security enhancement policy generation to mitigate attacks and/or security issues in operator management system,
· security response to implement enhanced security policy from management system to network elements, in order to recover network from disturbance
	PR 5.5.4.2-4 
PR 5.5.4.2-5
PR 5.5.4.2-6
	

	CPR 14.1.2-1-12

	The 6G system shall enable operators using SIM as trust anchor to provide digital identity and authentication service to authorized 3rd parties or subscribers.
	PR 5.5.4.2-7
PR 5.5.4.2-8
PR 5.5.4.2-9
	

	CPR 14.1.2-1-13
	The 6G network shall support mechanisms allowing the use of credentials of different parties (e.g. operators or 3rd parties) in the core network of the 6G system for providing end-to-end secure services.
	PR 5.5.1.2-6
	

	CPR 14.1.2-1-14
	The 6G system shall support security and privacy protection of the 6G System Data.
	PR 5.9.2.2-4
	

	CPR 14.1.2-1-15

	Subject to operator’s policy and regulatory requirements, the 6G system shall support privacy protection, location privacy, identity protection for UEs accessing 6G network for services (e.g. communication, sensing, AI inferencing), and privacy protection related to UE information exposure to an authorized 3rd party.
	PR 5.5.7.3-1
PR 5.5.7.3-2
	

	CPR 14.1.2-1-16
	The 6G network shall support means for the core network to establish security in decentralised scenarios where not all network elements of one operator’s network will be deployed in the same security domain (e.g. different cloud or data centre or where network elements of one operator might also be instantiated in another operator's cloud environment).
	PR 5.5.1.2-5
	

	CPR 14.1.2-1-17
	The 6G system shall provide applicable subscriber/user related information to the 3rd party services provider as required for the 3rd party services to allow verification of subscriber/user eligibility to consume the services.
	PR 5.5.4.2-10
	

	CPR 14.1.2-1-18
	The 6G system shall be able to ensure the reliability and/or  confidence level of the position-related data, for a positioning service.


	PR 8.16.6-1
	

	CPR 14.1.2-1-19
	The 6G system shall have a means to ensure that the visited network provides services to an inbound roamer only once the subscriber identity (e.g. SUPI, IMSI) is obtained from the home network.	
	PR 5.5.10.2-1
	



* * * End of Changes * * *
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