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Abstract: This PCR provides the initial Table 14.1.2-1 for consolidation discussions.
1. Introduction
The remaining potential requirements need to be consolidated prior to sending to SA for approval and publication. This pCR provides the latest version of the CPR table as the basis for discussions at this meeting.
2. Reason for Change
S1-254020 was the initial basis for this pCR. With modifications from SA1 #112 (Dallas) and #112 ad hoc (January e-meeting). 
In particular, the following TDOCs were used to update this table:
· S1-254411, Output of intial consolidation discussions for Basic Serices & Capabilities (SA1 #112)
· S1-254250r1, Qualcomm contribution
· S1-254166, CEWiT contribution
Orig PRs were added (shaded in grey) for information and rapporteur notes added to provide additional information.
Clause (Use Case) 5.5.6 was deleted in SA1 112 Ad Hoc-e, so the PR referenced in the EN below the Table is also deleted.
Differences from the latest draft version:
· Removed initial CPRs if alternative(s) were proposed
· Removed CPRs if company proposing them requested them to be removed/withdrawn.
· Removed comments no longer needed (Table moved, alignment notes)
· Cleaned up CPR numbering
· Remove PR 5.5.5.3-1 as it will be addressed in Table 14.1.5-3: Data Collection and Consumption
· Added PR 5.7.4.2-1 from Table 14.1.1-2: Enhancements to legacy services and capabilities
This doc includes proposed changes from Airbus/CATT on New CPR #1 (Positioning Integrity)
3. Proposal
It is proposed to agree the following changes to 3GPP  TR 22.870 v1.1.0.
* * * First Change * * *
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Table 14.1.2-1: Security and Privacy

	CPR #
	Consolidated Potential Requirement
	Original PR #
	Comment

	Alt CPR 14.1.2-1-1 
(Qualcomm)
	The 6G system shall provide FWA a comparable level of security and privacy protection comparable to other 6G services.
	PR 5.7.1.2-4
	Fixed Wireless Access


	Orig PR
	The 6G system shall be able to protect UE’s subscriber identities from attacks.
	PR 5.5.7.3-3
	Provided for info

	Orig PR
	The 6G system shall provide security protection for communication (e.g. subscription identifier, authentication methods) against the potential attacks posed by quantum computing.
	PR 5.5.2.6-1
	Provided for info

	Alt CPR 14.1.2-1-2
(Qualcomm)
	The 6G system shall be able to protect UE’sensure subscriber identity privacyies from attacks, and potential attacks posed by quantum computing.
	PR 5.5.7.3-3
PR 5.5.2.6-1
	UE Identity protection
Quantum Resistant Security
[QC: quantum part can be covered by 14.1.2-1-5]


	Orig PR
	The 6G network shall provide security mechanisms that enable the network operator to ensure there are no unintended changes of the elements of the 6G network.
	PR 5.5.1.2-3
	Provided for info

	Orig PR
	The 6G network shall provide security mechanisms for secure access to elements of the core network of the 6G system and secure communication on all 3GPP defined interfaces of the core network of the 6G system.
	PR 5.5.1.2-1
	Provided for info 


	Orig PR
	The 6G network shall support establishment of secure communication between elements of the network while protecting network related information (e.g. network element identities, topology) from disclosure to unauthorized parties.
	PR 5.5.1.2-2
	Provided for info

	CPR 14.1.2-1-3
	The 6G network shall provide security mechanisms for secure access to elements of the core network of the 6G system and enable the network operator to ensure there are no unintended changes of the elements of the 6G network
	PR 5.5.1.2-1
PR 5.5.1.2-3
	Network Security
PR 5.5.1.2-1 “split” between CPR 14.1.2-1-3 and -4


	CPR 14.1.2-1-4
	The 6G network shall support establishment of secure communication between elements of the network and secure communication on all 3GPP defined interfaces of the core network of the 6G system while protecting network related information (e.g. network element identities, topology) from disclosure to unauthorized parties.
	PR 5.5.1.2-1
PR 5.5.1.2-2
	Network Security
PR 5.5.1.2-1 “split” between CPR 14.1.2-1-3 and -4


	CPR 14.1.2-1-5
	The 6G system shall provide security protection for communication (e.g. authentication methods) against the potential attacks posed by quantum computing.
	PR 5.5.2.6-1
	Quantum Resistant Security

	Alt 14.1.2-1-6
(Qualcomm)
	The 6G system shall ensure the cryptographic agility (i.ee.g. post-quantum cryptography algorithms -related smooth migration, switching, update) for the 6G system and its servicesin order to remain provide secureity against new threats.
	PR 5.5.2.6-3
	Quantum Resistant Security

	CPR 14.1.2-1-7
	Subject to operator’s policy and regulatory requirements, the 6G system shall support a means for a UE to be able to distinguish a False Base Station from an authentic Base Station.
	PR 5.5.3.2-1
	System Security
False Base Station


	Alt CPR 14.1.2-1-8
(Qualcomm)
	The 6G system shall provide efficient mechanisms to support authentication and secure communication in inter-PLMN and intra-PLMN networks.
	PR 5.5.4.2-1
	System Security
Network Security

	Alt CPR 14.1.2-1-9
(Qualcomm)
	The 6G system shall support fine-grained security with high granularity  isolation based on to meet the security needs of different businesses requirements for intra-PLMN networks.

	PR 5.5.4.2-2
	System Security
Network Security
Huawei: flexible security capabilities are not clear. Prefer different wording.

	Alt CPR 14.1.2-1-10
(Qualcomm)
	The 6G system shall be able to provide flexible orchestration of security capabilities to ensure meet customized security requirements from different PLMN subscriberscustomers.
	PR 5.5.4.2-3
	System Security
Network Security
Security Management

	CPR 14.1.2-1-11
	The 6G network shall support security management capabilities that enable
· the identification of potential security threats to communication and network elements,
· security analysis and security enhancement policy generation to mitigate attacks and/or security issues in operator management system,
· security response to implement enhanced security policy from management system to network elements, in order to recover network from disturbance
	PR 5.5.4.2-4 
PR 5.5.4.2-5
PR 5.5.4.2-6
	Security Management

	Orig PR
	The 6G network shall support the identification of potential security threats to communication and network elements.
	PR 5.5.4.2-4
	Provided for info

	Orig PR
	The 6G network shall support security analysis and security enhancement policy generation to mitigate attacks and/or security issues in operator management system.
	PR 5.5.4.2-5
	Provided for info

	Orig PR
	The 6G network shall support security response to implement enhanced security policy from management system to network elements, in order to recover network from disturbance.
	PR 5.5.4.2-6
	Provided for info

	Alt CPR 14.1.2-1-12
(Qualcomm)
	The 6G system shall enable operators using SIM as trust anchor to provide digital identity and authentication service to the authorized 3rd parties or subscribers.
	PR 5.5.4.2-7
PR 5.5.4.2-8
PR 5.5.4.2-9
	Identity Authorization Service

	New CPR 14.1.2-1-12-A
	The 6G network shall support mechanisms allowing the use of credentials of different parties (e.g. operators or 3rd parties) in an element of the core network of the 6G system for providing end-to-end secure services.
	PR 5.5.1.2-6
	Credentials


	CPR 14.1.2-1-13
	The 6G system shall support digital identities by 
· verifying the association between the SIM identity and the digital identity of the different digital representatives,
· authorising required services of the digital identity of the digital representatives of users and revoking the digital identity if needed.
	PR 5.5.4.2-8
PR 5.5.4.2-9
	Digital Identity
[QC/S1-254250r1] believes CPR-12 good enough; this is very solution specific
There is agreement that this is covered in CPR-12


	Orig PR
	The 6G system shall support the verification for the association between the SIM identity and the digital identity of the different digital representatives.
	PR 5.5.4.2-8
	Provided for info

	Orig PR
	The 6G system shall authorize the required services of the digital identity of the digital representatives of users and revoke the digital identity if needed.
	PR 5.5.4.2-9
	Provided for info

	CPR 14.1.2-1-14
	The 6G system shall support security and privacy protection of the 6G System Data.
	PR 5.9.2.2-4
	6G System Data
System Security

	Orig PR
	Subject to operator’s policy and regulatory requirements, the 6G system shall support privacy protection for any information exposure to a 3rd party.
	PR 5.5.7.3-1
	Provided for info


	Orig PR
	Subject to national or regional regulatory requirement, the 6G system shall provide user privacy protection, location privacy, identity protection for UEs accessing 6G network for services (e.g. communication, sensing, AI inferencing), and for the corresponding information exposure to an authorized 3rd party.
	PR 5.5.7.3-2
	Provided for info

	Alt CPR 14.1.2-1-15
(Qualcomm)
	Subject to operator’s policy and regulatory requirements, the 6G system shall support privacy protection, location privacy, identity protection for UEs accessing 6G network for services (e.g. communication, sensing, AI inferencing), and privacy protection related to for the corresponding information for any UE information exposure to an authorized 3rd party.
	PR 5.5.7.3-1
PR 5.5.7.3-2
	Security & Privacy for services, data & exposure
Revised as part of SA1 112 Ad Hoc-e

	Alt CPR 14.1.2-1-16
(Qualcomm)
	Subject to operator’s policy, regulatory requirements and subscriber permission, the 6G system shall support mechanisms to protect data privacy during the processing of sensing data.
NOTE:	The processing of sensing data is compliance with applicable regulations, and other pre-defined service criteria.
	PR 7.12.6-2 is considered to be covered by 5G TS22.137
	Data Privacy
Sensing Data Processing

[Ericsson: What extra does the above requirement give compared to the one below from 22.137
The 5G system shall support encryption, integrity protection, privacy of the 3GPP sensing data, non-3GPP sensing data and sensing results, to protect the data inside the 5G system]

	CPR 14.1.2-1-18
	The 6G network shall support a  means for elements of the core network to establish security in decentralised scenarios where not all network elements of one operator’s network will be deployed in the same security domain (e.g. different cloud or data centre or where network elements of one operator might also be instantiated in another operator's cloud environment).
	PR 5.5.1.2-5
	

	CPR 14.1.2-1-19
	The 6G system shall provide applicable subscriber/user related information to the 3rd party services provider as required for the 3rd party services to allow verification of subscriber/user eligibility to consume the services.
	PR 5.5.4.2-10
	

	New CPR #1
	The 6G system with terrestrial and satellite access shall be able to provide integrity for a positioning service.

Airbus proposal

The 6G system with terrestrial and satellite access shall be able to provide positioning integrity for a positioning service.

Rapporteur proposal (based on Airbus proposal) and comment

The 6G system with terrestrial and satellite access shall be able to ensure the reliability and/or  confidence level of the position-related data, provide integrity for a positioning service.


	PR 8.16.6-1
	Positioning integrity

CATT: NEW.2 questions to be clarified:
(1) will it be a generic requirement for any 6G system with TN and/or NTN access? 
Airbus: Both TN and NTN are in coverage.

No, as per PR 8.16.6-1, the requirement is with both "6G system with terrestrial and satellite access". As per pre-conditions in Clause 8.16.2 of TR 22.870, the UE has terrestrial and non-terrestrial network coverage (access) in the 6G system, and the UE is registered to the terrestrial or non-terrestrial network. But, the priority is with satellite access, since this is not covered by any requirement., Thus, if there are some concerns related to "terrestrial access", we can try to remove that part.

(2) satellite-based positioning technologies is amust in this case? 

Airbus: Yes, satellite is the priority

Yes, satellite-based positioning technologies are a must in this case.
It is fine to add "positioning integrity" instead of just "integrity".

"positioning integrity" refers to the "reliability, and the uncertainty or confidence level" of the position-related data, and not to the security, privacy or confidentiality aspects on the provision of this data.

	New CPR #2
	The 6G system shall have a means to ensure that the visited network provides services to an inbound roamer only once the subscriber identity (e.g. SUPI, IMSI) is obtained from the home network.	
	PR 5.5.10.2-1
	Roaming
Subscriber ID



* * * End of Changes * * *

3GPP
