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 ************* 1st of Change*************

[bookmark: _Toc19542408][bookmark: _Toc35348410][bookmark: _Toc152836044]4.2.5.3	HTTP User sessions
Requirement Name: User sessions
Requirement Reference: In accordance with industry best practice
Requirement Description: 
To protect user sessions the Network Product shall support the following session ID and session cookie requirements:
1.	The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2.	The session ID shall be unpredictable. 
3.	The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc.).
4.	In addition to the Session Idle Timeout (see clause 4.2.3.5.2	Protecting sessions – Inactivity timeout), the Network Product shall automatically terminate sessions after a configurable maximum lifetime This maximum lifetime defines the maximum session span. When the maximum lifetime expires, the session shall be closed, the session ID shall be deleted and the user shall be forced to (re)authenticate in the web application and to establish a new session. The default value for this maximum lifetime shall be set to 8 hours.
5.	Session ID's shall be regenerated for each new session (e.g. each time a user logs in).
6.	The session ID shall not be reused or renewed in subsequent sessions.
7.	The Network Product shall not use persistent cookies to manage sessions but only session cookies. This means that neither the "expire" nor the "max-age" attribute shall be set in the cookies.
8.	Where session cookies are used the attribute 'HttpOnly' shall be set to true.
9.	Where session cookies are used the 'domain' attribute shall be set to ensure that the cookie can only be sent to the specified domain.
10.	Where session cookies are used the 'path' attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.
11.	The Network Product shall not accept session identifiers from GET/POST variables.
12.	The Network Product shall be configured to only accept server generated session ID's.
Threat References: TR 33.926 [4]
Test case: 
Purpose:
Verify that the above 12 session ID and session cookie requirements have been met.
Procedure and execution steps:
Pre-Conditions:
-	The Network Product uses a session ID that is communicated between the client and Network Product to establish and maintain a session.
-	Documentation describing how a session is maintained and where the session ID is stored / and how this is communicated and after how long sessions expire.
-	The documentation should describe the algorithm used to generate the session IDs.
-     The session ID does not contain sensitive information. 
Execution Steps
1. 	The tester logs in repeatedly with different user IDs and a number of times with the same user ID in a row and collects the session IDs according to the documentation and the user IDs associated with them. The tester verifies that:
a.	The session IDs are different between sessions of the same and different users;
b.	The session IDs seems random based on his/her own experience. The tester may use tests like the bitstream test or the count-the-1s-tests from the diehard test suite. The tester documents how randomness was verified;
c.	The session IDs are always different between sessions, also when the user ID is the same.
NOTE: the repeated times is left to vendor and test lab decide.
2.	The tester verifies that when session cookies are used
a.	neither the "expire" or the "max-age" is set;
b.	the 'HttpOnly' is set to true;
c.	the 'domain' attribute is set to the correct domain;
d.	the 'path' attribute is set to the correct directory or sub-directory.
3.	The tester verifies that it is impossible to:
a.	access a session by retrieving the session ID and communicating the session ID through a POST or GET variable.
b.	generate a session ID on the client by attempting to login with a custom generated session ID.
c.	keep a session alive for longer than the configured maximum lifetime (by default 8 hours).
        4.  The tester verifies that the default maximum lifetime is set to 8 hours. 
Expected Results:
1.	A list of session IDs and user IDs that are different between sessions even when the tester has logged in with the same user and that are unpredictable as is confirmed by the entropy calculation.
2.	A confirmation from the tester that the correct variables are indeed set.
3.	A denied access to the tester when attempting the two login steps of step 3 and an expired session in step 3c.
Expected format of evidence:
A confirmation that the tester has confirmed that (by providing e.g. network traffic request/response etc):
1.	Session IDs follow the rules 1-3, 5, 6.
2.	A session times out after 8 hours or sooner according to the documentation.
3.	The correct cookie settings are used.
4.	The network product does not accept customly generated session IDs and that session IDs over GET or POST are ignored.
************* End of Change*************


