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8.2.2.4.4	PSCell addition, modification and release / SCG DRB / EN-DC / UPIP
8.2.2.4.4.1	Test Purpose (TP)
(1)
with { UE in RRC_CONNECTED state with EN-DC }
ensure that {
  when { UE receives an RRCConnectionReconfiguration message to add PSCell with SCG DRB and to active UP integrity protection for the SCG DRB}
    then { UE configures the PSCell with SCG DRB, starts the UP integrity for the SCG DRB and sends an RRCConnectionReconfigurationComplete message } 
            }

(2)
with { UE in RRC_CONNECTED state with EN-DC, and, MCG(s) and SCG DRB}
ensure that {
  when { UE receives an RRCConnectionReconfiguration message to modify SCG DRB }
    then {UE reconfigures the SCG DRB keeping on the activation of UP integrity protection and sends an RRCConnectionReconfigurationComplete message }
            }

(3)
with { UE in RRC_CONNECTED state with EN-DC, and, MCG(s) and SCG DRB }
ensure that {
  when { UE receives an RRCConnectionReconfiguration message to release PSCell with SCG DRB }
    then { UE releases the PSCell and SCG DRB and sends an RRCConnectionReconfigurationComplete message }
            }

8.2.2.4.4.2	Conformance requirements
References: The conformance requirements covered in the present test case are specified in: TS 36.331, clause 5.3.5.3, TS 38.331, clauses 5.3.5.3, 5.3.5.6.4 and 5.3.5.6.5, and TS33.401, clause 7.3.4. Unless otherwise stated these are Rel-17 requirements.
[TS 36.331, clause 5.3.5.3]
If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
...
1>	if the received RRCConnectionReconfiguration includes the nr-Config and it is set to release: or
1>	if the received RRCConnectionReconfiguration includes endc-ReleaseAndAdd and it is set to TRUE:
2>	perform MR-DC release as specified in TS 38.331 [82], clause 5.3.5.10;
1>	if the received RRCConnectionReconfiguration includes the sk-Counter:
2>	perform key update procedure as specified in TS 38.331 [82], clause 5.3.5.7;
1>	if the received RRCConnectionReconfiguration includes the nr-SecondaryCellGroupConfig:
2>	perform NR RRC Reconfiguration as specified in TS 38.331 [82], clause 5.3.5.3;
1>	if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
1>	if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
...
1>	set the content of RRCConnectionReconfigurationComplete message as follows:
2>	if the RRCConnectionReconfiguration message includes perCC-GapIndicationRequest:
3>	include perCC-GapIndicationList and numFreqEffective;
2>	if the frequencies are configured for reduced measurement performance:
3>	include numFreqEffectiveReduced;
2>	if the received RRCConnectionReconfiguration message included nr-SecondaryCellGroupConfig:
3>	include scg-ConfigResponseNR in accordance with TS 38.331 [82], clause 5.3.5.3;
3>	if the RRCConnectionReconfiguration message is applied due to a conditional reconfiguration execution and the RRCConnectionReconfiguration message does not include the mobilityControlInfo:
4>	include in selectedCondReconfigurationToApply the condReconfigurationId of the conditional reconfiguration which has been executed;
[TS 38.331, clause 5.3.5.3]
1>	if the RRCReconfiguration includes the secondaryCellGroup:
2>	perform the cell group configuration for the SCG according to 5.3.5.5;
...
1>	if the RRCReconfiguration message includes the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCReconfiguration message includes the radioBearerConfig2:
2>	perform the radio bearer configuration according to 5.3.5.6;
...
1>	if the UE is configured with E-UTRA nr-SecondaryCellGroupConfig (UE in (NG)EN-DC):
2>	if the RRCReconfiguration message was received via E-UTRA SRB1 as specified in TS 36.331 [10]; or
2>	if the RRCReconfiguration message was received via E-UTRA RRC message RRCConnectionReconfiguration within MobilityFromNRCommand (handover from NR standalone to (NG)EN-DC);
3>	if the RRCReconfiguration is applied due to a conditional reconfiguration execution for CPC which is configured via conditionalReconfiguration contained in nr-SecondaryCellGroupConfig specified in TS 36.331 [10]:
4>	submit the RRCReconfigurationComplete message via the E-UTRA MCG embedded in E-UTRA RRC message ULInformationTransferMRDC as specified in TS 36.331 [10], clause 5.6.2a.
3>	else if the RRCReconfiguration message was included in E-UTRA RRCConnectionResume message:
4>	submit the RRCReconfigurationComplete message via E-UTRA embedded in E-UTRA RRC message RRCConnectionResumeComplete as specified in TS 36.331 [10], clause 5.3.3.4a;
3>	else:
4>	submit the RRCReconfigurationComplete via E-UTRA embedded in E-UTRA RRC message RRCConnectionReconfigurationComplete as specified in TS 36.331 [10], clause 5.3.5.3/5.3.5.4/5.4.2.3;
[TS 38.331, clause 5.3.5.6.4]
The UE shall:
1>	for each drb-Identity value included in the drb-ToReleaseList that is part of the current UE configuration; or
1>	for each drb-Identity value that is to be released as the result of full configuration according to 5.3.5.11:
2>	release the PDCP entity and the drb-Identity;
2>	if SDAP entity associated with this DRB is configured:
3>	indicate the release of the DRB to SDAP entity associated with this DRB (TS 37.324 [24], clause 5.3.3);
2>	if the DRB is associated with an eps-BearerIdentity:
3>	if a new bearer is not added either with NR or E-UTRA with same eps-BearerIdentity:
4>	indicate the release of the DRB and the eps-BearerIdentity of the released DRB to upper layers.
NOTE 1:	The UE does not consider the message as erroneous if the drb-ToReleaseList includes any drb-Identity value that is not part of the current UE configuration.
NOTE 2:	Whether or not the RLC and MAC entities associated with this PDCP entity are reset or released is determined by the CellGroupConfig.
[TS 38.331, clause 5.3.5.6.5]
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
3>	if target RAT of handover is E-UTRA/5GC; or
3>	if the UE is connected to E-UTRA/5GC:
4>	if the UE is capable of E-UTRA/5GC but not capable of NGEN-DC:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10];
4>	else (i.e., a UE capable of NGEN-DC):
5>	configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the key (KUPenc) associated with the master key (KeNB) or secondary key (S-KgNB) as indicated in keyToUse, if applicable;
3>	else (i.e., UE connected to NR or UE connected to E-UTRA/EPC):
4>	configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB/S-KeNB) as indicated in keyToUse;
2>	if the PDCP entity of this DRB is configured with integrityProtection:
3>	configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
...
NOTE 1:	Void.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in. To re-associate a DRB with a different key (KeNB to S-KgNB, KgNB to S-KeNB, KgNB to S-KgNB, or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
NOTE 4:	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
NOTE 5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.
NOTE 6:	In DAPS handover, the UE may perform PDCP entity re-establishment (if reestablishPDCP is set) or the PDCP data recovery (if recoverPDCP is set) for a non-DAPS bearer when indication of successful completion of random access towards target cell is received from lower layers as specified in TS 38.321 [3]. In this case, the UE suspends data transmission and reception for all non-DAPS bearers in the source MCG for duration of the DAPS handover.
[TS 33.401, clause 7.3.4]
AS UP integrity protection activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 7.3.4 -1. 
As defined in Clause 7.3.3, the MME may send the UP integrity protection policy to the eNB. If the MME does not send the UP integrity protection policy, the eNB may use locally configured UP integrity protection policy.


Figure 7.3.4-1: User plane (UP) integrity protection activation mechanism
1a.	This RRC Connection Reconfiguration procedure which is used to add DRBs shall be performed only after RRC security and UP ciphering have been activated as part of the AS security mode command procedure defined in Clause 7.2.4.5 and the UE indicates that it supports use of user plane integrity protection with EPC.
1b.	The eNB shall send the RRC Connection Reconfiguration message to the UE for UP security activation containing indication for the activation of UP integrity protection for each DRB according to the security policy. 
The eNB shall select the NR integrity algorithm and indicate it in the RRC Connection Reconfiguration procedure to the UE. The selected NR integrity algorithm  corresponds to the EPS integrity algorithm which the eNB selected and indicated to the UE in the AS Security Mode Command procedure.
1c.	If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the eNB does not have KUPint, the eNB shall generate KUPint and UP integrity protection for such DRBs shall start at the eNB.
2a.	UE shall verify the RRC Connection Reconfiguration message. If successful, if UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPint, the UE shall generate KUPint and UP integrity protection for such DRBs shall start at the UE.
2b.	If the UE successfully verifies integrity of the RRC Connection Reconfiguration message, the UE shall send the RRC Connection Reconfiguration Complete message to the eNB.
When the UE receives the RRC Connection Reconfiguration message then the UE shall use the EPS algorithm which corresponds to the NR algorithm indicated in the RRC Connection Reconfiguration message for UP integrity protection.
If UP integrity protection is not activated for DRBs, the eNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.
8.2.2.4.4.3	Test description
8.2.2.4.4.3.1	Pre-test conditions
System Simulator:
-	E-UTRA Cell 1 is the PCell and NR Cell 1 is the PSCell.
UE:
-	None.
Preamble:
-	The UE is in state RRC_CONNECTED using generic procedure parameter Connectivity (EN-DC), Bearers (MCG(s) and SCG) and Test Loop Function (On) with UE test loop mode B according to TS 38.508-1 [4], table 4.5.1-1.

8.2.2.4.4.3.2	Test procedure sequence
Table 8.2.2.4.4.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to add NR PSCell and SCG DRB with UP integrity protection.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	1
	P

	3
	SS transmits PDCP PDU on SCG DRB integrity protected.
	<--
	PDCP PDU
	-
	-

	4
	Check: Does the UE transmit looped back PDCP PDU integrity protected on SCG DRB?
	-->
	PDCP PDU
	1
	P

	5
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify SCG DRB with UP integrity protection active.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	6
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	2
	P

	7
	SS transmits PDCP PDU on SCG DRB integrity protected.
	<--
	PDCP PDU
	-
	-

	8
	Check: Does the UE transmit looped back PDCP PDU integrity protected on SCG DRB?
	-->
	PDCP PDU
	2
	P

	9
	SS transmits RRCConnectionReconfiguration message to release the PSCell and SCG DRB. 
	<--
	RRCConnectionReconfiguration 
	-
	-

	10
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete
	3
	P


                     
8.2.2.4.4.3.3	Specific message contents
Table 8.2.2.4.4.3.3-1: RRCConnectionReconfiguration (step 1, Table 8.2.2.4.4.3.2-1)
	Derivation Path: TS 36.508 [7], Table 4.6.1-8

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	            nonCriticalExtension SEQUENCE {
	
	
	

	              nonCriticalExtension SEQUENCE {
	
	
	

	                nonCriticalExtension SEQUENCE {
	
	
	

	                  nonCriticalExtension SEQUENCE {
	
	
	

	                    nonCriticalExtension SEQUENCE {
	
	
	

	                      nonCriticalExtension SEQUENCE {
	
	
	

	                        nr-Config-r15 CHOICE {
	
	
	

	                          setup SEQUENCE {
	
	
	

	                            nr-SecondaryCellGroupConfig-r15
	OCTET STRING (including the RRCReconfiguration message)
	
	

	                          }
	
	
	

	                        }
	
	
	

	                        nr-RadioBearerConfig1-r15
	RadioBearerConfig_ADD_SCG_DRB
	As per Table 8.2.2.4.4.3.3-3
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.2.4.4.3.3-2: RRCReconfiguration (Table 8.2.2.4.4.3.3-1)
	Derivation Path: TS 38.508-1 [4], Table 4.6.1-13

	Information Element
	Value/remark
	Comment
	Condition

	RRCReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcReconfiguration SEQUENCE {
	
	
	

	       secondaryCellGroup
	CellGroupConfig_ADD_SCG_DRB
	As per Table 8.2.2.4.4.3.3-4
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.2.4.4.3.3-3: RadioBearerConfig_ADD_SCG_DRB (Table 8.2.2.4.4.3.3-1)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-132

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    DRB-ToAddMod[1] SEQUENCE {
	
	entry 1
	

	      cnAssociation CHOICE {
	
	
	

	      }
	
	
	

	      drb-Identity
	DRBn
	SCG DRB Id
	

	      pdcp-Config
	PDCP-Config_ADD_SCG_DRB
	As per Table 8.2.2.4.4.3.3-5
	

	    }
	
	
	

	  }
	
	
	

	  securityConfig SEQUENCE {
	
	
	

	    securityAlgorithmConfig SEQUENCE {
	
	
	

	      integrityProtAlgorithm
	Set according to PIXIT parameter for default integrity protection algorithm
	Null algorithm is not allowed
	

	    keyToUse
	secondary
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.2.4.4.3.3-4: CellGroupConfig_ADD_SCG_DRB (Table 8.2.2.4.4.3.3-2)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-19

	Information Element
	Value/remark
	Comment
	Condition

	CellGroupConfig ::= SEQUENCE {
	
	
	

	  rlc-BearerToAddModList SEQUENCE (SIZE(1..maxLC-ID)) OF RLC-BearerConfig {
	1 entry
	
	

	    RLC-BearerConfig[1] SEQUENCE {
	
	entry 1
	

	      servedRadioBearer CHOICE {
	
	
	

	        drb-Identity
	DRBn
	SCG DRB Id
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.2.4.4.3.3-5: PDCP-Config_ADD_SCG_DRB (Table 8.2.2.4.4.3.3-3)
	Derivation Path: TS 38.508-1[4] , table 4.6.3-99

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config ::= SEQUENCE {
	
	
	

	  drb SEQUENCE {
	
	
	

	    integrityProtection
	enable
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.2.4.4.3.3-6: RRCConnectionReconfiguration (step 5, Table 8.2.2.4.4.3.2-1)
	Derivation Path: TS 36.508 [7], Table 4.6.1-8

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	            nonCriticalExtension SEQUENCE {
	
	
	

	              nonCriticalExtension SEQUENCE {
	
	
	

	                nonCriticalExtension SEQUENCE {
	
	
	

	                  nonCriticalExtension SEQUENCE {
	
	
	

	                    nonCriticalExtension SEQUENCE {
	
	
	

	                      nonCriticalExtension SEQUENCE {
	
	
	

	                        nr-RadioBearerConfig1-r15
	RadioBearerConfig_MOD_SCG_DRB
	As per Table 8.2.2.4.4.3.3-7
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.2.4.4.3.3-7: RadioBearerConfig_MOD_SCG_DRB (Table 8.2.2.4.4.3.3-6)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-132

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    DRB-ToAddMod[1] SEQUENCE {
	
	entry 1
	

	      cnAssociation CHOICE {
	
	
	

	      }
	
	
	

	      drb-Identity
	DRBn
	SCG DRB Id
	

	      pdcp-Config
	PDCP-Config_MOD_SCG_DRB
	As per Table 8.2.2.4.4.3.3-8
	

	    }
	
	
	

	  }
	
	
	



Table 8.2.2.4.4.3.3-8: PDCP-Config_MOD_SCG_DRB (Table 8.2.2.4.4.3.3-7)
	Derivation Path: TS 38.508-1[4] , table 4.6.3-99

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config ::= SEQUENCE {
	
	
	

	  drb SEQUENCE {
	
	
	

	    discardTimer
	ms500
	Other than default value.
	

	    integrityProtection
	enable
	
	

	  }
	
	
	

	}
	
	
	




Table 8.2.2.4.4.3.3-9: RRCConnectionReconfiguration (step 9, Table 8.2.2.4.4.3.2-1)
	Derivation Path: TS 36.508 [7], Table 4.6.1-8

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	            nonCriticalExtension SEQUENCE {
	
	
	

	              nonCriticalExtension SEQUENCE {
	
	
	

	                nonCriticalExtension SEQUENCE {
	
	
	

	                  nonCriticalExtension SEQUENCE {
	
	
	

	                    nonCriticalExtension SEQUENCE {
	
	
	

	                      nonCriticalExtension SEQUENCE {
	
	
	

	                        nr-Config-r15 CHOICE {
	
	
	

	                          release
	
	
	

	                        }
	
	
	

	                        nr-RadioBearerConfig1-r15
	RadioBearerConfig_RELEASE_SCG_DRB
	As per Table 8.2.2.4.4.3.3-10
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.2.4.4.3.3-10: RadioBearerConfig_RELEASE_SCG_DRB (Table 8.2.2.4.4.3.3-9)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-132

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToReleaseList
	DRBn
	SCG DRB Id
	

	}
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