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This document starts discussion on the TSG RAN WGs Rel-19 Study Item on Study on solutions for Ambient IoT (Internet of Things) in NR.
[bookmark: _Toc527283430][bookmark: _Toc527283647][bookmark: _Toc527283676][bookmark: _Toc527283741][bookmark: _Toc527283745][bookmark: _Toc527283906][bookmark: _Toc527283923]2	Discussion
2.1	Study on AIoT in RAN3, embedded in a 3GPP wide study activity
The RAN3 Items of study are as follows (see latest SID in RP-240826 [1]):
· RAN3-led:
· Identify necessary impacts on signaling and procedures for CN-RAN interface, to enable:
· Paging  
· Device context management
· Data transport
· Identify RAN architecture aspects, including whether support for split architecture is necessary.
· Identify potential solutions for locating an Ambient IoT device with no specification impact, e.g. reusing existing user location report, or minimal specification impact to convey location information to core network.
This RAN3-led items have to be considered within the “general scope” stated in the RAN SID [1]. Some highlights:
-	study a harmonized air interface design with minimized differences ... to enable devices which UL transmission is backscattered on a carrier wave provided externally (1W peak power consumption) or with energy storage and the UL transmission may be generated internally by the device. (few hundred W peak power consumption).
-	... with no RRC states, no mobility (i.e. at least no cell selection/re-selection -like function), no HARQ, no ARQ. 
-	deployment scenarios with(a) AIoT devices indoors, basestation indoors with Topology 1 (AIoT device directly communicates with the basestation) and (b) AIoT devices indoors, basestation outdoors with Topology 2 (AIoT communicates with the basestation via an intermediate node)
-	traffic types DO-DTT (Device Originated – Device Terminated Triggered) and DT (Device Terminated) with focus on use cases “inventory” and “command”, as defined in TS 22.369 [2] and TR 38.848 [3].
The RAN WGs’ studies have to be reviewed in the context of past and ongoing parallel studies conducted by 
-	SA1 (see TS 22.369 on Service requirements for ambient power-enabled IoT; Stage 1 [2])
-	TSG RAN (see TS 38.848 Study on Ambient IoT (Internet of Things) in RAN [3])
-	SA2 (ongoing study, see TS 23.700-13 Study on Architecture support of Ambient power-enabled Internet of Things [4] and latest SID SP-23)
-	SA3 (ongoing study, see latest SID SP-240507 [6])
Observation 1:	3GPP has been conducting already work on requirements in SA1 (see TS 22.369) and a TSG RAN level study (see 38.848), which are reflected in the TSG RAN WG level Study Item Description [1].
Observation 2:	RAN3 work on the AIoT study is dependent on work in and needs cooperation with SA2, SA3 and RAN2 (at least).
2.2	Service Requirements
Service requirements are defined by SA1, the result of the normative work is specified in TS 22.369 [2]:
Communication aspects:
TS 22.369 [2] introduces “communication modes” what TSG RAN will later call “topologies”, for direct communication between the AIoT device and the 5G network and indirect communication via an intermediate node/AIoT capable UE. A third communication mode does not show the 5G network being involved in the communication at all.
Observation 3:	Communication modes of 5G system for AIoT devices, along TS 22.369, show modes which involve the 5G network, and those which does not involve the 5G network at all (5GS used a mere data-pipe, “over the top”). The latter one is not part of the Rel-19 study.
Positioning:
One of the major aspects of AIoT in 5GS is the possibility to locate an AIoT device. It is obviously not sufficient. to know that an AIoT device is “indoors, within the range of basestation”, if “indoors” means a multi-storey warehouse are a large storeroom with a sophisticated and automated shelf/rack system. Respective positioning methods, usable for real-life use-cases would for sure need to go beyond what the Rel-19 SID requires RAN3 to look into.
Observation 4:	Positioning of AIoT devices with a sufficiently high accuracy, dependent on the use case, is expected to be an important part of real-life deployments and it is expected that respective accuracy supported by 5GS will have to go beyond what is requested from RAN3 to study along the Rel-19 SID.
Privacy and Security
One of expected advantages of 3GPP 5G AIoT systems compared to non-5G IoT systems (e.g., C1G2 RFID) is security. Security and privacy is clearly required from 5GS in TS 22.369 [2] (section 5.2.6):
The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection. 
The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.
Based on subscription and operator policies, the 5G system shall authorize an Ambient IoT capable UE to communicate with a specific Ambient IoT device or with a group of Ambient IoT devices. 
Therefore, studies in TSG RAN can assume availability of mechanisms to protect the privacy of information (e.g. location and identity) and as well as mechanisms to protect unauthorized access of 5GS (resources). Therefore, we can assume privacy protection for both user data and control signaling related to or associated with a data session within the 5G NR system.
While security mechanisms for AIoT devices would need to be studied by SA3, the studies in RAN WGs could start by assuming the existence of “NAS security”, i.e. means to authenticate an AIoT device and to establish secured communication between the AIoT device and the 5G system. By that both network and devices are protected, networks from misbehaving devices and attackers and devices from unauthorized exposure of their identity, location and data. Whether AS security is needed is dependent on mechanisms available for protecting user data (e.g., for command use case), e.g. whether user data is delivered via a user plane path (UP solution) or as part of a control signaling (CP solution). 
NOTE:	Usage of terms like “NAS security”, “AS security”, “UP” and “CP” may need to be (re-)discussed in the context of AIoT.
As an additional aspect, it needs to be considered that an AIoT device is limited in capability and thus applicable security mechanisms and 5GS architecture might need to be revisited.
[bookmark: _Toc162511404][bookmark: _Toc162562984]Observation 5:	Security requirements as of TS 22.369 are quite explicit and represent a major advantage of a 3GPP 5G based AIoT system as compared to its (non-cellular) counterpart (e.g., RFID).
We expect 3GPP to specify methods that allows secure operation of AIoT devices in terms of privacy protection of the ambient IoT device, i.e. the respective communication content (e.g. its identity, some sensor data) and the device’s location, as well as protection from cloning such devices. Therefore RAN WGs can assume availability of security protection for both user data and associated control signaling for AIoT. Coordination with SA3 is necessary.
[bookmark: _Toc162511478][bookmark: _Toc162563482]Proposal 6:	As a starting point, RAN3 assumes existence of “NAS security” catering for AIoT security requirements required in TS 22.369, and by that the need to authenticate AIoT devices and exchange of key-material for secure communication, actions usually resulting in UEs being “registered”.
2.3	First Conclusions on 5GS architecture
Having the service requirements in mind, first conclusions can be drawn on an architectural level:
With security and privacy requirements in mind, the 5GS has to be able to identify AIoT devices, authenticate them and establish secure communication between it and the 5G network. At least the 5GC needs to host means to store AIoT device contexts and manage its “registration” status.
With the 5GC hosting at least AIoT device context management and serving as a point-of-connection for applications making use of the information provided by an AIoT capable 5GS, we conclude that there will be still the split kept between NG-RAN and 5GC. About defining an explicit concrete task-split, further studies are needed.
Proposal 7:	We propose to start work in RAN3 with the assumption that there an AIoT capable 5GS consists of an AIoT capable NG-RAN and AIoT capable 5GC.
Proposal 8:	We further propose to assume that such AIoT capable 5GC hosts means to store AIoT device contexts and managing the AIoT device’s “registration” status.
With NG-RAN providing radio resources for AIoT devices to operate, it is in the interest of all involved parties that on the one hand side, the network is protected from misusing its resources and on the other hand side, AIoT devices are protected from access by unauthorized parties – the latter aspect would require the network to identify itself towards the AIoT device, also after the AIoT device has performed registration. Whether such network identification needs to be performed in a secure manner, and whether this part of NAS or AS security at all is subject for further studies.
Proposal 9:	Agree to assume that an AIoT capable NG-RAN needs to be able to provide to AIoT devices a “network” identification, most probably similar to what is provided in SIB1, i.e. at least a PLMN/SNPN ID.
Further, the process of authentication establishing a secure communication (“registration”) would need to be performed either on a regular basis (periodically) or when the AIoT device is moved to another location (mobility caused). Whether this needs the introduction of an AIoT specific area concept maybe subject for further studies.
Proposal 10:	We further agree to continue studies, potentially in direct communication with other TSGs/WGs, on “periodic” and “mobility” “registration” updates of AIoT devices within a PLMN/SNPN and its impact on NG-RAN.
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We have looked into the RAN WG SID [1] and the work conducted by SA1 [2] and TSG RAN [3] so far.
We observe the following:
Observation 1:	3GPP has been conducting already work on requirements in SA1 (see TS 22.369) and a TSG RAN level study (see 38.848), which are reflected in the TSG RAN WG level Study Item Description [1].
Observation 2:	RAN3 work on the AIoT study is dependent on work in and needs cooperation with SA2, SA3 and RAN2 (at least).
Observation 3:	Communication modes of 5G system for AIoT devices, along TS 22.369, show modes which involve the 5G network, and those which does not involve the 5G network at all (5GS used a mere data-pipe, “over the top”). The latter one is not part of the Rel-19 study.
Observation 4:	Positioning of AIoT devices with a sufficiently high accuracy, dependent on the use case, is expected to be an important part of real-life deployments and it is expected that respective accuracy supported by 5GS will have to go beyond what is requested from RAN3 to study along the Rel-19 SID.
Observation 5:	Security requirements as of TS 22.369 are quite explicit and represent a major advantage of a 3GPP 5G based AIoT system as compared to its (non-cellular) counterpart (e.g., RFID).
We expect 3GPP to specify methods that allows secure operation of AIoT devices in terms of privacy protection of the ambient IoT device, i.e. the respective communication content (e.g. its identity, some sensor data) and the device’s location, as well as protection from cloning such devices. Therefore RAN WGs can assume availability of security protection for both user data and associated control signaling for AIoT. Coordination with SA3 is necessary.
We therefore propose:
Proposal 6:	As a starting point, RAN3 assumes existence of “NAS security” catering for AIoT security requirements required in TS 22.369, and by that the need to authenticate AIoT devices and exchange of key-material for secure communication, actions usually resulting in UEs being “registered”.
Proposal 7:	We propose to start work in RAN3 with the assumption that there an AIoT capable 5GS consists of an AIoT capable NG-RAN and AIoT capable 5GC..
Proposal 8:	We further propose to assume that such AIoT capable 5GC hosts means to store AIoT device contexts and managing the AIoT device’s “registration” status.
Proposal 9:	Agree to assume that an AIoT capable NG-RAN needs to be able to provide to AIoT devices a “network” identification, most probably similar to what is provided in SIB1, i.e. at least a PLMN/SNPN ID.
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