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1		Introduction
In the SID[1] for the study on additional topological enhancements, the objectives for 5G Femto are included as below:
The objectives of the 5G Femto study are as follows:
-	Study the overall RAN architecture and required functional and procedural impacts for supporting 5G Femto deployments [RAN3]. 
-	Study how to define the 5G access control mechanism by (re-)using the existing CAG functionality and identify needed enhancements (if any) [RAN3].
-	Clarify the access to local services from the 5G Femto via collocated local UPF and identify issues, if any [RAN3].
NOTE 1: The study involves a gap analysis of existing 5G functionality with HomeNB functionality.
NOTE 2: No impact on the UE.
NOTE 3: Coordination with other WGs (e.g. SA2) when needed.
This contribution will discuss the study on how to define the 5G Femto access control mechanism.
[bookmark: _Toc449541143]2		Discussion
In the SID, the access control mechanism for 5G Femto is limited to study how to define the 5G access control mechanism by (re-)using the existing CAG functionality. In 5G specification, we already specified the CAG functionality for the PNI-NPN. The CAG concept is defined in TS38.300 [2] as below:
A PNI-NPN is a network deployed for non-public use which relies on network functions provided by a PLMN (see clause 4.8). In PNI-NPN, a Closed Access Groups (CAG) identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG. A CAG is identified by a CAG identifier broadcast in SIB1.
A CAG-capable UE can be configured with the following per PLMN (see clause 5.30.3.3 of TS 23.501 [3]):
-	an Allowed CAG list containing the CAG identifiers which the UE is allowed to access; and
-	a CAG-only indication if the UE is only allowed to access 5GS via CAG cells.
From above, we may derive that the CAG is only used for the PNI-NPN network access control.
Observation 1: The CAG functionality is only used in PNI-PNP network.
The more detail of the PNI-NPN specified in TS 23.501 [3] as below.
Public Network Integrated NPNs are NPNs made available via PLMNs e.g. by means of dedicated DNNs, or by one (or more) Network Slice instances allocated for the NPN. The existing network slicing functionalities apply as described in clause 5.15. When a PNI-NPN is made available via a PLMN, then the UE shall have a subscription for the PLMN in order to access PNI-NPN.
NOTE 1:	Annex D provides additional consideration to consider when supporting Non-Public Network as a Network Slice of a PLMN.
As network slicing does not enable the possibility to prevent UEs from trying to access the network in areas where the UE is not allowed to use the Network Slice allocated for the NPN, Closed Access Groups may optionally be used to apply access control.
A Closed Access Group identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG.
CAG is used for the PNI-NPNs to prevent UE(s), which are not allowed to access the NPN via the associated cell(s), from automatically selecting and accessing the associated CAG cell(s).
NOTE 2:	CAG is used for access control e.g. authorization at cell selection and configured in the subscription as part of the Mobility Restrictions i.e. independent from any S-NSSAI. CAG is not used as input to AMF selection nor Network Slice selection. If NPN isolation is desired, operator can better support NPN isolation by deploying network slicing for PNI-NPN, configuring dedicated S-NSSAI(s) for the given NPN as specified in Annex D, clause D.2 and restricting NPN's UE subscriptions to these dedicated S-NSSAI(s).
The PNI-NPN is non-public network deployed with the support of a PLMN. The 5G Femto node/cell should be deployed as part of the PLMN. So the 5G Femto node/cell may reuse the PNI-NPN deployment principle. Based on the PNI-NPN principle, the CAG can naturally be reuse as 5G Femto access control mechanism.
Proposal 1: 5G Femto deployments reuse the PNI-NPN principle.
For the access control, in TS38.300 [2], the procedure is description as below:
During the establishment of the UE-associated logical NG-connection towards the 5GC, the AMF checks whether the UE is allowed to access the cell as specified in TS 23.501 [3].
If the check is successful, the AMF sets up the UE-associated logical NG-connection and provides the NG-RAN node with the list of CAGs allowed for the UE and, whether the UE is allowed to access non-CAG cells. This information is used by the NG-RAN for access control of subsequent mobility.
If the check is not successful, the AMF shall reject setting up the UE-associated NG connection and inform the NG-RAN node with an appropriate cause value as specified in TS 23.501 [3].
The AMF will check whether the UE is allowed to access the cell, and then provide the information to RAN for the access control of subsequent mobility.
Proposal 2: The CAG is reused as baseline for 5G Femto access control mechanism. 
In TS 23.501 [3] section 5.30.3.4 Network and cell (re-)selection, and access control, the detail access control mechanism of CAG is captured. For the CAG cell supported, specified as below:
The following is assumed for network and cell selection, and access control:
-	The CAG cell shall broadcast information such that only UEs supporting CAG are accessing the cell (see TS 38.300 [27], TS 38.304 [50]);
NOTE 1:	The above also implies that cells are either CAG cells or normal PLMN cells. For network sharing scenario between SNPN, PNI-NPN and PLMNs, please see clause 5.18.

For the UE to use CAG, In TS 23.501 [3] 5.30.3.3 UE configuration, subscription aspects and storage, specified as below:
To use CAG, the UE, that supports CAG as indicated as part of the UE 5GMM Core Network Capability, may be pre-configured or (re)configured with the following CAG information, included in the subscription as part of the Mobility Restrictions:
-	an Allowed CAG list i.e. a list of CAG Identifiers the UE is allowed to access; and
-	each entry of the Allowed CAG list may be associated with time validity information; and
-	optionally, a CAG-only indication whether the UE is only allowed to access 5GS via CAG cells (see TS 38.304 [50] for how the UE identifies whether a cell is a CAG cell);
From above, the cell is defined as CAG cell and normal PLMN cell with the broadcast information in SIB. The CAG cell is for the UE only supporting this CAG accessing. It is similar to LTE closed access HeNB. The normal PLMN cell is similar to the LTE open access HeNB. If the UE's subscription contains an indication that the UE is only allowed to access CAG cells, the UE only can access CAG cell. Otherwise the UE can access the CAG cells if UE CAG supported and PLMN cells. For the Femto cell deployed at home or enterprise, the cell may be configured as CAG cell. So that It is easy for the access management.  
Observation 2: only UE supporting CAG can access the CAG cell. 
Proposal 3: Femto cell can be configured as CAG cell.
3		Conclusion
In the present contribution we make the following observations and proposal:
Observation 1: The CAG functionality is only used in PNI-PNP network.
Observation 2: only UE supporting CAG can access the CAG cell. 
Proposal 1: 5G Femto deployments reuse the PNI-NPN principle.
Proposal 2: The CAG is reused as baseline for 5G Femto access control mechanism. 
Proposal 3: Femto cell can be configured as CAG cell.
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