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1. Status of the online discussion
· At least ask is PQC applicable to the UE air interface.  

For SA3 
Indicate that currently in 5G  
a.	MAC layer has no Sequence Number and no in-sequence delivery.   
b.	MAC CEs can be grouped together with other MAC CEs and/or MAC SDUs
RAN2 will discuss based on new requirements coming from SA3 how to modify the MAC

Ask questions
-	[CB]What are the expected increase in complexity on the network side relative to 5G
Indicate
-	Certain MAC CEs (e.g., BSR, PHR, TA) need to be sent before security establishment.
-	[CB] identify time critical for MAC CE for UL and DL and can identify the MAC CEs that are determined late in the TB construction, which may affect the timing of security processing in some designs.  
-	[check if we have an order of magnitude security processing currently for 5G to understand time criticality]
[AT133][008][6G] Security (ZTE)
	Intended outcome: 
	Discuss the CBs remaining from MAC CE and if they are any other questions. 
	Check if there are easy/generic questions for SIB security and determine after offline if we send the questions to SA3.  
	Draft LS will be post meeting 
	Deadline:  Thursday

So, the offline discussion should focus on the above [CB] topics first and then we can see if we have time for any other issues. 
2. Time critical MAC CEs
What is meant by time critical?
a) Inclusion of a MAC CE in a transport block may be determined late in the TB construction, which may mean that adding security requirement on top may make it problematic because of hard deadline on when the MAC CE should be ready for transmission and/or
b) Processing the MAC CE quickly is important and hence adding security processing latency is not desirable as it may impact the system performance
Rapporteur Notes: check above understanding and try to reach a common view

Discussion:
· Rapporteur notes: 
· Some companies said that additional processing latency is only in the order of few 10s of micro seconds (e.g. see Figures 3 – 6 in R2-2600205 for instance). But others seem to think this is still something that may be problematic (R2-2600777). Seems this aspect needs further discussion unless the above definition of “time criticality” solves this issue. 
· Note that even if we don’t include some MAC CE as “time critical”, it doesn’t mean there are no other RAN2 concerns/considerations. For instance, overhead criticality may still be applicable (likely for all MAC CEs) regardless (hopefully this is clear to SA3?).

Discuss which MAC CEs fall under the “time critical” category per above definition?
	 
	MAC CE
	Time critical or Y/N?
	Comments/Discussion

	UL
	BSR/PHR/DSR
	Y
	 Lenovo has some reservations on classifying DSR as time critical, but seems they can accept it as time critical. 

	
	
	
	

	
	C-RNTI MAC CE
	May be No
	 

	
	Configured Grant Confirmation and Multiple Entry Configured Grant Confirmation
	May be No
	 Mtk: You cannot generate this until a new grant comes and hence it is time critical. 
Ericsson: Explain that there is no additional calculation anyway

	
	Anything else???
	
	 

	DL
	Absolute Timing Advance Command MAC CE
	May be No
	 MTK point out that there may be deadlines to apply the MAC CE on UE side. 

Rapporteur: Seems there may be no concerns from transmit side processing but further analysis is needed for RX side before classification.
We need to check for anything that is marked as May be No before responding to SA3. Which means these are FFS. 
 
 
 
 
 
 
 
 

	
	UE Contention Resolution Identity MAC CE
	May be No
	

	
	Timing Advance and Absolute Timing Advance 
	May be No
	

	
	LTM Cell Switch Command and Enhanced LTM Cell Switch Command
	May be No
	

	
	LTM Candidate Timing Advance Command
	May be No
	

	
	PUCCH Spatial Relation Activation/Deactivation
	May be No
	

	
	TCI State Indication for UE-specific PDCCH
	May be No
	

	
	TCI States Activation/Deactivation for UE-specific PDSCH
	May be No
	

	
	Anything else???
	?
	


Proposal 1: Agree that BSR/DSR/PHR are time critical MAC CEs
Proposal 2: Continue to study further the time criticality of all other MAC CEs in UL and DL considering that there are both TX side and RX side processing requirements with the aim to prepare ourselves with an answer if SA3 ask any questions for these. 

3.  SIB Security
Check if following questions can be asked (it was suggested online to keep the questions high level – so start with below)
	Question
	Discussion

	Is security (integrity protection) applicable to system information?
	Lenovo thinks we should leave this to SA3 and no need to ask. 
Ericsson think there are other areas too. So, unclear why this should be asked. 
Xiaomi, SA3 are only discussing MAC CE. So, this may be too early.
LG,Nokia thinks it is important to ask as it impacts SI design and there is a fake base station study ongoing
QC SA3 won’t have solution yet we anyway need to wait as unlikely to get an answer. 

	What is the overhead for SIB security?
	

	Anything else to ask/tell SA3??
	


· There is some interest but no consensus. Discuss online if some basic question can be asked. 
Observation 1: There is some interest from companies offline but no consensus on asking anything for system information
Proposal 3: We can check if the basic question below can be asked (very quickly online)
· Is security (integrity protection) applicable to system information and if yes what is the associated overhead?
4. Security for paging
Check if following questions can be asked
	Question
	Discussion

	Is security applicable to paging information?
	

	What is the overhead associated with security for paging?
	

	Anything else to ask/tell SA3??
	


· There is some interest but no consensus. Discuss online if some basic question can be asked. 

Observation 2: There is some interest from companies offline but no consensus on asking anything for system information
Proposal 4: Can check if the basic question below can be asked (very quickly online)
· Is security applicable to paging information and if yes what is the associated overhead?
5. Algorithm complexity
Rapporteur Notes: 
· Quick discussion on network side complexity for MAC CE security to see if we can have any consensus to capture something and ask SA3 any specific questions. 
· Some companies point out that there was interest in understanding the algorithmic complexity (affecting both network and UE sides) and whether we will face the “hard” PQC algorithms on the critical path for processing signalling.
Rapporteur Notes: 
· The intention seems to be to understand hardware impacts on network side
· Note that we focus on MAC security – i.e. the MAC CEs that are generated not that often (i.e. not as often as UP packets)
	Question
	Discussion

	Any questions on impact on hardware with the new MAC security requirements that we should ask SA3?
	MTK: Everyone in RAN2 is assuming that we will not have to go through a PK-type process for every MAC CE, but it would be good to understand if SA3 have some insight into what level of processing will be expected, for instance, to generate a MAC-I.

Huawei think we cannot ask any question to SA3 as they don’t know yet either. 


=>We will not ask any question to SA3 for this yet
6. AoB
	Question
	Discussion

	Any other critical information to convey to SA3 to help our joint session?
	Sony: Can the lower layer security/AS security be optional at least for low complexity devices like IoT?
Xiaomi: support this. 
Futurewei think security is important. Sonly explain that SA3 can decide. 

Question to SA3: If lower layer security is defined, will the lower layer security be mandatory for low complexity devices like IoT?
· No consensus. 

LG: 
· If PQC is applied, what are the radio protocol impacts in air interface?
· Should the UE support only PQC algorithm, or both legacy security algorithm and PQC algorithm?


	Any other critical question to ask SA3 to help our joint session?
	vivo: Consult SA3 on the order of magnitude of processing latency for MAC CE security operations, i.e., What is the order of magnitude of processing latency for MAC CE security operations?

QC: think this is a question to ourselves. Not to SA3 yet. Xiaomi agrees. 
Futurewei think this is also a question for ourselves. 
Lenovo think that the numbers we have is from 5G but new security may have totally different numbers. 

=> There is some interest offline to ask some question regarding processing complexity/associated latency etc as this may have impact on implementations, but it is unclear what exactly to ask and seems some of these questions are also for ourselves. 


Observation 3: There is some interest offline to ask some question regarding processing complexity/associated latency etc as this may have impact on implementations, but it is unclear what exactly to ask and seems some of these questions are also for ourselves
Proposal 5: Continue to study the magnitude of processing complexity/associated latency etc that may impact implementations to identify any RAN2 input for the joint session. 
7. Conclusion
Proposal 1: Agree that BSR/DSR/PHR are time critical MAC CEs
Proposal 2: Continue to study further the time criticality of all other MAC CEs in UL and DL considering that there are both TX side and RX side processing requirements with the aim to prepare ourselves with an answer if SA3 ask any questions for these. 

Observation 1: There is some interest from companies offline but no consensus on asking anything for system information
Proposal 3: We can check if the basic question below can be asked (very quickly online)
· Is security (integrity protection) applicable to system information and if yes what is the associated overhead?

Observation 2: There is some interest from companies offline but no consensus on asking anything for system information
Proposal 4: Can check if the basic question below can be asked (very quickly online)
· Is security applicable to paging information and if yes what is the associated overhead?

Observation 3: There is some interest offline to ask some question regarding processing complexity/associated latency etc as this may have impact on implementations, but it is unclear what exactly to ask and seems some of these questions are also for ourselves
Proposal 5: Continue to study the magnitude of processing complexity/associated latency etc that may impact implementations to identify any RAN2 input for the joint session. 
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