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Introduction

Based on following objectives in Rel-19 Mobility enhancement [1], RAN2 to start discussion on Rel-19 Mobility enhancement at this meeting.
＜WID＞
· Specify support for inter-CU Layer 2 Mobility (LTM) [RAN2, RAN3]
· Prioritize the case when CU is acting as MN when DC is not configured
· As secondary priority, support the case when NR-DC is configured and CU is acting as SN and MCG is unchanged

· As secondary priority, support the case when NR-DC is configured, CU is acting as MN and SCG is unchanged or SCG is released

· Note: The case that LTM is configured in both MCG and SCG is excluded 

· Specify support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches as per Rel-18 LTM

· Coordination with SA3 needed with respect to security key handling 

· Note: Rel. 18 intra-CU LTM procedure is considered as baseline for adding inter-CU support
This paper discusses about the support for inter-CU LTM.
Discussion

2.1 Inter-CU LTM with non-DC case
In accordance with Rel-19 WID about Mobility enhancement, RAN2 should discuss the non-DC case at first, and the Rel-18 intra-CU LTM can be considered as a baseline.

Observation 1: RAN2 should discuss the non-DC case at first, and the Rel-18 intra-CU LTM can be considered as baseline.
And also, RAN2 should support subsequent LTM and aim to avoid RRCReconfiguration between cell switches. 
Observation 2: According to WID, RAN2 should support subsequent LTM and aim to avoid RRCReconfiguration between cell switches.

However, we think it has some problems, so this paper discusses about inter-CU subsequent LTM in next section.
2.2 Inter-CU subsequent LTM with non-DC case
In this section, we discuss inter-CU subsequent LTM with non-DC case. In contrast to the case of intra-CU LTM, in the case of inter-CU LTM, master key (K_gNB) must be updated. The one way to update the master key without RRCReconfiguration after cell switch is that the gNB pre-configures the multiple master keys for candidate gNB(s) to the UE. However, this way is prohibited by following security specification [2].
forward security: The fulfilment of the property that for an entity with knowledge of Km that is used between that entity and a second entity, it is computationally infeasible to predict any future Km+n (n>0) used between a third entity and the second entity. 
NOTE 6: In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).
Thus, gNB cannot generate and pre-configure the master key for future LTM cell switch to the UE. Therefore, there is an issue to support inter-CU subsequent LTM, and RAN2 should confirm it.
Proposal 1: RAN2 should confirm that supporting inter-CU subsequent LTM without DC has an security issue on master key update.
2.3 Inter-CU subsequent LTM with DC case
In this section, we discuss inter-CU subsequent LTM with DC case. Same as inter-CU subsequent LTM with non-DC case, in inter-CU subsequent LTM with DC case as MN change, gNB cannot generate the master key for future LTM cell switches for candidate MNs.
However, in inter-CU subsequent LTM with DC case as SN change, gNB can generate the SN keys for future LTM cell switches for the candidate SNs. It is because the security keys for the candidate SNs are generated based on master key and it is not prohibited. Thus, we can support SN key refresh with similar way to subsequent CPAC.
Observation 3: We can support SN key refresh with similar way to subsequent CPAC.
Proposal 2: In inter-CU subsequent LTM as SN change, RAN2 should discuss whether the mechanism of subsequent CPAC can be reused or not.
Conclusion 

Based on the discussion in the previous sections, we made the following observations and proposals:
Observation 1: RAN2 should discuss the non-DC case at first, and the Rel-18 intra-CU LTM can be considered as baseline.
Observation 2: According to WID, RAN2 should support subsequent LTM and aim to avoid RRCReconfiguration between cell switches.
Observation 3: We can support SN key refresh with similar way to subsequent CPAC.
Proposal 1: RAN2 should confirm that supporting inter-CU subsequent LTM without DC has an security issue on master key update.
Proposal 2: In inter-CU subsequent LTM as SN change, RAN2 should discuss whether the mechanism of subsequent CPAC can be reused or not.
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