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1	Overall description
Both SA-1 and RAN plenary published TR 22.840 and TR 38.848 which contain use cases and requirements for Ambient IoT.  RAN1 is working on a follow-on study item (RP-234053) to further define the requirements for Ambient IoT. 
Security requirements in TR 22.840 are:
	CPR #
	Consolidated Potential Requirement

	CPR 7.1.6-1
	The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.

	CPR 7.1.6-2
	The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection. 


	CPR 7.1.6-3
	Based on subscription and operator policies, the 5G system shall authorize an Ambient IoT capable UE to communicate with a specific Ambient IoT device. 

	
	






Security Requirements in 38.484 are: 
Table 6.2-2: Required RAN functionality set #2: for supporting other requirements
	Requirement
	Functionality

	Device management
	-	RAN aspects of identification, activation/deactivation, and other management functionalities of Ambient IoT devices and other involved devices (e.g. readers) if applicable, and related signaling to/from the CN if any/needed

	Security*
	-	Authentication (when needed), encryption, data integrity, authorization (when needed)

	Mobility
	-	Mobility management (at least cell selection/re-selection -like function) for device C
-	Handling for Devices A and B

	Interference management and coexistence
	-	Interference management/coordination scheme
-	Potential full duplex capability of BS/UE, including self-interference suppression, may be required for BS/UE to communicate with Device A and Device B, if carrier wave transmission and backscatter reception is performed simultaneously at least on the same band by the same BS/UE.
-	Coexistence with existing and adjacent network infrastructure, and possibility to reuse existing network deployments or use new network deployments.

	CN connectivity
	-	RAN functionality for Ambient IoT to support CN (when present), with possibility of potential lightweight protocol stack architecture and simplified signaling procedures.

	Compatibility among connectivity topologies
	-	From the perspective of the Ambient IoT device, strive for operation to be agnostic to RAN connectivity topologies.


*NOTE:	This does not necessarily mean security has RAN impact, further study is needed.
TR 38.848 states “aspects such as the memory required for security, authentication, etc., and hardware used for encryption processing would add to the complexity of the device.”
For Ambient IoT devices security is an important driver of device complexity, therefor additional details on the layer 1 and layer 2 security requirements are needed. 
2	Actions
To SA-3:
ACTION: 	RAN2 respectfully requests SA-3 to provide layer 1 and layer 2 security requirements for Ambient IoT. 
3	Dates of next TSG-RAN WG1 meetings
TSG-RAN WG2 Meeting #126	20-24 May 2024	Fukuoka, Japan
TSG-RAN WG2 Meeting #126 BIS	19-23 August 2024	Changsha China

