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Introduction
In this contribution, we discuss the security issue for early indication corresponding to the Issue 1 of open issue list [1].
	Issue number 
	Issue description 

	Issue 1 
	Issue: Network’s action upon receiving of the early indication 



Discussion
First of all, it should be noted that the UAI is an optional message, and it is up to UE whether/when to send the UAI. Even if the UE sends the early indication during the RRC setup/resume procedure, it does not require the UE to send the UAI message with MUSIM capability restriction information after switching to the RRC connected state. One example of such case is:
· UE sends the early indication to NW A considering that CA cannot be supported due to the RRC connection in NW B;
· UE receives the RRC configuration from NW A. The configuration is  compatible with temporary capability restriction of the UE, and  none of the bands within the candidate band list provided by the NW is restricted.
Then for the above case, there is no need for the UE to send assistance information either for reactive approach or for proactive approach.
Observation 1: After sending the early indication, there is a case where the UE has no need to send the UAI with capability restriction information after entering RRC_CONNECTED. 
Based on above observation, there is a risk of security of early indication in Msg5 for RRC setup procedure. One scenario is, considering RRCSetupComplete message is not encrypted, if a fake Msg5 is transferred to the gNB, the gNB may misunderstand the UE has capability restriction (i.e., no CA/DC is supported) but the UE actually has no capability restriction. The problem is the gNB cannot differentiate whether the UE is happy with current configuration, or a fake Msg5 is received. Some companies may argue that the security issue could be left to NW implementation, e.g., if no UAI is received in a certain period of time after receiving the early indication, the NW will assume there is no capability restriction. However, based on our analysis above, the UAI is not always initiated, then this method will bring the risk of UE having sub-optimal configuration. Considering the case that “UE does not send the early indication” is tampered with “UE sends the early indication” and if UE does not send UAI to indicate the detailed temporary capability restriction following the early indication, then the network will mis-understand that the current conservative configuration is OK but actually UE has no capabilities restriction, which leads to lower data rate.
Observation 2: The security risk of early indication exists in RRC setup procedure, if the UE doesn’t send UAI for capability restriction after entering RRC_CONNECTED.
To avoid security issue, a possible solution is, the UE can reconfirm the capability restriction indication in an encrypted message, e.g. RRCReconfigurationComplete message. From NW perspective, after receiving the early indication in Msg5, if no further indication is included in RRCReconfigurationComplete message, the NW can consider there is no capability restriction, and it is up to NW to reconfigure the UE based on the full capability as reported in UECapabilityInformation.
Similar issue was discussed when the UL RRC segmentation capability was introduced in Msg5, which is used to help NW on capability enquiry. It was agreed that including the UL segmentation capability in UE capability container could help in providing more security protection. We understand compared with the segmentation capability, a fake Msg5 for early indication of capability restriction brings more security risk.
[bookmark: _Hlk146786371]Proposal: To avoid security issue, the early MUSIM indication is also introduced in RRCReconfigurationComplete message for reconfirmation.
Conclusion
In this contribution, we discussed the open issue for early indication and have the following observations and proposal:
Observation 1: After sending the early indication, there is case where the UE has no need to send the UAI with capability restriction information after entering RRC_CONNECTED. 
Observation 2: The security risk of early indication exists in RRC setup procedure, if the UE doesn’t send UAI for capability restriction after entering RRC_CONNECTED.

Proposal: To avoid security issue, the early MUSIM indication is also introduced in RRCReconfigurationComplete message for reconfirmation. 
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