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1. [bookmark: _Toc18404533][bookmark: _Toc18403966][bookmark: _Toc18413600]Introduction
In the post meeting email discussion [POST125][017], the final details of PDCP report mechanism have been discussed further. Two different solutions have been developed in phase-2. One is the control plane solution where the PDCP gap report essentially follows the current PDCP SR mechanism and the other is the header-only solution where the PCD data part of the PDU is discarded but the header is sent. In this contribution we discuss the details of header-only solution and propose a way forward. 
2. Header only solution for PDCP gap reporting
The header only solution for PDCP gap reporting essentially means that the data payload part of the PDCP PDU is removed only the PDCP header is transmitted. Whilst the control plane option is the most flexible solution that can work for all scenarios, the benefit of the header only solution is that this is an in band solution and would result in minimal changes to the transmit and receiver operation. Although this is attractive, certain aspects of the solution still needs further discussion and specifically some security aspects have been highlighted during the discussion. 

When UP integrity protection is configured, the following aspects need to be kept in mind: 
a) All PDUs of the DRB are subject to integrity protection/verification
b) If a PDU fails integrity verification, the receiver entity discards the PDU but no further action is to be taken apart from discarding (i.e. the receiver treats the PDCP data PDU as if it is not received)
c) If a PDU is received without integrity protection, from the receiver perspective it is same as integrity verification failure and the receiver action is same as in b) 

Then for the header-only solution there are a few options: 
Option 1): Header-only solution includes only PDCP header and nothing else – not even the MAC-I
Option 2): Header-only solution includes both PDCP header and MAC-I

Option 1) would minimise the overhead and was discussed during the email discussion. However, the problem with option 1) is that this is not compatible with current receiver operation when integrity protection is enabled. If the receiving entity takes some action based on data received without integrity protection, then this may not be aligned with the current security requirements of the bearer. However, it should be noted that the only consequence of the header-only solution in this case is that some other packets (received out of order or with gaps) will be passed on to the upper layers. However, it should be noted that the same consequence exists even with control plane option because the control PDUs are not integrity protected regardless of the integrity protection on the DRB. The only way to ensure true integrity protection and to ensure that upper layers do not perceive any consequence due to unprotected packets in this case is to also have integrity protection for control PDU. 

Option 2) on the other hand would require a MAC-I. However, since the data part of the PDCP PDU is discarded, the new MAC-I should be recomputed only over the header part. This is not practical and would require significant changes to the transmitter operation. Hence option 2) seems not suitable for the current discussion. 

Observation 1: Header-only solution that includes a MAC-I would require the transmitter to recompute the MAC-I based on PDCP header (and not data) and this would result in significant changes to the transmit operation and hence not preferable. 

Observation 2: Header-only solution without MAC-I would need the receiver to process the received PDCP PDU and update the PDCP state variables regardless of the existence of MAC-I and this is currently not allowed for a DRB on which integrity protection is enabled.

Observation 3: Security consequences of processing the header-only PDCP PDU (without MAC-I) seems similar to the processing of a control plane PDU for gap reporting (also without MAC-I). 

Based on the above observations, we think header-only solution should only be considered without a MAC-I (if at all this is considered) as the impacts to the transmitter operation to recompute the MAC-I are not preferable. Considering that option 1 still needs some modifications to the receiver operation (especially for the case when integrity protection is enabled), it seems the solution doesn’t really come completely for free. So, we have slight preference for the control PDU based solution as proposed below, although both solutions seem feasible. 

Proposal 1: It is recommended that in Rel-18 RAN2 proceeds with control PDU based solution for PDCP gap reporting 

3. Conclusion and proposals
The following observations/proposals are made: 
[bookmark: _Toc18404543][bookmark: _Toc18403976][bookmark: _Toc18413612]Observation 1: Header-only solution that includes a MAC-I would require the transmitter to recompute the MAC-I based on PDCP header (and not data) and this would result in significant changes to the transmit operation and hence not preferable 

Observation 2: Header-only solution without MAC-I would need the receiver to process the received PDCP PDU and update the PDCP state variables regardless of the existence of MAC-I and this is currently not allowed for a DRB on which integrity protection is enabled

Observation 3: Security consequences of processing the header-only PDCP PDU (without MAC-I) seems similar to the processing of a control plane PDU for gap reporting (also without MAC-I) 

Proposal 1: It is recommended that in Rel-18 RAN2 proceeds with control PDU based solution for PDCP gap reporting 
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