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[bookmark: _Ref488331639]Introduction 
In this contribution, we would like to further discuss LTM RRC issues. 
[bookmark: _Ref178064866]Discussion
In last RAN2 meeting, a key stream reuse issue caused by fast LTM failure recovery was discussed and the agreements were made as follows: 
	· Continue Count for SRB at LTM recovery (if issues are found for non-LTM-failure cases can revisit), Stage-3 impact offline in CR discussion. 


The agreement was captured as follows in current RRC specification.
	[bookmark: _Toc156129774]5.3.5.18.4	LTM cell switch execution
Upon the indication by lower layers that an LTM cell switch procedure is triggered, or upon performing LTM cell switch following cell selection performed while timer T311 was running, as specified in 5.3.7.3, the UE shall:
1>	for each SRB/DRB in the current UE configuration:
2>	if the LTM cell switch is triggered on the MCG and for the SRB/DRB using the master key; or
2>	if the LTM cell switch is triggered on the SCG and for the SRB/DRB using the secondary key:
3>	keep the associated RLC, PCDP and SDAP entities, their state variables, buffers and timers;
3>	release all fields related to the SRB/DRB configuration except for srb-Identity and drb-Identity;
1>	if this procedure has been triggered following cell selection performed while timer T311 was running (due to reconfiguration with sync failure), as specified in clause 5.3.7.3:
2>	continue using PDCP entity for SRB1 (if configured) with state variables continuation as specified in TS 38.323 [5];


To avoid keystream reuse issue, the COUNT value applied for LTM failure recovery should be continued from the COUNT value increased by the first LTM attempt. For example, if the COUNT value “N” is used for transmitting RRCReconfigurationCompletion during the first LTM attempt, the COUNT value should be continued from “N+1” for the second LTM attempt (i.e., LTM failure recovery).
While according to the CR implementation, the PDCP state variable of SRB1 cannot be continued as expected since UE has already reverted back to the source cell configuration (including state variables and parameters of each radio bearer) upon T304 expires which is performed before UE selecting an LTM candidate cell for failure recovery as specified in section 5.3.5.8.3. In this case, the COUNT value of SRB1 will be reverted back to “N” and the keystream reuse issue still exists.
Furthermore, it was agreed that the PDCP state variable continuation is applied for SRB which is not limited to SRB1.
	5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure) or T420 expiry (Path switch failure)
The UE shall:
1>	if T304 of the MCG expires; or
1> if T420 expires; or,
1> if the target L2 U2N Relay UE (i.e., the UE indicated by targetRelayUE-Identity in the received RRCReconfiguration message containing reconfigurationWithSync indicating path switch as specified in 5.3.5.5.2) changes its serving PCell before path switch:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2>	release dedicated msgA PUSCH resources provided in rach-ConfigDedicated if configured;
2>	if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to clause 5.3.10.3:
……
2>	else:
3>	revert back to the UE configuration used in the source PCell;
3>	if the associated T304 was not initiated upon cell selection performed while timer T311 was running, as defined in clause 5.3.7.3:
4>	store the handover failure information in VarRLF-Report as described in the clause 5.3.10.5;
3>	initiate the connection re-establishment procedure as specified in clause 5.3.7.
NOTE 1:	In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.


To capture the agreement correctly, one way is to specify that the PDCP state variable for SRB shall not be reverted back to the source cell configuration upon the failure of the first LTM attempt. Furthermore, considering that the underlying cause of keystream reuse issue is that the security is not updated during the two cell switch procedures, the first LTM attempt can be extended to the scenario that the masterKeyUpdate was not received in the RRCReconfiguration containing reconfigurationWithSync in the first cell switch procedure.
[bookmark: _Toc159246714][bookmark: _Hlk163052923]Upon T304 expires, the UE maintains the PDCP state variable for SRB if attemptLTM-Switch is configured and the masterKeyUpdate was not received in RRCReconfiguration containing reconfigurationWithSync.
[bookmark: _Toc159246715]Adopt the TP in Section 4. 
[bookmark: _Toc156750843][bookmark: _Toc156750877][bookmark: _Toc156750949][bookmark: _Toc156751123][bookmark: _Toc156760624][bookmark: _Toc156750847][bookmark: _Toc156750881][bookmark: _Toc156750953][bookmark: _Toc156751127][bookmark: _Toc156760628][bookmark: _Toc149917905][bookmark: _Toc149917915][bookmark: _Toc149917948][bookmark: _Toc156750848][bookmark: _Toc156750882][bookmark: _Toc156750954][bookmark: _Toc156751128][bookmark: _Toc156760629][bookmark: _Toc133575977][bookmark: _Toc133575996]Conclusion
Based on the discussion in section 2 we have following proposals:
[bookmark: _GoBack]Proposal 1  Upon T304 expires, the UE maintains the PDCP state variable for SRB if attemptLTM-Switch is configured and the masterKeyUpdate was not received in RRCReconfiguration containing reconfigurationWithSync.
Proposal 2  Adopt the TP in Section 4. 
[bookmark: _In-sequence_SDU_delivery]Text Proposal 
[bookmark: _Toc60776784][bookmark: _Toc156129722]5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure) or T420 expiry (Path switch failure)
The UE shall:
1>	if T304 of the MCG expires; or
1> if T420 expires; or,
1> if the target L2 U2N Relay UE (i.e., the UE indicated by targetRelayUE-Identity in the received RRCReconfiguration message containing reconfigurationWithSync indicating path switch as specified in 5.3.5.5.2) changes its serving PCell before path switch:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2>	release dedicated msgA PUSCH resources provided in rach-ConfigDedicated if configured;
[bookmark: _Hlk157956072]2>	if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to clause 5.3.10.3:
3>	reset MAC for the target PCell and release the MAC configuration for the target PCell;
3>	for each DAPS bearer:
4>	release the RLC entity or entities as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	reconfigure the PDCP entity to release DAPS as specified in TS 38.323 [5];
3>	for each SRB:
4>	if the masterKeyUpdate was not received:
5>	configure the PDCP entity for the source PCell with state variables continuation as specified in TS 38.323 [5];
4>	release the PDCP entity for the target PCell;
4>	release the RLC entity as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	trigger the PDCP entity for the source PCell to perform SDU discard as specified in TS 38.323 [5];
4>	re-establish the RLC entity for the source PCell;
3>	release the physical channel configuration for the target PCell;
3>	discard the keys used in target PCell (the KgNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
3>	resume suspended SRBs in the source PCell;
3>	for each non-DAPS bearer:
4>	revert back to the UE configuration used for the DRB or multicast MRB in the source PCell, includes PDCP, RLC states variables, the security configuration and the data stored in transmission and reception buffers in PDCP and RLC entities ;
3>	revert back to the UE measurement configuration used in the source PCell;
3>	store the handover failure information in VarRLF-Report as described in the clause 5.3.10.5;
3>	initiate the failure information procedure as specified in clause 5.7.5 to report DAPS handover failure.
2>	else:
3> if attemptLTM-Switch is configured and the RRCReconfiguration message containing reconfigurationWithSync includes masterKeyUpdate:
4>	revert back to the UE configuration used in the source PCell except for the PDCP state variables for SRB; 
3> else:
43>	revert back to the UE configuration used in the source PCell;
3>	if the associated T304 was not initiated upon cell selection performed while timer T311 was running, as defined in clause 5.3.7.3:
4>	store the handover failure information in VarRLF-Report as described in the clause 5.3.10.5;
3>	initiate the connection re-establishment procedure as specified in clause 5.3.7.
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