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Introduction
One of the objectives of Rel-19 Mobility Enhancement phase 4 is to support inter-CU L1/L2 triggered mobility.  The following objective is captured from the approved WID [RP-240299].
· Specify support for inter-CU Layer1/Layer 2 Triggered Mobility (LTM) [RAN2, RAN3] 
· [..]
· Specify support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches as per Rel-18 LTM 
· Coordination with SA3 needed with respect to security key handling  
· Note: Rel. 18 intra-CU LTM procedure is considered as baseline for adding inter-CU support 
The agenda provided the following guidance: 
Scenarios/use cases, stage 2 signalling flows, RAN2 spec impacts and high-levl solutions. Also including subsequent LTM mobility procedures with the security key handling aspects.  

Rel-18 LTM only allowed LTM cell switch within a CU and hence there was no need to configure or change security keys during LTM cell switch.  The objective of Rel-19 mobility enhancement WI is to allow LTM cell switch between cells of different CUs as captured in the objective above. In this document we discuss the security key handling aspects related to subsequent LTM involving inter-CU mobility.  In this document, we assume that inter-CU mobility is the same as inter-gNB mobility for an integrated gNB.
Discussion
Subsequent LTM, as is similar to SCPAC, allows UEs to be “handed over” between pre-configured cells, using LTM cell switch command.  Subsequent LTM cell switch between these pre-configured cells is triggered using MAC CE command without involving any RRC signalling.  In NR, the same security key is used for all the cells of a CU.  When these cells are from different CUs, different security keys have to be used.  Further, the requirement from SA3 [S3-235051] in the context of SCPAC should be expected to be applicable also for LTM – that is, a new security key must be used every time the UE moves into a cell that is from a different CU.  For mobility within the cells of a CU, the same security key can be used.  This is shown in the figure below.
	

	
Use new security keys every time UE moves from cells {11,12} to cells {21, 22}.  
Same key can be used for mobility within cells {11,12} or {21, 22}


Observation #1: As with SCPAC, SA3 will require the use of new security keys every time the UE moves back and forth between cells of a different CUs.  
To achieve this, a solution similar to the one used for SCPAC can be used.  A security key can be associated with a group of cells (typically the cells of a CU).  Every time the UE moves between groups, UE uses a new security key.  
Proposal #1: A group of cells (e.g., of the same CU), identified with a group ID, is associated with the same security key.  Different groups are provided with different security keys.  UE uses a new target key corresponding to the target group every time UE performs an LTM cell switch between cells of different groups.  
To support subsequent LTM,  it should be possible to preconfigure multiple cells for subsequent LTM cell switch and these cells can be from different CUs.  In NR, while the same security key is used for all the cells of a CU, a KgNB is still associated with a PCI.  That is, the key used should be corresponding to the PCI of the first cell of the CU that the UE is handed over to.  Subsequent handovers within the cells of the CU do not require a key change even if the PCI of the cell changes. In the example figure shown below, this implies that the KgNB of cell 21 and 22 are different even if they are from the same CU.  Thus, when the UE moves from cell 11 to cell 21, it uses the KgNB of cell 21.  UE continues to use the KgNB for cell 21 for subsequent mobility from cell 21 to cell 22.  On the other hand, when the UE moves from cell 11 to cell 22,  it uses the KgNB of cell 22 and continues to use KgNB of cell 22 if it subsequently moves to cell 21.  Hence the key used by the UE in the cells of a CU corresponds to the KgNB of the first cell where the UE entered CU2.  



Observation #2: The key used by the UE in the cells of a CU corresponds to the KgNB of the first cell where the UE entered CU2.
Proposal #2: Vertical key derivation is used to generate the KgNB of the first cell of a CU when the UE moves to the cell of a new CU.
Cells of a CU can be assigned the same group ID and the same key KgNB can be used by a UE for all the cells of the group once it has moved into the group.  Note that the KgNB for each cell in that group will still be different as it is dependent on the PCI of the cell.   The UE uses the KgNB of the first cell where it entered the group for all the cells of the group.  This also implies that the candidate CU has to be configured with different KgNBs for each of the candidate LTM preconfigured cells in the target CU.   The signalling for this is already supported in HO preparation messages.  
Observation #3: Cells of a CU can be assigned the same group ID and the same KgNB can be used by the UE for all the cells of the group.  The candidate CU has to be configured with different KgNBs for each of the candidate LTM preconfigured cells in the target CU.
If a new KgNB with new NCC value, that is, vertical key derivation was used, the UE and CUs  will need to be pre-configured with different KgNB for each LTM cell switch between CUs, it will require a new NCC value for each of these keys.  However, there are currently only 8 values for NCC.  Hence it would only be possible to support a maximum of 8 subsequent LTM cell switch back and forth between cells of CU1 and CU2 before requiring a reconfiguration to update the keys.  In reality, it will be even less if there are more than one cell per CU or cells of multiple CU cells preconfigured.  Increasing NCC value range is one option, which will also require CN to provide that many NH, NCC pairs to the serving CU.
Observation #4: The current NCC value range of 8 is not sufficient for subsequent LTM cell switch.  Increasing NCC value range will cause additional complexity, also for CN.
The main motivation for vertical key derivation, as opposed to horizontal key derivation, is key separation.  That is, it should not be possible to derive the keys of a subsequent target cell after 2 hops from the current cell.  As the candidate cell key is configured by the source CU, UE mobility back and forth between the cells of CU1 and CU2 does not require key separation. Hence horizontal key derivation to generate a new key for the same target cell whenever the UE moves back to the same cell group should be sufficient and does not create new security threats from lack of key separation.  Using horizontal key derivation avoids the complexity of increasing the NCC value range.  
Observation #5: For subsequent LTM cell switch between same two CUs, horizontal key derivation should be sufficient and does not create new security threats from lack of key separation. Using horizontal key derivation avoids the complexity of increasing the NCC value range.
Proposal #3: Use horizontal key derivation for subsequent LTM cell switch back and forth between same two CUs (i.e., after vertical key derivation when the UE moves to a CU cell first time).  RAN2 can check with SA3 if required.
Summary and proposals
This document looked at security handling during subsequent LTM cell switch between cells of different CUs.  The following observations and proposals were made.
Observation #1: As with SCPAC, SA3 will require the use of new security keys every time the UE moves back and forth between cells of a different CUs.  
Proposal #1: A group of cells (e.g., of the same CU), identified with a group ID, is associated with the same security key.  Different groups are provided with different security keys.  UE uses a new target key corresponding to the target group every time UE performs an LTM cell switch between cells of different groups.  
Observation #2: The key used by the UE in the cells of a CU corresponds to the KgNB of the first cell where the UE entered CU2.
Proposal #2: Vertical key derivation is used to generate the KgNB of the first cell of a CU when the UE moves to the cell of a new CU.
Observation #3: Cells of a CU can be assigned the same group ID and the same KgNB can be used by the UE for all the cells of the group.  The candidate CU has to be configured with different KgNBs for each of the candidate LTM preconfigured cells in the target CU.
Observation #4: The current NCC value range of 8 is not sufficient for subsequent LTM cell switch.  Increasing NCC value range will cause additional complexity, also for CN.
Observation #5: For subsequent LTM cell switch between same two CUs, horizontal key derivation should be sufficient and does not create new security threats from lack of key separation. Using horizontal key derivation avoids the complexity of increasing the NCC value range.
Proposal #3: Use horizontal key derivation for subsequent LTM cell switch back and forth between same two CUs (i.e., after vertical key derivation when the UE moves to a CU cell first time).  RAN2 can check with SA3 if required.
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