3GPP TSG-RAN WG2 Meeting #125bis	R2-2402329
Changsha, China, April 15th – 19th, 2024

Agenda Item:	7.24.2.2
Source: 	vivo, Samsung
[bookmark: _Hlk115182917]Title:  	Discussion on specification modification of redirection to GERAN 
Document for:	Discussion and Decision
[bookmark: _Ref165266342]Introduction
In the last meeting, the issue of redirection to GERAN was raised in R2-2400167 [1]. We understand that the companies think the issue of redirection to GERAN was valid according to the online discussion. However, how to modify the specification to fix this issue did not reach a consensus in the last meeting. The chairman notes regarding the discussion on this issue are excerpted as follows [2].
	[bookmark: OLE_LINK6]Redirection to GERAN
[bookmark: _Hlk162599745]R2-2400167	Discussion on redirection to GERAN	vivo	discussion	Rel-17	TEI18

R2-2400168	Correction on redirection to GERAN	vivo	CR	Rel-17	36.331	17.7.0	4982	-	F	TEI18
-	Nokia thinks the last procedure text is not needed 
-	Qualcomm wonders why we don’t remove the full content.   
=>	Remove last change
=>	update to proper formatting and change to Rel-18 CR
=>	The CR will be updated in R2-2401932 with all the changes above
Aftercomeback
R2-2401932	Correction on redirection to GERAN	vivo	CR	Rel-17	36.331	17.7.0	4982	1	F	TEI18
-	Nokia is concerned that part of this container has been sent to the NAS,  RRCEarlyDataComplete, so how do you ignore it.  
=>	Postponed


In this contribution, we will give the way we expect to modify the specification and give our reasons.
Discussion
According to ASN.1 of RRCEarlyDataComplete below [3], there are four parts in RRCEarlyDataComplete which are highlighted by different colors, these parameters can be divided into two types, i.e., generated by eNB and generated by CN.
RRCEarlyDataComplete-r15 ::=		SEQUENCE {
	criticalExtensions					CHOICE {
		rrcEarlyDataComplete-r15			RRCEarlyDataComplete-r15-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCEarlyDataComplete-r15-IEs ::=	SEQUENCE {
	dedicatedInfoNAS-r15				DedicatedInfoNAS					OPTIONAL,	-- Need ON
	extendedWaitTime-r15				INTEGER (1..1800)					OPTIONAL,	-- Need ON
	idleModeMobilityControlInfo-r15		IdleModeMobilityControlInfo			OPTIONAL,	-- Need OP
	idleModeMobilityControlInfoExt-r15	IdleModeMobilityControlInfo-v9e0	OPTIONAL,	-- Cond IdleInfoEUTRA
	redirectedCarrierInfo-r15			RedirectedCarrierInfo-r15-IEs		OPTIONAL,	-- Need ON
	nonCriticalExtension				RRCEarlyDataComplete-v1590-IEs	OPTIONAL
}

RRCEarlyDataComplete-v1590-IEs ::=	SEQUENCE {
	lateNonCriticalExtension				OCTET STRING					OPTIONAL,
	nonCriticalExtension					SEQUENCE {}					OPTIONAL
}

RedirectedCarrierInfo-r15-IEs ::=	CHOICE {
	eutra						ARFCN-ValueEUTRA-r9,
	geran						CarrierFreqsGERAN,
	utra-FDD					ARFCN-ValueUTRA,
	cdma2000-HRPD				CarrierFreqCDMA2000,
	cdma2000-1xRTT				CarrierFreqCDMA2000,
	utra-TDD					CarrierFreqListUTRA-TDD-r10
}
UE shall not apply the parameters generated by eNB if UE determines that eNB is a fake base station. If redirectedCarrierInfo indicating redirection to geran, utra-FDD, utra-TDD or utra-TDD-r10 or idleModeMobilityControlInfo including freqPriorityListGERAN, freqPriorityListUTRA-FDD or freqPriorityListUTRA-TDD under the case that upper layers indicate that redirect to GERAN or UTRAN without AS security is not allowed, the eNB is probably a fake base station. So RRC parameters (i.e., extendedWaitTime, idleModeMobilityControlInfo and redirectedCarrierInfo) should be ignored under such case.
Observation 1: extendedWaitTime, idleModeMobilityControlInfo and redirectedCarrierInfo in RRCEarlyDataComplete should be ignored if the NW configures UE redirect to GERAN or UTRAN under the case that upper layers indicate that redirect to GERAN or UTRAN without AS security is not allowed.
Next, whether to forward the parameters generated by CN (i.e., dedicatedInfoNAS) from AS to NAS should be discussed if eNB is a fake base station. One understanding is that a fake base station may tamper with the content of dedicatedInfoNAS or send a fake dedicatedInfoNAS to the UE, so AS should not forward dedicatedInfoNAS to NAS. The other understanding is that it should be up to the NAS layer to determine whether to use or discard this information since dedicatedInfoNAS is used to transfer UE specific NAS layer information between the network and the UE.
Observation 2: RAN2 should discuss whether to forward dedicatedInfoNAS from AS to NAS upon reception of the RRCEarlyDataComplete, if the NW configures UE redirect to GERAN or UTRAN under the case that upper layers indicate that redirect to GERAN or UTRAN without AS security is not allowed.
Considering there are two understandings of whether to forward dedicatedInfoNAS from AS to NAS, there are two options for specification modification of the procedure of reception of the RRCEarlyDataComplete to avoid UE applying unsecured configuration if redirectedCarrierInfo indicating redirection to geran, utra-FDD, utra-TDD or utra-TDD-r10 or idleModeMobilityControlInfo including freqPriorityListGERAN, freqPriorityListUTRA-FDD or freqPriorityListUTRA-TDD under the case that upper layers indicate that redirect to GERAN or UTRAN without AS security is not allowed.
· Option 1: UE does not forward the dedicatedInfoNAS from AS to NAS, and ignores the whole content of RRCEarlyDataComplete;
· Option 2: UE ignores the whole content of RRCEarlyDataComplete except dedicatedInfoNAS, but still forwards the dedicatedInfoNAS from AS to NAS.
Proposal 1: RAN2 discuss which options shall be adapted.
Option 1: UE does not forward the dedicatedInfoNAS from AS to NAS, and ignores the whole content of RRCEarlyDataComplete;
Option 2: UE ignores the whole content of RRCEarlyDataComplete except dedicatedInfoNAS, but still forwards the dedicatedInfoNAS from AS to NAS.

Conclusions
[bookmark: _Toc502437832]Based on the analyses given above, we have the following observations and proposals:
Observation 1: extendedWaitTime, idleModeMobilityControlInfo and redirectedCarrierInfo in RRCEarlyDataComplete should be ignored if the NW configures UE redirect to GERAN or UTRAN under the case that upper layers indicate that redirect to GERAN or UTRAN without AS security is not allowed.
Observation 2: RAN2 should discuss whether to forward dedicatedInfoNAS from AS to NAS upon reception of the RRCEarlyDataComplete, if the NW configures UE redirect to GERAN or UTRAN under the case that upper layers indicate that redirect to GERAN or UTRAN without AS security is not allowed.
Proposal 1: RAN2 discuss which options shall be adapted.
Option 1: UE does not forward the dedicatedInfoNAS from AS to NAS, and ignores the whole content of RRCEarlyDataComplete;
Option 2: UE ignores the whole content of RRCEarlyDataComplete except dedicatedInfoNAS, but still forwards the dedicatedInfoNAS from AS to NAS.
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