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[bookmark: OLE_LINK39][bookmark: OLE_LINK38][bookmark: OLE_LINK37]Introduction
In RAN#125 meeting, we discussed the keystream reuse issue when LTM candidates are used for fast recovery. In brief, UE may send RRCReconfigurationComplete messages with the same key to different cells (and thus with different content) and this cause security concern. RAN2 agreed to continue the COUNT for SRB. 
	· Continue Count for SRB at LTM recovery (if issues are found for non-LTM-failure cases can revisit), Stage-3 impact offline in CR discussion. 


[bookmark: OLE_LINK1]While this resolves the keystream reuse issue, fast recovery with LTM candidates may still be inapplicable for non-LTM failure cases. In this contribution, we discuss the problem of fast recovery with LTM candidates after HO/CHO failure.
Discussion
[bookmark: OLE_LINK2][bookmark: OLE_LINK8][bookmark: OLE_LINK30][bookmark: OLE_LINK10]In addition to LTM failure, UE experiencing handover (reconfiguration with sync) failure or conditional handover (CHO) failure may also select an LTM candidate for re-establishment, according to current RRC procedure.
[bookmark: OLE_LINK5]Observation 1: In addition to LTM failure, UE experiencing handover failure or conditional handover failure may also select an LTM candidate for re-establishment according to current RRC procedure.
Now, considering the following scenario:
(1) HO/CHO with PDCP re-establishment and RLC re-establishment is initiated
(2) HO/CHO fails (T304 expiry)
(3) UE performs revert/undo of the actions done in (1), according to clause 5.3.5.8.3, TS 38.331.
(4) UE triggers RRC re-establishment. An LTM candidate is selected and thus UE performs LTM recovery according to clause 5.3.7.3, TS 38.331.
Notice that when UE performs the ‘revert/undo’ action, the purpose is to revert back to the overall situation which was there before the handover attempt (i.e., including also overall L2 state, which covers the state of the transmission and reception buffers), and not only to revert the configurations. This is described in the following procedure text in clause 5.3.5.8.3, TS 38.331.
	4> revert back to the UE configuration used for the DRB or multicast MRB in the source PCell, includes PDCP, RLC states variables, the security configuration and the data stored in transmission and reception buffers in PDCP and RLC entities;


However, the PDCP and RLC reestablishment in (1) results in that UE performs lots of actions in PDCP/RLC which are not really possible to revert/undo in practice. We highlight most of them in red below.
	[PDCP]
[bookmark: _Toc12616331][bookmark: _Toc37126942][bookmark: _Toc46492055][bookmark: _Toc46492163][bookmark: _Toc156000521]5.1.2	PDCP entity re-establishment
When upper layers request a PDCP entity re-establishment, the UE shall additionally perform once the procedures described in this clause for Uu or PC5 interface. After performing the procedures in this clause, the UE shall follow the procedures in clause 5.2.
When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:
-	for UM DRBs and AM DRBs, reset the ROHC protocol for uplink and start with an IR state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and AM DRBs, reset the EHC protocol for uplink if drb-ContinueEHC-UL is not configured in TS 38.331 [3];
-	for AM DRBs, reset the UDC compression buffer to all zeros and prefill the dictionary if drb-ContinueUDC is not configured in TS 38.331 [3];
-	for SRBs and UM DRBs, set TX_NEXT to the initial value;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	for UM DRBs, for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers, and;
-	for AM DRBs for Uu interface whose PDCP entities were suspended, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, for each PDCP SDU already associated with a PDCP SN:
-	consider the PDCP SDUs as received from upper layer;
-	perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the PDCP re-establishment without restarting the discardTimer or the discardTimerForLowImportance, as specified in clause 5.2.1;
-	for AM DRBs whose PDCP entities were not suspended, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP entity re-establishment as specified below:
-	perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4 and/or using EHC as specified in the clause 5.12.4;
-	If drb-ContinueUDC is configured and if the PDCP SDU has been compressed before:
-	submit the PDCP SDU previously compressed to integrity protection and ciphering function;
-	else:
-	perform uplink data compression of the PDCP SDU as specified in clause 5.14.4, and submit the PDCP SDU to integrity protection and ciphering function;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:
[bookmark: Signet15]-	process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the clause 5.2.2.1;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	for SRBs, UM DRBs and UM MRBs, if t-Reordering is running:
-	stop and reset t-Reordering;
-	for UM DRBs and UM MRBs, deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression;
-	for AM DRBs and AM MRBs for Uu interface, perform header decompression using ROHC for all stored PDCP SDUs if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for AM DRBs for PC5 interface, perform header decompression using ROHC for all stored PDCP IP SDUs;
-	for AM DRBs and AM MRBs for Uu interface, perform header decompression using EHC for all stored PDCP SDUs if drb-ContinueEHC-DL is not configured in TS 38.331 [3];
-	for UM DRBs, AM DRBs, UM MRBs and AM MRBs, reset the ROHC protocol for downlink and start with NC state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs, AM DRBs, UM MRBs and AM MRBs, reset the EHC protocol for downlink if drb-ContinueEHC-DL is not configured in TS 38.331 [3];
-	for SRBs and UM DRBs, set RX_NEXT and RX_DELIV to the initial value;
-	for UM MRBs and AM MRBs, set RX_NEXT and RX_DELIV to the initial value if initialRX-DELIV is configured in TS 38.331 [3];
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure.
NOTE 1:	After PDCP re-establishment on a sidelink ‎SRB/DRB, UE determines when to transmit and receive with the new key and discard the old key as specified in TS ‎‎33.536 [14].‎
NOTE 2:	At PDCP re-establishment, the MRB type (i.e. UM MRB or AM MRB) is determined by the target configuration.‎
[RLC]
[bookmark: _Toc37462966][bookmark: _Toc46502510][bookmark: _Toc155999940]5.1.2	RLC entity re-establishment
When upper layers request an RLC entity re-establishment, the UE shall:
-	discard all RLC SDUs, RLC SDU segments, and RLC PDUs, if any;
-	stop and reset all timers;
-	reset all state variables to their initial values.



Notice that this problem does not exist for CHO recovery, because RRCReconfiguration for CHO recovery execution commands another PDCP and RLC reestablishment for all RBs (as network should always set masterKeyUpdate due to similar security reasons about keystream reuse). So, in practice there is no need for the UE to revert/undo actions done in (1).
[bookmark: OLE_LINK18][bookmark: OLE_LINK7]Observation 2: HO/CHO execution may incur PDCP and RLC re-establishment, which prohibits UE from reverting back to configuration and L2 state used in the source cell before HO/CHO attempt.
A simple solution is to specify that LTM recovery is not supported for T304 expiry after HO and CHO.
[bookmark: OLE_LINK19]Proposal 1: LTM recovery is not supported for T304 expiry after HO and CHO.
Then LTM recovery can be used only for LTM failure and RLF cases.
Conclusion
[bookmark: OLE_LINK40][bookmark: OLE_LINK11]We have the following observations:
[bookmark: OLE_LINK15][bookmark: OLE_LINK16]Observation 1: In addition to LTM failure, UE experiencing handover failure or conditional handover failure may also select a LTM candidate for re-establishment according to current RRC procedure.
Observation 2: HO/CHO execution may incur PDCP and RLC re-establishment, which prohibits UE from reverting back to configuration and L2 state used in the source cell before HO/CHO attempt.
It is proposed to discuss and decide on the following proposal:
[bookmark: OLE_LINK4]Proposal 1: LTM recovery is not supported for T304 expiry after HO and CHO.
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