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1 Introduction
In this contribution, we provide some high-level thoughts on the procedure flow and security assumptions for the identified Ambient IoT use cases and services.
2 Discussion 
2.1 Procedure flows for DO-DTT and DT
According to the SID in RP-234058, Rel-19 will focus on two use cases of indoor inventory and indoor command and two traffic types of DO-DTT and DT.
For DO-DTT, the task is to get device’s UL data based on network’s request. As it is network-triggered, some DL signalling has to be initiated by the network first before devices can send UL data. The DL signalling may have some device ID information if network would like to trigger certain devices. Similar as other existing systems, after receiving the DL trigger, random access procedure will be used for devices to get transmission opportunities and most likely this random access would be contention-based. Details of random access procedure can be further discussed. After UE transmits UL data and probably gets confirmation from network, the DO-DTT procedure ends. The high-level procedure flow can be as below (messages with dash line can be FFS). Note that this does not prevent any possible enhancements of performing earlier UL data transmission during random access procedure (like MO-SDT in NR or MO-EDT in LTE). 

[image: image1.emf]Device gNB

CN

DL message

[with some device ID info]

Random access

DL message

[with some device ID info]

UL data

UL data

UL data confirmation


Figure 1
Procedure flow of DO-DTT
For DT, the task is to send DL data (mainly command) to some specific devices. To realize this, CN first sends DL triggering message to gNB. Device ID information and DL data may also be sent together. After gNB receives the DL triggering message, there are two alternatives to send DL data to the devices. 
Alternative 1 would be directly sending DL data and the targeted device ID in the radio interface. Only the device matching with the targeted device ID will receive the data. Some confirmation might need to be sent from devices to the network. Procedure flow is shown as below.
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Figure 2
Procedure flow of DT (Alternative 1)
Alternative 2 is that gNB first triggers random access. After devices perform random access and gNB identifies the targeted device, the DL data will be sent to that device. Procedure flow is shown as below. It should be also noted that this does not prevent any possible enhancements of performing earlier DL data transmission during random access procedure (like MT-SDT in NR or MT-EDT in LTE).
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Figure 3
Procedure flow of DT (Alternative 2)
Alternative 1 has the benefit of quick data transmission. As it requires fewer signalling flows, it can be beneficial for device’s power saving. The drawback is that the targeted device might not be in the gNB’s coverage. In such case, early data transmission in radio interface would be useless and radio resources are wasted. Alternative 2 is much safer than Alternative 1 as network only sends DL data after getting response from the targeted device. However, this also increases the timeline of data transmission and thus device power consumption. At this stage, we think both alternatives can be considered.
Proposal 1 RAN2 to discuss the above procedure flows for DO-DTT and DT.
2.2 Security assumption
In existing 3GPP systems, data transmissions are protected to meet some security requirements defined by SA3. When it comes to Ambient IoT system, we think it should not be the exception. To protect DO-DTT and DT traffic transmission for Ambient IoT, NAS security and AS security are the two options that can be considered as they have been widely used in 3GPP systems. However, like NB-IoT CP solution which relies on only NAS security, we don’t think we need both NAS and AS security for Ambient IoT as this may increase device’s complexity and power consumption. In other words, we need just either NAS security or AS security to be in place. Existing AS security is mainly about L2 security handling, e.g. cyphering and integrity protection, in PDCP layer, which might be too complicated for Ambient IoT devices (especially type 1 devices) considering also the heavy AS security key derivation procedure. From our perspective, we would like to drop this L2 AS security, in the similar reason as for NB-IoT CP solution, and rely on other securities, e.g. NAS security, for now. RAN2 can also check with SA3 about this assumption. 
Proposal 2 RAN2 assumes that either NAS security or AS security is sufficient to protect data transmissions for Ambient IoT.
Proposal 3 RAN2 assumes that L2 AS security is not supported for Ambient IoT.
Proposal 4 If proposal 2 and 3 can be agreeable, RAN2 send LS to SA3 and check whether SA3 are ok with these assumptions.
3 Conclusion
Based on the discussion in section 2 we have following proposals: 
Proposal 1 RAN2 to discuss the above procedure flows for DO-DTT and DT.
Proposal 2 RAN2 assumes that either NAS security or AS security is sufficient to protect data transmissions for Ambient IoT.
Proposal 3 RAN2 assumes that L2 AS security is not supported for Ambient IoT.
Proposal 4 If proposal 2 and 3 can be agreeable, RAN2 send LS to SA3 and check whether SA3 are ok with these assumptions.
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