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44.2.5.2.5	Ciphering mode / Non support of GEA1 / Non support of GEA2
44.2.5.2.5.1	Conformance requirement
It is mandatory for GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations.
NOTE 1:	Mobile stations are not allowed to implement GEA1 or GEA2 from Release 11 97 onwards.
NOTE 2:	It is strongly discouraged to support GEA2 in mobile stations from Release 11 onwards.
Reference(s):
3GPP TS 43.020 Annex D.4.9
44.2.5.2.5.2	Test Purpose
To verify that MS does not apply GEA1 nor GEA2 ciphering algorithm.
44.2.5.2.5.3	Method of Test
Initial Conditions
System Simulator:
One cell operating in network operation mode II.
Mobile Station:
MS has a valid IMSI. MS is Idle Updated.
Specific PICS statements:
-	MS operation mode B (TSPC_operation_mode_B).
-	MS operation mode C (TSPC_operation_mode_C).
-	Switch off on button (TSPC_Feat_OnOff).
-	Automatic GPRS attach procedure at switch on or power on (TSPC_AddInfo_on_auto_GPRS_AP).
PIXIT statements:
-
Test procedure
MS sends ATTACH REQUEST. The SS checks that GPRS Encryption Algorithm GEA/1 and GEA/2 bits is are 0.
The SS sends GMM CIPHERING AND AUTHENTICATION REQUEST with Cipher algorithm GEA1 or GEA2. MS sends GMM STATUS message with Cause Value #95.
Maximum duration of test
5 minutes.
Expected sequence
The sequence is performed for execution counter K=1 when Cipher algorithm = GEA1, for K=2 when Cipher algorithm = GEA2
	Step
	Direction
	Message
	Comments

	1
	MS
	
	The MS is set in MS operation mode B or C (see PICS).

	2
	MS
	
	The MS is powered up or switched on and initiates an attach (see PICS).

	3
	MS -> SS
	ATTACH REQUEST
	GPRS Encryption Algorithm GEA/1= 0 and GEA/2 = 0
Attach type = 'GPRS attach'
Mobile identity = IMSI
Message not ciphered

	4
	SS -> MS
	GMM AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
For K=1, Cipher algorithm = GEA1
For K=2, Cipher algorithm = GEA2
Ciphering On
Set GPRS-CKSN-1
RAND
Message not ciphered

	5
	MS -> SS
	GMM STATUS
	Cause Value #95
Message not ciphered

	6
	SS -> MS
	ATTACH REJECT
	GMM cause = ''Network failure'
Message not ciphered



Specific message contents
None.
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