

	
3GPP TSG-CT WG4 Meeting #122	C4-241536
Changsha, P.R.China; 15th – 19th April 2024	was C4-241130 
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	29.573
	CR
	0184
	rev
	2
	Current version:
	18.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	N32-f connection and/or N32-f context termination initiated by Roaming Intermediary

	
	

	Source to WG:
	Nokia

	Source to TSG:
	CT4

	
	

	Work item code:
	Roaming5G, TEI18
	
	Date:
	2024-04-01

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	GSMA 5GMRR requests 3GPP in LS C4-235395 to support the following requirement:
"
2. On the topic of Modified PRINS as defined by 3GPP TS 33.501 for Roaming Hub by GSMA NG 5GMRR, we would like to highlight 3GPP SA3 to support the following requirements:
a. …
b. All N32 messages between client MNOs are transferred via the RH. This shall include the ability for the RH to prevent the establishment of, and the termination of N32-c and N32-f connections, for example if this is required due to contractual reasons. 
"
TS 29.573 already supports the ability for the RH to prevent the establishment of the N32 connection. However, it does not enable the RH to provide explicit instructions to a SEPP to terminate the N32-f context and/or N32-f connection. A few error causes were defined for some specific use cases, but more use cases exist (e.g. due to business decisions, resource constraints, network maintenance, operator request), and more causes may also be defined in future, so relying on these causes, and the possible interpretation of these causes by the SEPP (when the cause is  comprehended/supported by the SEPP) can result in different SEPP behaviors based on vendors' implementations and SEPP behaviors which do not match the RH expectations (e.g. a Rel-18 SEPP would not comprehend a new cause value defined in a later release).

Depending on the use cases, the RH may expect/request the SEPP to terminate the N32-f context and/or N32-f connection, and the protocol should allow the RH to provide explicit and unambiguous instructions to the SEPP on whether the SEPP should terminate the N32-f context and/or N32-f connection. In some use cases (e.g. RI shutting down or network maintenance), the RI should also be able to request the SEPP to re-establish the N32-f context and/or N32-f connection via an alternative RI entity. 

Note: Terminating an N32-f connection refers to releasing the N32-f HTTP connection. Terminating an N32-f context refers to releasing the N32-f context that was established during the N32-c handshake procedure, including all the security and protection policies that were negotiated for use over the related N32-f connections.

Besides, the event that triggers the Roaming Intermediary to request the SEPP to terminate an N32-f context and/or N32-f connection may occur at any time, and when this event occurs, there may be on-going N32-f traffic or not. Accordingly, the protocol should support means for the RH to request the SEPP to terminate or re-establish the N32-f context and/or N32-f connection in presence or absence of related N32-f traffic.
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* * * First Change * * * *
[bookmark: _Toc160551163]5.5.X	N32-f Context and/or N32-f Connection termination initiated by the Roaming Intermediary
5.5.X.1	General
The Roaming Intermediary may need to instruct the SEPP to terminate or r—establish an N32-f connection and/or an N32-f context. 
The Roaming Intermediary may do so either by:
-	sending an N32-f error reporting request encapsulated in a N32-f reformatted request message (e.g. when no N32-f messages are being received when the event triggering this procedure occurs); or 
-	sending an N32-f error response message upon receiving an N32-f request.
In either case, the Roaming Intermediary should indicate, in the error information, the cause of the error and whether the SEPP should terminate or re-establish the N32-f connection and/or the N32-f context. The Roaming Intermediary may also indicate an alternative Roaming Intermediary entity (from the same Roaming Intermediary operator) through which the N32-f context or N32-f connection should be re-established.
NOTE:	A Roaming Intermediary can trigger the above procedures towards a local SEPP or a remote SEPP.
5.5.X.2	N32-f error reporting request encapsulated in a N32-f request 
The Roaming Intermediary may instruct the SEPP to terminate or re-establish an N32-f connection and/or an N32-f context by encapsulating an N32-f error reporting request within an N32-f request message. 
The N32-f error reporting request message serves as an error notification to the SEPP and based or the reported error information (error cause and indication to release or re-establish the N32-f context and/or N32-f connection), the SEPP shall take the appropriate action e.g. by terminating or re-establishing the N32-f connection and/or N32-f context if so requested by the Roaming Intermediary. If the Roaming Intermediary requested to re-establish the N32-f context and/or the N32-f connection and provided an alternative Roaming Intermediary entity in the error information, the SEPP should re-establish the N32-f connection and/or the N32-f context via the alternative Roaming Intermediary entity.


[bookmark: _Hlk156985893]Figure 5.5.X.2.-1: N32-f Error Reporting Request encapsulated in a N32-f request
1. The Roaming Intermediary B decides to terminate the N32-f context. The RI-B sends an N32-f request message encapsulating an N32-f Error Reporting Request towards p-SEPP to report the error. The error message signals to the SEPP that the N32-f context is requested to be terminated.
2. The p-SEPP N32-f service instance sends the N32-c request message (i.e. N32-f Error Reporting Request) towards the target N32-c service instance, including the RI sender identity (so that the SEPP N32-c instance can determine the RI that originated the error and take a proper decision based the contract or the agreement between the SEPP and the RI).
Based on the error information received from the RI, the p-SEPP terminates the N32-f connection and/or the N32-f context (the latter is depicted in the figure). 
The p-SEPP returns "200 OK response" to the Roaming Intermediary B, encapsulating a 204 No Content response message (i.e. the N32-f Error Reporting Response).
3. The p-SEPP initiates the N32-f Context Termination Procedure by sending N32-f context termination request message towards the c-SEPP based on the received error information from the Roaming Intermediary B. 

If the Roaming Intermediary requests to re-establish the N32-f context and/or the N32-f connection and provided an alternative Roaming Intermediary entity in the error information, the SEPP should re-establish the N32-f connection and/or N32-f context via the alternative Roaming Intermediary entity (not depicted in the figure).

5.5.X.3	Using N32-f error response
The Roaming Intermediary may send error information in response to an incoming N32-f request message, in which case it rejects the N32-f request message with an 4xx or 5xx response message including the error information.


Figure 5.5.X.3.-1: The RI-B sends 4XX/5XX response to tear down the N32-f context
1. The Roaming Intermediary B receives an N32-f request message. The RI-B determines to terminate the N32-f context.
2. The RI-B sends a 4XX/5XX response to the p-SEPP including error information signalling to the SEPP that the N32-f context is requested to be terminated.
3. The p-SEPP initiates the N32-f Context Termination Procedure by sending a N32-f context termination request message towards the c-SEPP based on the error information received from the Roaming Intermediary B.
* * * Next Change * * * *
[bookmark: _Toc24986353][bookmark: _Toc34205781][bookmark: _Toc39061965][bookmark: _Toc43277207][bookmark: _Toc49847537][bookmark: _Toc56419513][bookmark: _Toc112683319][bookmark: _Toc160551205][bookmark: _Toc24986365][bookmark: _Toc34205793][bookmark: _Toc39061977][bookmark: _Toc43277219][bookmark: _Toc49847549][bookmark: _Toc56419525][bookmark: _Toc112683331][bookmark: _Toc160551217]6.1.5.1	General
This clause specifies the application data model supported by the API.
Table 6.1.5.1-1 specifies the data types defined for the N32 interface.
Table 6.1.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	SecNegotiateReqData
	6.1.5.2.2
	Defines the security capabilities of a SEPP sent to a receiving SEPP.

	SecNegotiateRspData
	6.1.5.2.3
	Defines the selected security capabilities by a SEPP.

	SecurityCapability
	6.1.5.3.3
	Enumeration of security capabilities.

	SecParamExchReqData
	6.1.5.2.4
	Request data structure for parameter exchange

	SecParamExchRspData
	6.1.5.2.5
	Response data structure for parameter exchange

	ProtectionPolicy
	6.1.5.2.6
	The protection policy to be negotiated between the SEPPs.

	ApiIeMapping
	6.1.5.2.7
	API URI to IE mapping on which the protection policy needs to be applied.

	IeInfo
	6.1.5.2.8
	Protection and modification policy for the IE

	ApiSignature
	6.1.5.2.9
	API URI of the service operation

	N32fContextInfo
	6.1.5.2.10
	N32-f context information

	N32fErrorInfo
	6.1.5.2.11
	N32-f error information.

	FailedModificationInfo
	6.1.5.2.12
	Information on N32-f modifications block that failed to process.

	N32fErrorDetail
	6.1.5.2.13
	Details about the N32f error.

	CallbackName
	6.1.5.2.14
	Callback Name.

	IpxProviderSecInfo
	6.1.5.2.15
	Defines the security information list of an IPX.

	IntendedN32Purpose
	6.1.5.2.16
	Defines the intended N32 establishment purpose.

	RiErrorInformation
	6.1.5.2.Y
	Roaming Intermediary error information.

	HttpMethod
	6.1.5.3.4
	Enumeration of HTTP methods.

	IeType
	6.1.5.3.5
	Enumeration of types of IEs (i.e kind of IE) to specify the protection policy.

	IeLocation
	6.1.5.3.6
	Location of the IE in a HTTP message.

	N32fErrorType
	6.1.5.3.7
	Type of error while processing N32-f message.

	FailureReason
	6.1.5.3.8
	Reason for failure to reconstruct a HTTP/2 message from N32-f message.

	N32ReleaseIndication
	6.1.5.3.Z
	N32-f connection or N32-f context release instructions.



Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface.
Table 6.1.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	Fqdn
	3GPP TS 29.571 [12]
	

	SupportedFeatures
	3GPP TS 29.571 [12]
	Used to negotiate the applicability of the optional features defined in table 6.1.7-1.




* * * Next Change * * * *


6.1.5.2.11	Type: N32fErrorInfo
Table 6.1.5.2.11-1: Definition of type N32fErrorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fMessageId
	string
	M
	1
	This IE shall contain the N32-f message identifier received over N32-f (see clause 6.2.5.2.9).

	n32fErrorType
	N32fErrorType
	M
	1
	This IE shall contain the type of processing error encountered by the SEPP or the Roaming Intermediary initiating the N32-f error reporting procedure.

	n32fContextId
	string
	C
	0..1
	This IE shall be present if available.
When present, this IE shall contain the n32fContextId of the SEPP receiving N32-f error reporting message, which is exchanged between the SEPPs during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	failedModificationList
	array(FailedModificationInfo)
	C
	1..N
	This IE shall be present if the n32ErrorType is "INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED" or "MODIFICATIONS_INSTRUCTIONS_FAILED". When present this IE shall contain a list of FQDNs of the IPX-es whose inserted modifications failed to process at the SEPP initiating the N32-f error reporting procedure, together with the reason for the failure to process.

	errorDetailsList
	array(N32fErrorDetail)
	O
	1..N
	This IE may be included when the n32ErrorType IE indicates "MESSAGE_RECONSTRUCTION_FAILED ". When present, this IE shall contain a list of JSON pointers to the IEs that failed to process together with the reason for the failure to process that IE. 

	policyMismatchList
	array(InvalidParam)
	O
	1..N
	This IE may be included when n32ErrorType is "POLICY_MISMATCH". When present, this IE shall indicate a list of JSON pointers to the IEs and the type of mismatch.

-	If the parameter was sent in plain while it should have been encrypted, the value "Parameter shall be encrypted" shall be set as the reason.
-	If the parameter was sent confidentiality protected when required without confidentially protected, value "Parameter shall not be encrypted" shall be set as the reason.

	riErrorInformation
	RiErrorInformation
	O
	0..1
	This IE may be included by a Roaming Intermediary when it indicates an error to the SEPP. When present, it shall instruct the SEPP to terminate or re-establish the N32-f connection and/or N32-f context (see clause 5.5.X).




* * * Next Change * * * *
[bookmark: _Toc24986377][bookmark: _Toc34205805][bookmark: _Toc39061989][bookmark: _Toc43277231][bookmark: _Toc49847561][bookmark: _Toc56419537][bookmark: _Toc112683344][bookmark: _Toc160551230]6.1.5.2.Y	Type: RiErrorInformation
Table 6.2.5.2.Y-1: Definition of type RiErrorInformation
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fConnectionRelInd
	N32ReleaseIndication
	C
	0..1
	When present, this IE shall instruct the SEPP to only terminate or re-establish the N32-f connection (see clause 5.5.X). (NOTE)

	n32fContextRelInd
	N32ReleaseIndication
	C
	0..1
	When present, this IE shall instruct the SEPP to terminate or re-establish the N32-f context and N32-f connection (see clause 5.5.X). (NOTE)

	alternativeRi
	Fqdn
	O
	0..1
	This IE may be present if the n32fConnectionRelInd or n32fContextRelInd is present and instructs the SEPP to re-establish the N32-f connection or N32-f context.
When present, this IE shall indicate the FQDN of the alternative Roaming Intermediary entity that the SEPP should use to re-establish the N32-f context or the N32-f connection towards the peer SEPP. 

	NOTE:	Either the n32fConnectionRelInd IE or the n32fContextRelInd IE may be present.



* * * Next Change * * * *

6.1.5.3.7	Enumeration: N32fErrorType
Table 6.1.5.3.7-1: Enumeration N32fErrorType
	Enumeration value
	Description

	"INTEGRITY_CHECK_FAILED"
	The integrity check verification on the received N32-f message failed.

	"INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED"
	The integrity check verification on the modifications block of the received N32-f message failed.

	"MODIFICATIONS_INSTRUCTIONS_FAILED"
	Failed to apply the JSON patch instructions in the modifications block of the received N32-f message, e.g. the references to encBlockIndex isare inserted or relocated by IPX (see clause 5.9.3.2 of 3GPP TS 33.501 [6]).

	"DECIPHERING_FAILED"
	The deciphering of the encrypted block of the received N32-f message failed.

	"MESSAGE_RECONSTRUCTION_FAILED"
	The reconstruction of the original HTTP/2 message from the received N32-f message failed.

	"CONTEXT_NOT_FOUND"
	The n32fContextId is unknown in the receiving SEPP. (NOTE V)

	"INTEGRITY_KEY_EXPIRED"
	The integrity keys in the receiving SEPP have expired.

	"ENCRYPTION_KEY_EXPIRED"
	The encryption keys in the receiving SEPP have expired.

	"POLICY_MISMATCH"
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	"NETWORK_MAINTENANCE"
	Network maintenance is going on at the Roaming Intermediary.
(NOTE W)

	"INSUFFICIENT_RESOURCES"
	There is an on-going resources exhaustion at the Roaming Intermediary (e.g., memory, CPU, or network bandwidth).
(NOTE W)

	"NO_CONNECTION_DUE_TO_CONTRACT"
	The Roaming Intermediary decides to no longer facilitate communication with a specific PLMN due to business reasons (e.g., contract termination or fraudulent behaviour).
(NOTE W)

	"IDLE_N32F_CONNECTION"
	The N32-f connection has been found inactive by the Roaming Intermediary.
(NOTE W)

	"SWITCHING_TO_ANOTHER_RI"
	The service is being taken over by another Roaming Intermediary, e.g. due to the Roaming Intermediary shutting down.
(NOTE W)

	"NO_CONNECTION_DUE_TO_CONNECTIVITY"
	The Roaming Intermediary observes connectivity issues with one of the SEPPs.
(NOTE W)

	NOTE V:	This enumeration value is deprecated and shall not be used by N32-f error reporting procedure over the N32-c interface.
NOTE W:	This cause may be sent by a Roaming Intermediary together with an indication to release or re-establish the N32-f context and/or the N32-f connection (see clause 5.5.X).



* * * Next Change * * * *

[bookmark: _Toc112683346][bookmark: _Toc160551232][bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc112683369][bookmark: _Toc160551256]6.1.5.3.Z	Enumeration: N32ReleaseIndication
Table 6.1.5.3.Z-1: Enumeration N32ReleaseIndication
	Enumeration value
	Description

	"RELEASE_REESTABLISHMENT_ALLOWED"
	Indicates a request to the SEPP to terminate the N32-f context or N32-f connection. The SEPP may re-establish the N32-f context or N32-f connection later, if needed. 

	"RELEASE_REESTABLISHMENT_NOT_ALLOWED"
	Indicates a request to the SEPP to terminate the N32-f context or N32-f connection. The SEPP should not attempt to re-establish the N32-f context or N32-f connection later.

	"REESTABLISH"
	Indicates a request to the SEPP to release and re-establish the N32-f context or N32-f connection.



* * * Next Change * * * *
[bookmark: _Toc24986401][bookmark: _Toc34205829][bookmark: _Toc39062013][bookmark: _Toc43277255][bookmark: _Toc49847585][bookmark: _Toc56419566][bookmark: _Toc112683374][bookmark: _Toc160551261]6.2.5.1	General
This clause specifies the application data model supported by the API.
Table 6.2.5.1-1 specifies the data types defined for the N32 interface.
Table 6.2.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	N32fReformattedReqMsg
	6.2.5.2.2
	Contains the reformatted HTTP/2 request message

	N32fReformattedRspMsg
	6.2.5.2.3
	Contains the reformatted HTTP/2 response message

	DataToIntegrityProtectAndCipherBlock
	6.2.5.2.4
	HTTP header to be encrypted or the value of a JSON attribute to be encrypted

	DataToIntegrityProtectBlock
	6.2.5.2.5
	Data to be integrity protected

	RequestLine
	6.2.5.2.6
	Contains the request line of the HTTP API request being reformatted and forwarded over N32-f

	HttpHeader
	6.2.5.2.7
	Contains the encoding of HTTP headers in the API request / response

	HttpPayload
	6.2.5.2.8
	Contains the encoding of JSON content in the API request / response

	MetaData
	6.2.5.2.9
	Contains the meta data information needed for replay protection

	Modifications
	6.2.5.2.10
	Information on inserting of the modifications entry

	FlatJweJson
	6.2.5.2.11
	Contains the integrity protected reformatted block

	FlatJwsJson
	6.2.5.2.12
	Contains the modification from IPXes on path

	IndexToEncryptedValue
	6.2.5.2.13
	Index to the encrypted value

	EncodedHttpHeaderValue
	6.2.5.2.14
	HTTP header value or index to the HTTP header value



Table 6.2.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface.
Table 6.2.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	HttpMethod
	6.1.5.3.5
	

	IeLocation
	6.1.5.3.6
	

	RiErrorInformation
	6.1.5.2.Y
	Roaming Intermediary error information

	PatchItem
	3GPP TS 29.571 [12]
	

	UriScheme
	3GPP TS 29.571 [12]
	

	Fqdn
	3GPP TS 29.571 [12]
	




* * * Next Change * * * *
6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message received from the NF service producer, or the HTTP/2 notification response message received from the NF service consumer.

	ProblemDetailsMsgForwarding
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID or SNPN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH" or "SNPNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message due to the n32fContextId is unknown, the "cause" attribute shall be set to "CONTEXT_NOT_FOUND".

When the receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5, the "cause" attribute shall be set to "UNSPECIFIED".

When the Roaming Intermediary or receiving SEPP receives HTTP requests over N32-f and detects an encryption policy mismatch, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered, the "cause" attribute shall be set to "POLICY_MISMATCH". In this case, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa, with the reason attribute for each invalid parameter set to "Parameter shall be encrypted" if the IE was sent without confidentiality protection" or “Parameter shall not be encrypted" if the IE was sent with confidential protection.

When the Roaming Intermediary or receiving SEPP receives HTTP requests, but the N32 connection cannot be setup due to contractual reasons, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONTRACT".

When the Roaming Intermediary receives HTTP requests but the N32 connection cannot be setup due to a connectivity issue, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONNECTIVITY".

When the Roaming Intermediary receives HTTP requests over N32-f but the message was not delivered due to contractual reasons, the "cause" attribute shall be set to "MSG_NOT_DELIVERED_DUE_TO_CONTRACT".

When the receiving SEPP receives a roaming intermediary generated error reporting request (see clause 5.2.3.3), but the JWS signature of the roaming intermediary is invalid, the "cause" attribute shall be set to "INVALID_RI_JWS_SIGNATURE".


	ProblemDetailsMsgForwarding
	O
	0..1
	503 Service Unavailable
	When the Roaming Intermediary receives HTTP requests over N32-f but the message cannot be delivered due to one of the following application errors:
- SWITCHING_TO_ANOTHER_RI
- INSUFFICIENT_RESOURCES
- NETWORK_MAINTENANCE

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.4.2.2-3: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



Table 6.2.4.2.2-4: Headers supported by 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].





* * * Next Change * * * *

[bookmark: _Toc160551278]6.2.5.2.16	Type: AdditionInfoMsgForwarding
Table 6.2.5.2.16-1: Definition of type AdditionInfoMsgForwarding
	Attribute name
	Data type
	P
	Cardinality
	Description

	suggestedStatusCode
	integer
	O
	0..1
	When present, this IE shall indicate a status code that is suggested to be sent to cNF if the cSEPP cannot or does not resend the N32-f request taking into account the N32-f error information. 

	suggestedProblemDetails
	ProblemDetails
	O
	0..1
	When present, this IE shall indicate suggested ProblemDetails to be sent to cNF if the cSEPP cannot or does not resend the N32-f request taking into account the N32-f error information. 

	riErrorInformation
	RiErrorInformation
	O
	0..1
	This IE may be included by a Roaming Intermediary. 
When present, this IE shall provide instructions to the SEPP to terminate or re-establish the N32-f connection and/or the N32-f context.



* * * Next Change * * * *
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The application errors defined for the JOSE protected message forwarding API on N32-f are listed in Table 6.2.6.3-1.
Table 6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PLMNID_MISMATCH
	403 Forbidden
	The PLMN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the PLMN ID of the N32-f context.

	SNPNID_MISMATCH
	403 Forbidden
	The SNPN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the SNPN ID of the N32-f context.

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	The purpose indicated in 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4] of the reconstructed message does not match with any of the purposes exchanged via the Security Capability Negotiation procedure.

	CONTEXT_NOT_FOUND
	403 Forbidden
	The n32fContextId is unknown in the receiving SEPP.

	UNSPECIFIED
	403 Forbidden
	The receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.

	POLICY_MISMATCH
	403 Forbidden
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	NO_CONNECTION_DUE_TO_CONTRACT
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to contractual reasons.

	NO_CONNECTION_DUE_TO_CONNECTIVITY
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to a connectivity issue.

	MSG_NOT_DELIVERED_DUE_TO_CONTRACT
	403 Forbidden
	The message was not delivered due to contractual reasons.

	INVALID_RI_JWS_SIGNATURE
	403 Forbidden
	The error reporting request generated by the roaming intermediary was not delivered because the JWS signature of the roaming intermediary is invalid.

	SWITCHING_TO_ANOTHER_RI
	503 Service Unavailable
	The message was not delivered due to the service being taken over by another Roaming Intermediary, e.g. when the Roaming Intermediary is shutting down. 

	INSUFFICIENT_RESOURCES
	503 Service Unavailable
	The message was not delivered due to resource exhaustion at the roaming intermediary (e.g., memory, CPU, or network bandwidth).

	NETWORK_MAINTENANCE
	503 Service Unavailable
	The message was not delivered due to network maintenance at the Roaming Intermediary.



* * * Next Change * * * *
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openapi: 3.0.0

info:
  version: '1.3.0-alpha.6'
  title: 'N32 Handshake API'
  description: |
    N32-c Handshake Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
    N32fContextInfo:
      description: N32-f context information
      type: object
      required:
        - n32fContextId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
    CallbackName:
      description: Callback Name
      type: object
      required:
        - callbackType
      properties:
        callbackType:
          type: string
    N32fErrorInfo:
      description: N32-f error information
      type: object
      required:
        - n32fMessageId
        - n32fErrorType
      properties:
        n32fMessageId:
          type: string
        n32fErrorType:
          $ref: '#/components/schemas/N32fErrorType'
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        failedModificationList:
          type: array
          items:
            $ref: '#/components/schemas/FailedModificationInfo'
          minItems: 1
        errorDetailsList:
          type: array
          items:
            $ref: '#/components/schemas/N32fErrorDetail'
          minItems: 1
        policyMismatchList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/InvalidParam'
          minItems: 1
        riErrorInformation:
          $ref: '#/components/schemas/RiErrorInformation'

    FailedModificationInfo:
      description: Information on N32-f modifications block that failed to process
      type: object
      required:
        - ipxId
        - n32fErrorType
      properties:
        ipxId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        n32fErrorType:
          $ref: '#/components/schemas/N32fErrorType'
    N32fErrorDetail:
      description: Details about the N32f error
      type: object
      required:
        - attribute
        - msgReconstructFailReason
      properties:
        attribute:
          type: string
        msgReconstructFailReason:
          $ref: '#/components/schemas/FailureReason'
    IpxProviderSecInfo:
      description: Defines the security information list of an IPX
      type: object
      required:
        - ipxProviderId
      properties:
        ipxProviderId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        rawPublicKeyList:
          type: array
          items:
            type: string
          minItems: 1
        certificateList:
          type: array
          items:
            type: string
          minItems: 1

[bookmark: _Hlk162380887]    IntendedN32Purpose:
      description: Indicates the intended N32 establishment purpose
      type: object
      required:
        - usagePurpose
      properties:
        usagePurpose:
          $ref: '#/components/schemas/N32Purpose'
        additionalInfo:
          type: string
        cause:
          type: string

    RiErrorInformation:
      description: Roaming Intermediary error information
      type: object
      properties:
        n32fConnectionRelInd:
          $ref: '#/components/schemas/N32ReleaseIndication'
        n32fContextRelInd:
          $ref: '#/components/schemas/N32ReleaseIndication'
        alternativeRi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'

    N32fErrorType:
      description: Type of error while processing N32-f message
      anyOf:
        - type: string
          enum:
            - INTEGRITY_CHECK_FAILED
            - INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED
            - MODIFICATIONS_INSTRUCTIONS_FAILED
            - DECIPHERING_FAILED
            - MESSAGE_RECONSTRUCTION_FAILED
            - CONTEXT_NOT_FOUND
            - INTEGRITY_KEY_EXPIRED
            - ENCRYPTION_KEY_EXPIRED
            - POLICY_MISMATCH
            - NETWORK_MAINTENANCE
            - INSUFFICIENT_RESOURCES
            - NO_CONNECTION_DUE_TO_CONTRACT
            - IDLE_N32F_CONNECTION
            - SWITCHING_TO_ANOTHER_RI
            - NO_CONNECTION_DUE_TO_CONNECTIVITY
        - type: string

    FailureReason:
      description: Reason for failure to reconstruct a HTTP/2 message from N32-f message
      anyOf:
        - type: string
          enum:
            - INVALID_JSON_POINTER
            - INVALID_INDEX_TO_ENCRYPTED_BLOCK
            - INVALID_HTTP_HEADER
        - type: string

    N32Purpose:
      description: Usage purpose of establishing N32 connectivity
      anyOf:
        - type: string
          enum:
            - ROAMING
            - INTER_PLMN_MOBILITY
            - SMS_INTERCONNECT
            - ROAMING_TEST
            - INTER_PLMN_MOBILITY_TEST
            - SMS_INTERCONNECT_TEST
            - SNPN_INTERCONNECT
            - SNPN_INTERCONNECT_TEST
            - DISASTER_ROAMING
            - DISASTER_ROAMING_TEST
        - type: string

    N32ReleaseIndication:
      description: N32-f connection/context release indication
      anyOf:
        - type: string
          enum:
            - RELEASE_REESTABLISHMENT_ALLOWED
            - RELEASE_REESTABLISHMENT_NOT_ALLOWED
            - REESTABLISH
        - type: string
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A.3	JOSE Protected Message Forwarding API on N32-f
openapi: 3.0.0

info:
  version: '1.3.0-alpha.3'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
servers:
  - url: '{apiRoot}/n32f-forward/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V18.6.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.573/

[…]

    ProblemDetailsMsgForwarding:
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/AdditionInfoMsgForwarding'

    AdditionInfoMsgForwarding:
      description: Problem Details extensions for N32-f message forwarding
      properties:
        suggestedStatusCode:
          type: integer
        suggestedProblemDetails:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        riErrorInformation:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/RiErrorInformation'

#
# SIMPLE TYPES
#

#
# ENUMS
#

* * * End of Changes * * * *
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