3GPP TSG-CT WG4 Meeting #122	C4-241269
Changsha, P.R.China; 15th – 19th April 2024
3GPP TSG-CT WG3 Meeting #134	C3-242056
Changsha, China, 15 - 19 April 2024
3GPP TSG-CT WG1 Meeting #148	C1-242088
Changsha, China, 15 – 19 April 2024

Source:	Huawei
[bookmark: OLE_LINK87][bookmark: OLE_LINK88][bookmark: OLE_LINK89]Title:	Discussion on new impacts to the EDGE_Ph2 work
Agenda item:	18.1.2 (CT1), 18.26 (CT3), 6.1.8 (CT4)
Work Item / Release:	EDGE_Ph2 / Rel-18
Document for:	Discussion and Decision

Abstract
[bookmark: OLE_LINK14][bookmark: OLE_LINK15][bookmark: OLE_LINK35][bookmark: OLE_LINK36]This discussion paper aims to discuss the new impacts to the EDGE_Ph2 work because of approval of SP-230885 [1] by SA plenary.
1. Introduction
2.1. General
[bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK42][bookmark: OLE_LINK43]At the last CT1 meeting (#147; in Athens) a proposal was discussed and finally postponed related to approved requirements in SP-230885 [1] (see C1-241269 [2] and C1-241270 [3] on "Update to add security parameter to ECS address IE" and "Update to ECS configuration information Network to MS direction").
After the end of CT1, a set of draft CRs related to SP-230885 [1] was provided in all CT1, CT3 and CT4 reflectors. Majority of companies expressed the view that the provided CRs need to be discussed in a proper manner in the working groups, i.e., in a scheduled 3GPP meeting.
The different CT working groups (WGs) need to analyse the impacts on the requirements added by SP-230885 [1] before agreeing any related stage-3 CR. In particular, it is important that the involved 3GPP CT WGs perform analysis so that all necessary stage-2 requirements are first in place which is the common praxis rather than jumping to agree any potential solution proposed by stage-3 CRs. This is even more important in this case as multi and different entities and interfaces of the 3GPP system are proposed to be updated.
[bookmark: OLE_LINK65][bookmark: OLE_LINK66]2.2. Available stage-2 requirements on ECS configuration information
The approved SP-230885 [1] pack contains two CRs from SA3; one to 3GPP TS 33.501 [4] and the other one to 3GPP TS 33.558 [5]. Let’s start by analysing their content.

3GPP TS 33.501 [4] is updated by introducing T.4, quote:

Annex P of the present document should be followed, with the following additions, to protect the discovery messages between the UE and the V-EASDF which is used as the DNS server for EAS discovery in the roaming case.  If the core network is used to configure the security information, the V-SMF is preconfigured with the V-EASDF security information (credentials to authenticate the V-EASDF, supported security mechanisms, port number, etc.) and provides the security information to the UE as follows: 
· In the case of LBO roaming, the V-SMF provides the V-EASDF security information to the UE via PCO. 
· In the case of HR with Session Breakout (HR-SBO) roaming scenarios, during the PDU session establishment or modification procedure, the V-SMF provides the V-EASDF security information via Nsmf_PDUSession_Create/ Nsmf_PDUSession_Update to H-SMF when the V-SMF determines to use a V-EASDF for EAS discovery, and the H-SMF provides the V-EASDF security information to UE via PCO if HR SBO is authorized.
NOTE: The security information of V-EASDF provided to the UE is only related with the VPLMN parameter. 
Observation-1: As per above the core network (i.e., 5GC) may be configured with security information which can be provided to the UE. The information is provided via PCO and for the case of HR with session breakout (HR-SBO) this occurs if the HR SBO is authorized. The security information to be provided can be many different things from credentials for authentication to security mechanisms, por numbers or even other things.

[bookmark: OLE_LINK54][bookmark: OLE_LINK55][bookmark: OLE_LINK56][bookmark: OLE_LINK57]3GPP TS 33.558 [5] is updated by adding new requirement related to ECS configuration information which extended by adding the possibility of providing the UE with new optional information, quote of the clause 6.2:
33.558 clause 6.2:
[bookmark: OLE_LINK23][bookmark: OLE_LINK22]The authentication method negotiation mechanism shall re-use the existing TLS v1.3 negotiation. UE may receive the supported authentication method of the ECS optionally as part of the ECS configuration information. Details of the ECS configuration information are specified in TS 23.558 [5]. If the UE has the information about the authentication method supported by the ECS, then the EEC/UE may use this information for the authentication method negotiation.
[bookmark: OLE_LINK27]NOTE 3:	Further optimization regarding having prior knowledge about the capability, such as UE storing the selected algorithm from the past negotiation results, is left to EEC/UE implementation.
[bookmark: OLE_LINK67][bookmark: OLE_LINK68]Observation-2: The UE can optionally receive authentication method(s) of the ECS. The details of the ECS configuration information are specified in 3GPP TS 23.558 [6].
[bookmark: OLE_LINK58][bookmark: OLE_LINK59]3GPP TS 23.558 [6] in the clause 8.3.2.2 provides description of the ECS configuration information, quote:

[bookmark: OLE_LINK132][bookmark: OLE_LINK145][bookmark: OLE_LINK146]ECS configuration information consists of one or more endpoint information (e.g. URI(s), FQDN(s), IP address(es)) of ECS(s), and optionally the corresponding ECS Provider Identifier. ECS configuration information can be 
-	pre-configured with the EEC;
-	configured by an edge-aware AC;
-	configured by the user; 
[bookmark: OLE_LINK30][bookmark: OLE_LINK31]-	provisioned by MNO through 5GC procedure if the UE has the capability to deliver the ECS configuration information to the EEC on the UE (see 3GPP TS 23.548 [20], clause 6.5.2); 
-	derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario; or
-	derived from serving SNPN identifier.
NOTE 1:	How the ECS configuration information is configured to the EEC user, or pre-configuration is out of scope of the present specification.
[bookmark: OLE_LINK63][bookmark: OLE_LINK64]Observation-3: The delivery of ECS configuration information to the UE (by using the 5GC) is specified in the SA2 specification 3GPP TS 23.548 [7].
[bookmark: OLE_LINK61][bookmark: OLE_LINK62]3GPP TS 23.548 [7] in the clause 6.5.1 indicates that the ECS address(es) can be provided to the UE via 5CN and details are defined in the clause 6.5.2, quote:

A UE may host EEC(s) as defined in TS 23.558 [5] and support the ability to receive ECS address(es) from the 5GC and to transfer the ECS address(es) to the EEC(s). In this case, the ECS address provisioning via 5GC is described in clause 6.5.2.
NOTE:	The features described in the other clauses of this specification do not require the UE and the network to support the 3GPP application layer architecture for Enabling Edge Computing that is specified in TS 23.558 [5].
[bookmark: OLE_LINK52][bookmark: OLE_LINK53]3GPP TS 23.548 [1] in the clause 6.5.2.1 provides specification of ECS configuration information in detail, quote:

The ECS Address Configuration Information consists of one or more ECS Configuration Information as defined in clause 8.3.2.1 of TS 23.558 [5]. The ECS Configuration Information may contain Spatial Validity Conditions, which includes one of the following alternatives:
-	a Geographical Service Area (see TS 23.558 [5]);
-	a list of TA(s); or
-	a list of countries (list of MCC);
-	a list of PLMN IDs (see Table 4.15.6.3d-1 of TS 23.502 [3]).
A UE may receive multiple instances of ECS Address Configuration Information e.g., corresponding to different ECSPs (e.g., the MNO or a 3rd party service provider).
The ECS Address Configuration Information is sent to the UE on a per PDU Session basis. The same PDU session can be used by multiple ECS providers.
The SMF does not need to be aware of the internal structure of the ECS Address Configuration Information.

Observation-4: The delivery of ECS configuration information to the UE (by using the 5GC) does not include security information (e.g., ECS authentication method(s)).
[bookmark: OLE_LINK48][bookmark: OLE_LINK49]The ECS Configuration Information is delivered via 5GC which is in fact specified by SA2 in 3GPP TS 23.548 [7]. Based on the latest published version of the specifications there is no description that the 5GC provides the optional ECS authentication method(s) to the EEC(UE), and therefore how this is delivered (mechanism) or which 5GS entities are involved.
[bookmark: _Hlk134632446]3. Proposal
Based on the discussion given in the section 2, we propose the following:
[bookmark: OLE_LINK75][bookmark: OLE_LINK76]Proposal-1: It proposed to revise the EDGE_Ph2 work item to add the possibility of optionally provide ECS authentication method(s) to the UE via the 5GC.
[bookmark: OLE_LINK39]Proposal-2: It is proposed to check with SA2 by means of sending an LS as the ECS authentication method(s) needs to be conveyed by the 5GC and this has to be described in stage-2 specification on 5GS enhancements for Edge computing (see 3GPP TS 23.548 [7]). Note that the delivery of the ECS configuration information to the EEC on the UE is described in 3GPP TS 23.548 [7] as indicated by 3GPP TS 23.558 [6].
4 Conclusion
This paper has analysed stage-2 security requirements approved together with necessary 5GS architectural stage-2 requirements.
[bookmark: OLE_LINK77][bookmark: OLE_LINK69][bookmark: OLE_LINK70][bookmark: OLE_LINK71][bookmark: OLE_LINK72][bookmark: OLE_LINK73][bookmark: OLE_LINK74]Approved pack in SP-230885 [1] adds the option for the network to provide the UE with authentication method(s) of the ECS. The approved CRs indicate that details of the ECS configuration information are specified in 3GPP TS 23.558 [6] and this specification as a matter of fact refers to 3GPP TS 23.548 [7] for requirements of provisioning ECS configuration information to the EEC in the UE. The latest available Rel-18 version of 3GPP TS 23.548 [7] does not include or describe the possibility of providing security information (e.g., ECS authentication method(s)).
Given the above conclusion, the following is proposed:
Proposal-1: It proposed to revise the EDGE_Ph2 work item to add the possibility of optionally provide ECS authentication method(s) to the UE via the 5GC because of SP-230885 [1].
Proposal-2: It is proposed to check with SA2 by means of sending an LS as the ECS authentication method(s) needs to be conveyed by the 5GC and this has to be described in stage-2 specification on 5GS enhancements for Edge computing (see 3GPP TS 23.548 [7]). Note that the delivery of the ECS configuration information to the EEC on the UE is described in 3GPP TS 23.548 [7] as indicated by 3GPP TS 23.558 [6].
The above proposal-1 is captured in the WID revised in C4-241264/C3-242055/C1-242086 [8] on EDGE_Ph2.
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