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	Reason for change:
	TS 33.501 defined packet transform for QUIC-aware proxying in forward mode adds the following:
· Media related information (MRI) Length field: The length of the protected Media related information (including integrity tag).
· Nonce Counter field: Contains the 16-bit least significant bits of a 64-bit counter used to construct the nonce to the AEAD protection. The 64-bit counter is incremented with one for each payload protected by the transform for the current VCID. The 64-bit counter is initialized to zero (0) for each VCID. For more information about the counter, see clause 18.2.6.
· Protected Media related information: The N bytes of AEAD output after protection operation using the below defined AEAD algorithm. 
Where the media related information length field and nonce counter are NOT encrypted and clear whilst the protected media related information is encrypted by AES-CCM mode encryption. Therefore the Forwarded Mode packet should be a modification of the QUIC short header packet defined in RFC 9000 as follows:
Transformed QUIC Packet {
  Header Form (1) = 0,
  Fixed Bit (1) = 1,
  Spin Bit (1),
  Reserved Bits (2),
  Key Phase (1),
  Packet Number Length (2),
  Destination Connection ID (0..160),
  Length of Protected Media Related Information(8),
  [Nonce Counter (16)],
  [Protected Media Related Information (..)],
  Packet Number (8..32),
  Packet Payload (8..),
}
Where:
· "Header Form", "Fixed Bit", "Spin Bit", "Reserved Bits", "Key Phase", "Packt Number Length", and "Destination Connection ID" are not encrypted;
· "Length of Protected Media Related Information" and "Nonce Counter" are not encrypted;
· “Protected Media Related Information” is encrypted by AES CCM algorithm as defined in TS 33.501; and
· Payload Packet is not encrypted, however is end-to-end encrypted between the AS and the consumer (a device), and is separate from the scope of the 3GPP defined Forwarded Mode packet.
The encryption AES CCM algorithm for the MRI for this Forwarded Mode packet is unique, thus, the QUIC transformed packet should be IANA registered and identified as 3GPP_XRM_AESCCM_8 according to TS 33.501.
TS 33.501 includes that
If there is no Media related information, the transform shall set the length field to zero (0), and no other additional fields (Counter LSB or Media related information) are inserted into those packets.
The statement means that the Nonce Counter and the Media Related information shall be omitted. Current taxt in TS 29.561 does  not include the omission of the Nonce Counter Field.

	 
	

	Summary of change:
	The following are changes:
· Added Nonce Counter to the transformed QUIC short header packet.
· Changed name of the Forwarded Mode packet from 3gpp:media-related-info-transform to 3GPP_XRM_AESCCM_8 according to TS 33.501, to identify the algorithm for the MRI encryption.
· Added new annex for IANA registration of the new Forwarded Mode packet 3GPP_XRM_AESCCM_8.
· Added that the Nonce Counter shall be omitted if the media related information is not inserted in the new Forwarded Mode packet 3GPP_XRM_AESCCM_8.
· Improved the existing text.

	
	

	Consequences if not approved:
	XR media cannot  transported between the AS and the consumer as defined by the Forwarded Mode in clause 22.3.4.
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==============First change==============
[bookmark: _Toc209270560]22.3.4	Sending Media Related Information using QUIC-aware proxying using HTTP
If the media traffic is transmitted over QUIC between the AS and the UE, the UPF (acting as client) and the AS (acting as UDP proxy) may negotiate to use the dedicated QUIC Connection IDs and packet transform in Forwarded Mode to avoid re-encapsulation and re-encryption as defined in draft-ietf-masque-quic-proxy [67]. In case of multiple UEs using the same QUIC connection between the UPF and the AS, for each UE the UPF shall initiate a new HTTP CONNECT request to associate each UE with a separate Connection ID for mapping to a Virtual Connection ID as described in in draft-ietf-masque-quic-proxy [67].
As described in draft-ietf-masque-quic-proxy [67], the AS may still send some packets using the tunnelled mode even when the UPF and the AS have negotiated to use Forwarded Mode (e.g. during the initial media exchange with media related information from the AS to the UPF until it is possible to start using Forwarded Mode). Packets sent in tunnelled mode shall be encoded in HTTP Datagrams as defined in clause 22.3.2. Packets sent using Forwarded Mode shall be encoded as defined in this clause.
During the HTTP CONNECT method as described in draft-ietf-masque-quic-proxy [67], in addition to what is required according to clause 22.3.2:
a)	the UPF shall insert request use of Forwarded Mode, by setting:
1)	:protocol header field to connect-udp; and
2)	3gpp:media-related-info-transform in the accept-transform parameter of the proxy-quic-forwarding header field to "3GPP_XRM_AESCCM_8",
	in the HTTP CONNECT request; and
b)	the AS shall respondindicate  by3gpp:media-related-info-transform in  setting the transform parameter of the proxy-quic-forwarding header field to "3GPP_XRM_AESCCM_8" in the HTTP CONNECT successful response.
The UPF and AS may exchange packets in Forwarded Mode after Connection IDs have been registered as per draft-ietf-masque-quic-proxy [67]. The AS When may then transmit the Forwarded Mode packets, i.e., 3GPP_XRM_AESCCM_8 packet transforms.
the Media Related InformationThe 3GPP_XRM_AESCCM_8 packet transform is applied to are transformed in the QUIC short header packets,as per defined in IETF RFC 9000 [68], then the 3gpp:media-related-info-transform and shall be used to encoded the transformed QUIC packet as shown in  according to Figure 22.3.4-1 (using the notational conventions defined in section 1.3 of IETF RFC 9000 [68]).
Transformed QUIC Packet {
  Header Form (1) = 0,
  Fixed Bit (1) = 1,
  Spin Bit (1),
  Reserved Bits (2),
  Key Phase (1),
  Packet Number Length (2),
  Destination Connection ID (0..160),
  Length of Protected Media Related Information(8),
  [Nonce Counter(16)],
  [Protected Media Related Information (..)],
  Packet Number (8..32),
  Packet Payload (8..),
}
Figure 22.3.4-1: Transformed QUIC short header Ppacket defining 3GPP_XRM_AESCCM_8 packet transformwith Media Related Information Container as per 3gpp:media-related-info-transform
In Figure 22.3.4-1:
a)	Header Form, Fixed Bit, Spin Bit, Reserved Bits, Key Phase, and Packet Number Length shall be set according to section 17.3.1 of IETF RFC 9000 [68].
b)	Destination Connection ID shall be set to the mapping Virtual Connection ID.
cb)	the lLength of the protected Media Related Information shall be encoded in the number of bytes as defined in clause 18.2.3 of 3GPP TS 33.501 [59].
d)	Nonce Counter shall be set as defined in clause 18.2.3 of 3GPP TS 33.501 [59]. This field shall be omitted of the Length of the Media Related Information is zero.
ec)	Protected Media Related Information shall be the output of the security algorithm defined in clause 18.2.4 of 3GPP TS 33.501 [59] which takes as an input the Media Related Information container, defined in clause 22.2. This field shall be omitted In case of theif lLength of the protected mMedia rRelated iInformation is zero., the Protected Media Related Information shall not be present;
f)	Packet Number shall be set to the number of the transformed QUIC short header packet.
gd)	Packet Number and Packet Payload shall be set to the (end-to-end protected) data. packet number and the packet payload of the end-to-end packet.
Editor's Note: IANA registration of the 3gpp:media-related-info-transform is needed.
If the Media Related Information is missing:,
-	the length of Protected Media Related Information shall be set to zero; and
-	the Protected Media Related Information field and the Nonce Counter field shall be omitted.

==============Next change==============
[bookmark: _Toc185509215]Annex XX (informative):
IANA registration of 3GPP defined Forwarded Mode packets
[bookmark: _Toc185509216]XX.1	Introduction
This annex is to IANA register the 3GPP defined Forwarded Mode packets in the registry for the packet transform names, described in draft-ietf-masque-quic-proxy-07 [67].
Editor's Note: The IANA registration is completed when draft is finalized as an RFC by IETF.
[bookmark: _Toc185509217]XX.2	3GPP_XRM_AESCCM_8

	Transform Name
	Description
	Specification
	Notes

	3GPP_XRM_AESCCM_8
	Forwarded Mode packet, used for the encrypted MRI and XR media transport between the AS and the UPF.
	3GPP TS 29.561
	Clause 22.3.4



Frame Type Name: "3GPP_XRM_AESCCM_8"
Status: "permanent".
Specification: Clause 22.3.4 of 3GPP TS 29.561.
Change Controller: 3GPP Specifications Manager
Contact:
3gppContact@etsi.org
+33 (0)492944200
Notes:
None.
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