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1. Introduction
<Introduction part (optional)>
2. Reason for Change
According to 23.501 clause 5.51.2.2.3, EIF acts as the enforcement point for user consent for collection and processing of energy-related information depending on local regulations. For support of user consent (for collection and processing of energy-related information), the EIF communicates with the UDM as specified in Annex V of TS 33.501 [29]. See S2-2501210.
Also, in 29.503 the submitted CT4 CR C4-255024 it is proposed to add user consent for collection and processing of energy-related information that EIF needs to retrieve it in User Consent Subscription Data Retrieval procedure.
3. Conclusions
This CR proposes to add new application error related to user consent that EIF will send to NF consumers in 403 cause code.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.566 v.1.2.0.
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* * * Next Change * * *
5.2.2.2.4	User consent management
Based on local regulations' requirements and/or operator policies, user consent management specified in Annex V of 3GPP TS 33.501 [8] may be required to access the Neif_EvevntExposure API for the collection and processing of Energy-related information. When it is the case, then the EIF shall act as the consent enforcement entity, as specified in clause 5.51.2.2 of 3GPP TS 23.501 [2].
If the user consent is required for the collection and processing of energy-related information depending on local policy and regulations, then
-	at the reception of a Neif_EventExposure_Subscribe request to create an Energy Event Exposure Subscription, the EIF shall check user consent for the targeted UE by retrieving the user consent subscription data from the UDM via the Nudm_SDM service API, as specified in clause 5.2.2.2.24 of 3GPP TS 29.503 [20], and:
-	if user consent is not granted for the targeted UE, the EIF shall reject the request and respond to the NF service consumer with an HTTP "403 Forbidden" status code with the response body containing the ProblemDetails data structure with the "cause" attribute including the "USER_CONSENT_NOT_GRANTED" application error; and
-	if user consent is granted for the targeted UE, the EIF shall proceed as specified in clause 5.2.2.2.2.
* * * Next Change * * *
6.1.3.2.3.1	POST
The HTTP POST method enables an NF service consumer to request the creation of an Energy Event Exposure Subscription at the EIF.
This method shall support the URI query parameters specified in table 6.1.3.2.3.2-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	<n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.2-2 and the response data structures and response codes specified in table 6.1.3.2.3.2-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	[bookmark: _Hlk198771822]EnergyEeSubsc
	M
	1
	Represents the parameters to request the creation of a new Energy Event Exposure Subscription.



Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	EnergyEeSubsc
	M
	1
	201 Created
	Successful case. The Energy Event Exposure Subscription is successfully created and a representation of the created "Individual Energy Event Exposure Subscription" resource shall be returned.

An HTTP "Location" header that contains the URI of the created resource shall also be included.

	ProblemDetails
	O
	0..1
	403 Forbidden
	(NOTE 2)

	NOTE:	The mandatory HTTP error status codes for the HTTP POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] shall also apply.
NOTE 2:	Failure cases are described in clause 6.1.7.3.



Table 6.1.3.2.3.1-4: Headers supported by the 201 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure:
{apiRoot}/neif-ee/<apiVersion>/subscriptions/{subId}



* * * Next Change * * *
6.1.3.2.3.2	GET
The HTTP GET method enables an NF service consumer to retrieve all the Energy Event Exposure Subscription(s) managed by the EIF.
This method shall support the URI query parameters specified in table 6.1.3.2.3.2-1.
Table 6.1.3.2.3.2-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.2-2 and the response data structures and response codes specified in table 6.1.3.2.3.2-3.
Table 6.1.3.2.3.2-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.2.3.2-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	array(EnergyEeSubsc)
	M
	0..N
	200 OK
	Successful case. All the active "Individual Energy Event Exposure Subscription" resource(s) managed by the EIF are returned.

If there are no active "Individual Energy Event Exposure Subscription" resource(s) at the EIF, an empty array is returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection.

(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.

(NOTE 2)

	
	
	
	
	

	NOTE 1:	The mandatory HTTP error status codes for the HTTP GET method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] shall also apply.
NOTE 2:	The RedirectResponse data structure may be provided by an SCP (cf. clause 6.10.9.1 of 3GPP TS 29.500 [4]).




Table 6.1.3.2.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EIF (service) instance towards which the request is redirected.



Table 6.1.3.2.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EIF (service) instance towards which the request is redirected.



* * * Next Change * * *
6.1.3.3.3.1	GET
The HTTP GET method enables an NF service consumer to retrieve an existing "Individual Energy Event Exposure Subscription" resource at the EIF.
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	
	
	
	



Table 6.1.3.3.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	EnergyEeSubsc
	M
	1
	200 OK
	Successful case. The requested "Individual Energy Event Exposure Subscription" resource is returned in the response body.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection.

(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.

(NOTE 2)

	
	
	
	
	

	NOTE 1:	The mandatory HTTP error status codes for the HTTP GET method listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] shall also apply.
NOTE 2:	The RedirectResponse data structure may be provided by an SCP (cf.  clause 6.10.9.1 of 3GPP TS 29.500 [4]).




Table 6.1.3.3.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Contains the identifier of the target EIF (service) instance towards which the request is redirected



Table 6.1.3.3.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Contains the identifier of the target EIF (service) instance towards which the request is redirected



* * * Next Change * * *
6.1.3.3.3.2	PUT
The HTTP PUT method enables an NF service consumer to request the update of an existing "Individual Energy Event Exposure Subscription" resource at the EIF.
This method shall support the URI query parameters specified in table 6.1.3.3.3.2-1.
Table 6.1.3.3.3.2-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.2-2 and the response data structures and response codes specified in table 6.1.3.3.3.2-3.
Table 6.1.3.3.3.2-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	EnergyEeSubsc
	M
	1
	Represents the updated "Individual Energy Event Exposure Subscription" resource representation.



Table 6.1.3.3.3.2-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	EnergyEeSubsc
	M
	1
	200 OK
	Successful case. The "Individual Energy Event Exposure Subscription" resource is successfully updated and a representation of the updated resource is returned in the response body.

	n/a
	
	
	204 No Content
	Successful case. The "Individual Energy Event Exposure Subscription" resource is successfully updated and no content is returned in the response body.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection.

(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.

(NOTE 2)

	
	
	
	
	

	NOTE 1:	The mandatory HTTP error status codes for the HTTP PUT method listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] shall also apply.
NOTE 2:	The RedirectResponse data structure may be provided by an SCP (cf.  clause 6.10.9.1 of 3GPP TS 29.500 [4]).




Table 6.1.3.3.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Contains the identifier of the target EIF (service) instance towards which the request is redirected.



Table 6.1.3.3.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Contains the identifier of the target EIF (service) instance towards which the request is redirected.
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6.1.3.3.3.3	PATCH
The HTTP PUT method enables an NF service consumer to request the modification of an existing "Individual Energy Event Exposure Subscription" resource at the EIF.
This method shall support the URI query parameters specified in table 6.1.3.3.3.3-1.
Table 6.1.3.3.3.3-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.3-2 and the response data structures and response codes specified in table 6.1.3.3.3.3-3.
Table 6.1.3.3.3.3-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	EnergyEeSubscPatch
	M
	1
	Contains the parameters to request the modification of the "Individual Energy Event Exposure Subscription" resource.



Table 6.1.3.3.3.3-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	EnergyEeSubsc
	M
	1
	200 OK
	Successful case. The "Individual Energy Event Exposure Subscription" resource is successfully modified and a representation of the updated resource is returned in the response body.

	n/a
	
	
	204 No Content
	Successful case. The "Individual Energy Event Exposure Subscription" resource is successfully modified and no content is returned in the response body.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection.

(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.

(NOTE 2)

	
	
	
	
	

	NOTE 1:	The mandatory HTTP error status codes for the HTTP PATCH method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] shall also apply.
NOTE 2:	The RedirectResponse data structure may be provided by an SCP (cf. clause 6.10.9.1 of 3GPP TS 29.500 [4]).




Table 6.1.3.3.3.3-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Contains the identifier of the target EIF (service) instance towards which the request is redirected.



Table 6.1.3.3.3.3-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI of the resource located in an alternative EIF (service) instance towards which the request is redirected.

For the case where the request is redirected to the same target via a different SCP, refer to clause 6.10.9.1 of 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Contains the identifier of the target EIF (service) instance towards which the request is redirected.
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[bookmark: _Toc212054862]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neif_EventExposure service-based interface protocol.
Table 6.1.6.1-1: Neif_EventExposure specific Data Type
	Data type
	Clause defined
	Description
	Applicability

	EnergyEeEvent
	6.1.6.3.3
	Represents the Energy related event.
	

	EnergyEeNotif
	6.1.6.2.4
	Represents the Energy Event Exposure Notification.
	

	EnergyEeReport
	6.1.6.2.6
	Represents the Energy Event Exposure report.
	

	EnergyEeSubsc
	6.1.6.2.2
	Represents the Energy Event Exposure Subscription.
	

	EnergyEeSubscPatch
	6.1.6.2.3
	Represents the requested modifications to an Energy Event Exposure Subscription.
	

	EnergyEeSubscSet
	6.1.6.2.5
	Represents the Energy Event Exposure Subscription set.
	



Table 6.1.6.1-2 specifies data types re-used by the Neif_EventExposure service-based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neif_EventExposure service-based interface.

Table 6.1.6.1-2: Neif_EventExposure re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	ApplicationId
	3GPP TS 29.571 [14]
	Represents the application identifier.
	

	DateTime
	3GPP TS 29.571 [14]
	Represents a date and a time.
	

	Dnn
	3GPP TS 29.571 [14]
	Represents a DNN.
	

	DurationSec
	3GPP TS 29.571 [14]
	Represents a time duration in units of seconds.
	

	EnergyInfo
	3GPP TS 29.122 [17]
	Represents the Energy consumption information.
	

	FlowDescription
	3GPP TS 29.514 [16]
	Represents an IP flow description.
	

	Gpsi
	3GPP TS 29.571 [14]
	Represents a GPSI.
	

	ProblemDetails
	3GPP TS 29.571 [14]
	Represents error related information.
	

	RedirectResponse
	3GPP TS 29.571 [14]
	Represents redirection related information.
	

	ReportingInformation
	3GPP TS 29.523 [18]
	Represents the reporting requirements.
	

	Snssai
	3GPP TS 29.571 [14]
	Represents an S-NSSAI.
	

	Supi
	3GPP TS 29.571 [14]
	Represents a SUPI.
	

	SupportedFeatures
	3GPP TS 29.571 [14]
	Represents the list of supported feature(s) and is used to negotiate the applicability of optional features.
	

	TimeWindow
	3GPP TS 29.122 [17]
	Represents a time window.
	

	Uinteger
	3GPP TS 29.571 [14]
	Represents an unsigned integer.
	

	Uri
	3GPP TS 29.571 [14]
	Represents a URI.
	



* * * Next Change * * *
6.1.7.3	Application Errors
The application errors defined for the Neif_EventExposure service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description
	Applicability

	USER_CONSENT_NOT_GRANTED
	403 Forbidden
	Indicates that the request is rejected because user consent is not granted.
	



* * * End of Changes * * *
