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* * * * Next changes * * * *
4.4.49.3	Procedures for AIoT Command Management
This procedure is used by an AF to request to perform an AIoT Command operation to the NEF (see also clause 6.2.3 of 3GPP TS 23.369 [81]).
In order to perform an AIoT Command operation, the AF shall send an HTTP POST request to the NEF targeting the URI of the corresponsing custom operation (i.e., "CommandRequest"), with the request body including the CommandReq data structure.
Upon reception of this HTTP POST request message, the NEF shall:
-	check whether the AF is authorized perform this operation based on operator policies, local configuration information (e.g., SLA with the AF) and/or by interacting with the ADM as defined in clause 5.6 of 3GPP TS 23.369 [81];
-	if the AF is not authorized, reject the request with an HTTP "403 Forbidden" status code with the response body including the ProblemDetails data structure containing the "cause" attribute set to the "AF_NOT_AUTHORIZED" application error; and
-	if the AF is authorized:
-	determine the Target AIoT Area information based on the received External Target AIoT Area information;
-	follow the procedures defined in clause 6.2.3 of 3GPP TS 23.369 [81] by interacting with the selected AIOTF(s); and
-	if the provided length of application data is too long (e.g., above the allowed maximum value), the NEF shall reject the request with an HTTP "403 Forbidden" status code with the response body including the ProblemDetails data structure containing the "cause" attribute set to the "APP_DATA_TOO_LONG" application error; and
-	if the NEF fails to process the AIoT Command request, reject the request with an HTTP "500 Internal Server Error" status code with the response body including the ProblemDetails data structure containing the "cause" attribute set to the "UNSPECIFIED_FAILURE" application error.
Upon successful response from the AIOT and successful processing of the request, the NEF shall return an HTTP "200 OK" status code to the AF, with the response body including AIoT Command related information within the CommandResp data structure.
On failure or if the NEF receives an error code from the ADM and/or AIOTF(s), the NEF shall take proper error handling actions, as specified in clause 5.45.7, and respond to the AF with an appropriate error status code. If the NEF received within an error response a "ProblemDetails" data structure with a "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error, when applicable.
* * * * Next changes * * * *
[bookmark: _Hlk193212770]5.45.5.2.4	Type: CommandReq
Table 5.45.5.2.4-1: Definition of type CommandReq
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	afId
	string
	M
	1
	Contains the identifier of the AF that is sending the request.
	

	[bookmark: _Hlk193212786]commandType
	[bookmark: _Hlk193212791]CommandType
	M
	1
	Contains the type of the requested command.
	

	targetArea
	ExtAIoTArea
	C
	0..1
	Contains the target AIoT Service Area within which the requested command operation shall apply.

(NOTE 1)
	

	targetDevices
	AIoTDevices
	C
	0..1
	Contains the target AIoT device(s) related information.

(NOTE 1)
	

	numDevices
	Uinteger
	O
	0..1
	Contains the approximative number of the targeted AIoT device(s).
	

	msgSize
	Uinteger
	O
	0..1
	Contains the approximative message size in units of Bytes.

This attribute may be present only if the "commandType" attribute is set to "READ".
	

	offset
	Uinteger
	C
	0..1
	Contains the offset, expressed in units of bytes.

This attribute shall be present only if the "commandType" attribute is set to "READ" or "WRITE":

-	If the "commandType" attribute is set to "READ", this attribute contains the offset from which to read the application data.
-	If the "commandType" attribute is set to "WRITE", this attribute contains the offset from which to write the application data.
	

	length
	Uinteger
	C
	0..1
	Contains the length of application data, expressed in units of bytes (i.e., byte length).

This attribute shall be present only if the "commandType" attribute is set to "READ" or "WRITE":

-	If the "commandType" attribute is set to "READ", this attribute contains the length of application data to read.
-	If the "commandType" attribute is set to "WRITE", this attribute contains the length of application data to write.

(NOTE 2)
	

	data
	Bytes
	C
	0..1
	Contains the application data to write.

This attribute shall be present only if the "commandType" attribute is set to "WRITE".
	

	notifUri
	Uri
	M
	1
	Contains the URI via which the AIoT Command operation related notifications shall be delivered.
	

	suppFeat
	SupportedFeatures
	C
	0..1
	Contains the list of supported features among the ones defined in clause 5.45.6.

This attribute shall be present only when feature negotiation is required.
	

	NOTE 1:	At least one of these attributes shall be present.
NOTE 2:	The maximum value that this attribute can contain shall be as specified in clause 7.2.4 of 3GPP TS 24.369 [84].



* * * * Next changes * * * *
[bookmark: _Toc35971446][bookmark: _Toc195310356][bookmark: _Toc207637748]5.45.7.3	Application Errors
The application errors defined for the AIoT API are listed in table 5.45.7.3-1.
Table 5.45.7.3-1: Application errors
	Application Error
	HTTP status code
	Description
	Applicability

	AF_NOT_AUTHORIZED
	403 Forbidden
	The request for AIoT services is rejected because the AF is not authorized for the requested AIoT Services.
	

	APP_DATA_TOO_LONG
	403 Forbidden
	The AIoT Command request is rejected because the provided length of application data is too long (e.g., above the allowed maximum value).
	

	UNSPECIFIED_FAILURE
	500 Internal Server Error
	The request for AIoT services is rejected because the NEF failed to process it.
	



* * * * End of changes * * * *
